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Abstract

Regulation (EU) 2024/2847, the Cyber Resilience Act (CRA), establishes horizontal cy-
bersecurity requirements for products with digital elements and places manufacturers under
lifecycle obligations that extend beyond market entry. The regime requires risk-based se-
cure design, documented software composition, vulnerability handling, secure updates, user
information, post-market corrective action, and time-critical reporting of actively exploited
vulnerabilities and severe incidents. In parallel, the Ecodesign for Sustainable Products
Regulation (ESPR) establishes the Digital Product Passport (DPP) as an interoperable and
increasingly operational European product information infrastructure. These regimes are
legally distinct: the CRA does not mandate a DPP, and the ESPR DPP is not, by itself,
evidence of CRA conformity. Their convergence nevertheless creates a design opportunity.
Product identifiers, versioned data, verified economic operators, semantic models, controlled
access, and lifecycle events can provide a common infrastructure through which cybersecu-
rity evidence is resolved and governed. This article develops the concept of a CRA-capable
DPP as a legal-technical design artefact. It defines such a DPP not as a static certificate or
public compliance page, but as a distributed, versioned, and access-controlled evidence archi-
tecture that cryptographically binds product identity, hardware and software composition,
vulnerability and exploitability status, security updates, conformity evidence, and lifecy-
cle events to the relevant product model, release, physical or logical instance, deployment
configuration, and remote data processing service. The proposed architecture separates a
control plane for legal-person identity, organisational authority, mandates, and policy en-
forcement from an evidence plane for product claims, assessment results, SBOMs, VEX
statements, update receipts, configuration states, and modification histories. The European
Digital Identity Framework and the proposed European Business Wallets framework are
examined as a prospective European implementation of the control plane, without treating
the proposal as applicable law. Methodologically, the study combines normative analysis of
the CRA and ESPR, standards analysis of the 17 ETSI Final Draft European Standards
available under Public Enquiry at the evidence cut-off, design science construction of a ver-
ifiable evidence graph, and cross-sector evaluation. The article distinguishes binding legal
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obligations, candidate harmonised standards, indirect governance requirements, and novel
architectural choices. It argues that the principal value of a CRA-capable DPP lies in
continuous conformity: the capacity to maintain a verifiable relation between the assessed
product, the product actually deployed, and the changing cybersecurity state throughout
the support period. The resulting model supports cybersecurity operations, conformity as-
sessment, supply-chain accountability, lifecycle services, and the controlled coordination of
cybersecurity and functional-safety change processes.

Keywords: Cyber Resilience Act; Digital Product Passport; product evidence infrastructure;
SBOM; VEX; continuous conformity; evidence graph; European Business Wallet; eIDAS 2.0;
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1 Introduction

1.1 Regulatory convergence around products with digital elements

Products with digital elements no longer possess a stable cybersecurity state after manufac-
ture or initial release. Their security properties depend on changing software components,
firmware revisions, cloud and application-programming-interface dependencies, cryptographic
material, configurations, operational environments, and third-party services. A product that
was adequately assessed at market entry may later contain an exploitable component, run an
unsupported release, depend on a modified remote service, or operate outside the deployment
assumptions used in its original risk assessment. This temporal instability changes the charac-
ter of product compliance. The relevant question is not only whether a product type satisfied
defined requirements at a point in time, but whether the manufacturer and other responsible ac-
tors can maintain, demonstrate, and communicate an adequate cybersecurity state throughout
the period in which the product is supported and used.

The CRA responds to this problem by creating a horizontal European market-access regime
for products with digital elements [1]. Its essential cybersecurity requirements cover the design,
development, and production of products as well as the processes through which manufacturers
identify and document vulnerabilities, prepare software bills of materials, remediate weaknesses,
distribute security updates, provide coordinated vulnerability disclosure channels, and commu-
nicate relevant information to users. The Regulation also brings certain integrated remote
data processing solutions within scope where their absence would prevent the product from
performing one of its functions. The regulated object can therefore extend beyond a device or
locally installed software package to a product-service configuration whose components evolve
at different rates.

The CRA further establishes a post-market evidence obligation. Technical documentation must
contain the data needed to demonstrate conformity and must be continuously updated where
appropriate during the support period. Manufacturers must determine and disclose the support
period, handle vulnerabilities effectively during that period, maintain security updates for the
legally specified duration, take corrective action where a product or process is no longer confor-
mant, and report actively exploited vulnerabilities and severe incidents within short statutory
timeframes. Article 14 reporting obligations apply from 11 September 2026, while the CRA be-
comes generally applicable on 11 December 2027 [1]. These dates convert lifecycle cybersecurity
from a future design consideration into an immediate operational requirement.

European standardisation is intended to translate the CRA's technology-neutral essential re-
quirements into testable product and process requirements. Commission Implementing Deci-
sion C(2025) 618, commonly referenced as standardisation request M /606, identifies 41 hori-
zontal and product-specific standardisation items [2]. As of 15 August 2026, ETSI has made
17 Final Draft European Standards available under Public Enquiry for product categories in-
cluding browsers, password managers, antimalware products, virtual private networks, network-
management systems, security information and event management systems, boot managers,
public-key-infrastructure products, network interfaces, operating systems, routers, smart-home
products, toys, wearables, virtualisation stacks, and firewalls [3]. These documents are candidate
harmonised standards. They do not create a presumption of conformity until final standards
are adopted and their references are published in the Official Journal of the European Union.
This status distinction is central to any academically and legally accurate architecture.

In parallel, the ESPR establishes the DPP as a European product information mechanism in-
tended to support sustainability, circularity, market surveillance, and value-chain information
exchange [4]. The legal and technical implementation of this infrastructure advanced materially



in July 2026 with Commission Implementing Regulation (EU) 2026/1778 on the DPP registry [5].
The registry framework provides for verified economic operators, persistent registration iden-
tifiers, model-, batch-, and item-level granularity, versioned data, semantic validation, logs, a
semantic repository, links to evidence, and proofs of registration protected by qualified electronic
seals and timestamps. It also explicitly retains a decentralised DPP model: the registry stores
defined identifiers and registration data, while the substantive product information remains
distributed across DPP information systems and service providers. Importantly, automated
registry checks concern structure, semantics, and registration completeness; they do not prove
the substantive correctness of product data or compliance with applicable Union law [5].

The two regulatory developments are therefore complementary but not interchangeable. The
CRA creates cybersecurity obligations and conformity duties for products with digital elements.
The ESPR and related product legislation create an infrastructure for persistent product iden-
tifiers, machine-readable data, regulated access, and lifecycle information. The CRA does not
explicitly require manufacturers to use that infrastructure, and a DPP registered under the
ESPR does not constitute a CRA certificate. Nevertheless, the emergence of a common Euro-
pean DPP infrastructure makes it reasonable to ask whether CRA evidence can be represented,
linked, governed, and resolved through compatible product-passport mechanisms. This article
addresses that design question without converting an architectural opportunity into a fictional
legal mandate.

1.2 The product cybersecurity evidence problem

The central implementation problem is a mismatch between the static form of conventional
compliance documentation and the dynamic state of contemporary products. A technical file,
declaration of conformity, test report, SBOM, or certificate is normally issued for a defined
subject and at a defined time. Operational risk, however, is generated by the relationship
among several subjects: the product model placed on the market; the hardware, firmware,
and software release assessed; the physical or logical instance deployed; the configuration and
operating environment of that instance; and the remote service on which one or more product
functions depend. Treating these subjects as one undifferentiated product record produces
ambiguous and potentially misleading claims.

A model-level conformity assessment, for example, cannot establish that a particular installed de-
vice runs the assessed firmware. A release-level SBOM cannot establish that a deployed instance
has successfully installed the corresponding security update. A manufacturer advisory can iden-
tify an affected release, but it cannot by itself establish exploitability in a specific configuration.
A certificate for a component cannot establish that an integrator has preserved its security as-
sumptions within a larger system. A cloud-service change can alter the security properties of a
connected product even where the physical device and local software remain unchanged. These
distinctions become critical in routers, industrial controllers, battery-energy-storage systems,
virtualisation platforms, smart-home products, connected machinery, and software products
distributed across heterogeneous environments.

The evidence needed to manage these relations is currently fragmented across engineering, prod-
uct lifecycle management, vulnerability management, conformity assessment, customer support,
incident response, and supplier-management systems. SBOMSs describe software composition,
but they may be generated at different stages, with different levels of transitivity and inconsis-
tent product identifiers. VEX statements or equivalent exploitability assessments add product-
specific context, but their value depends on the exact release, component path, vulnerability
source, assessment time, and mitigation state [6]. Security advisories identify affected and
fixed versions, while update systems record packages and installations. Technical files docu-



ment applicable requirements and test evidence. Asset inventories record deployed instances
and configurations. Supplier portals carry component declarations. None of these artefacts,
considered alone, provides a reliable and complete answer to the question: what cybersecurity
claim applies to which product subject, on whose authority, on the basis of which evidence, and
for what period of validity?

The problem is not solved by placing these artefacts behind a QR code or combining them in a
central database. A DPP that merely aggregates unverified data can reproduce the same ambi-
guity at a new access point. Evidence must be bound to the correct subject and version; claims
must be attributable to identified organisations and authorised issuers; status changes must
be time-stamped, supersedable, and revocable; and access must reflect the difference between
public user information, operator evidence, confidential supplier data, conformity-assessment
material, and authority access. A trustworthy architecture must also distinguish declared state
from observed state. A manufacturer may declare that release R contains SBOM hash H, while
a device attestation establishes that instance I currently runs release R, an operator record
establishes configuration C, and a laboratory report establishes that R was assessed against
requirement Q. Combining these claims into a single binary status would remove information
that is necessary for both security decisions and legal accountability.

Supply-chain composition adds a further governance problem. Final manufacturers depend
on software libraries, firmware, hardware components, operating systems, cloud services, and
security products supplied by other organisations. Suppliers may issue component SBOMs, vul-
nerability statements, updates, certifications, or support commitments. The final manufacturer
must evaluate those claims in the context of the final product and retains the legal responsibility
assigned by the CRA. A product evidence infrastructure must therefore preserve claim prove-
nance without confusing evidence contribution with a transfer of regulatory responsibility. It
must also support changes in responsibility where an importer, distributor, integrator, repairer,
remanufacturer, or other actor places a substantially modified product on the market under
conditions that make that actor the manufacturer of the modified product.

Cybersecurity change can also interact with functional safety. The CRA is not a functional-
safety regulation and a CRA-capable DPP cannot replace a safety case, sector-specific certifica-
tion, or established safety lifecycle. Yet software, firmware, configuration, cryptographic, and
network changes can invalidate assumptions used in a safety assessment. An urgent security
update may alter timing, diagnostic coverage, fail-safe behaviour, communications, or availabil-
ity. Conversely, delaying an update for safety reasons may leave an exploitable vulnerability in
operation. The evidence problem is therefore not to collapse cybersecurity and safety into one
status, but to make their dependencies explicit: which security-relevant change affects which
approved configuration, which safety analysis was performed, who authorised deployment, and
which rollback or recovery state remains permitted.

The research problem can thus be stated precisely. Europe is establishing legally binding cy-
bersecurity duties and an operational DPP infrastructure, but it lacks a generally defined ar-
chitecture that translates CRA and candidate ETSI requirements into verifiable, versioned,
access-controlled product evidence across model, release, instance, deployment, and service lay-
ers. Without such an architecture, manufacturers may digitise documents without achieving
operational traceability, and DPP implementations may expose data without establishing au-
thority, freshness, scope, or evidentiary value.

1.3 Research gap

The DPP research literature has advanced the analysis of circular-economy information require-
ments, lifecycle data sharing, traceability, product identity, and technical implementation. Ex-



isting work identifies requirements for DPP ecosystems, examines data-sharing and governance
challenges, and evaluates architectures based on distributed ledgers, decentralised identifiers,
verifiable credentials, and industrial data models [7-11]. This literature establishes that a DPP
is not merely a consumer label. It is an ecosystem artefact whose value depends on product
granularity, semantic interoperability, actor incentives, data quality, access rights, and lifecycle
persistence.

However, most DPP scholarship remains anchored in sustainability, circularity, materials, repair,
and end-of-life processes. Cybersecurity is commonly treated as a requirement of the DPP
platform itself, as a generic data-security concern, or as an additional data category. Less
attention has been given to the use of the DPP as the evidentiary infrastructure for a product
cybersecurity regime. In particular, the literature has not yet established a rigorous mapping
between CRA legal obligations, ETSI product requirements, cybersecurity evidence objects,
issuing authorities, temporal state, and the distinct subject layers to which claims apply.

The software supply-chain literature provides a complementary but incomplete perspective. Em-
pirical studies of SBOM adoption identify problems of component naming, tooling, completeness,
supplier coordination, business incentives, and operational integration [12,13]. VEX and advi-
sory formats address the need to contextualise whether a known component vulnerability affects
a product. These mechanisms are important building blocks, but they do not by themselves
establish product identity, economic-operator responsibility, conformity scope, update deploy-
ment, support entitlement, substantial-modification lineage, or controlled authority access. An
SBOM is an inventory, not a conformity argument. A VEX statement is an exploitability claim,
not proof that an affected instance has been remediated.

Research on decentralised identity and verifiable credentials provides mechanisms for issuer
authentication, cryptographic integrity, selective disclosure, status checking, and portable veri-
fication [14-17]. Zero-trust architecture establishes the principle that access and action should
depend on continuously evaluated identity, context, policy, and evidence rather than network
location or implicit trust [18]. These concepts are relevant to cross-organisational product
evidence, but they do not prescribe how CRA requirements should be represented, how legal-
person mandates should be resolved, or how product evidence should be separated across model,
release, instance, deployment, and remote-service subjects.

The CRA, Commission guidance, M /606, and the ETSI drafts provide the normative and tech-
nical requirements from the opposite direction. They identify manufacturer duties, essential
cybersecurity outcomes, product-specific controls, assessment methods, and evidence expecta-
tions. They do not define a shared DPP architecture, a universal evidence graph, or a Euro-
pean organisational-authority layer for issuing and verifying lifecycle claims. This omission is
appropriate: legislation and standards should not prematurely mandate one implementation
technology. It nevertheless leaves a design space that must be addressed by manufacturers,
infrastructure providers, conformity-assessment bodies, data-space operators, and public au-
thorities.

The resulting gap is both conceptual and operational. There is no sufficiently precise definition
of a CRA-capable DPP; no common method for separating direct legal information duties
from indirect evidence-governance controls; no complete subject model for cyber-physical and
software products; and no reference architecture that combines organisational authority with
verifiable product evidence while respecting confidentiality and legal boundaries. This article
addresses that gap through legal-technical design science.



1.4 Research objective and central proposition

The objective of this study is to design and evaluate a reference architecture through which
DPP mechanisms can support CRA implementation without being misrepresented as a statu-
tory requirement or an autonomous proof of compliance. The intended artefact is not a new
certificate. It is an evidence architecture that enables a relying party to resolve a scoped claim,
its subject, issuer, authority, supporting evidence, assessment method, time, status, and access
policy.

Central research proposition. A CRA-capable Digital Product Passport is not a
static compliance document. It is a distributed, versioned, and access-controlled ev-
idence architecture that cryptographically binds product identity, software and hard-
ware composition, vulnerability status, security updates, conformity evidence, and
lifecycle events to the relevant product model, release, instance, deployment, and
remote service.

The term distributed is used in an architectural rather than ledger-specific sense. Evidence
may remain with authoritative manufacturers, suppliers, laboratories, operators, registries, or
DPP service providers, provided that it can be resolved and verified through stable identifiers
and governed interfaces. The design does not require a blockchain. Cryptographic binding
means that the integrity and provenance of a claim can be verified and that the claim is unam-
biguously associated with the intended product subject and evidence object. It does not mean
that cryptography establishes the truth of the underlying factual assertion. Substantive relia-
bility continues to depend on competent issuers, valid authority, adequate assessment methods,
trustworthy source data, and effective oversight.

The architecture is framed as product evidence infrastructure. It links a regulatory requirement
to a technical control, an assessment method, an evidence object, an issuer, and a product sub-
ject. It further links model-level design evidence to release-level composition and vulnerability
evidence, instance-level observed state, deployment-level configuration, and service-level depen-
dencies. This enables continuous conformity, understood here as the controlled maintenance of
an evidentiary relationship between the assessed product and the product state that exists after
market entry. Continuous conformity is not continuous certification, and it does not imply that
software can determine legal compliance autonomously. It denotes the capacity to identify when
evidence remains applicable, when a change invalidates an assumption, and when reassessment,
corrective action, escalation, or human decision is required.

A dual-plane model structures the proposal. The control plane establishes the identity and
authority of legal persons, organisational units, employees, services, and automated agents that
issue, update, request, or rely on evidence. It also carries mandates, representation rights,
policy rules, and revocation status. The evidence plane carries cryptographically protected
product claims, SBOM and HBOM objects, VEX statements, advisories, assessment results,
update and rollback receipts, configuration states, support-period information, and lifecycle
events. The European Digital Identity framework and the Commission proposal for European
Business Wallets provide a plausible European implementation path for the control plane [19,20].
The paper treats the proposed European Business Wallet as prospective infrastructure, not as
applicable law or a mandatory dependency.

1.5 Research questions

The study is organised around four research questions:



RQ1. Which CRA obligations and candidate ETSI requirements create direct information
and evidence needs that can be represented or resolved through a DPP, and which additional
governance controls arise only indirectly from the need to make that evidence reliable?

RQ2. What reference architecture and evidence model can bind cybersecurity claims to the
correct product model, hardware or software release, physical or logical instance, deployment
configuration, and remote data processing service while preserving provenance, temporal validity,
confidentiality, and issuer accountability?

RQ3. How can a dual-plane architecture based on organisational authority and verifiable prod-
uct evidence support continuous conformity, cybersecurity operations, conformity assessment,
lifecycle services, and functional-safety change control?

RQ4. Under which technical, legal, organisational, and sector-specific conditions does the
architecture remain interoperable, scalable, secure, and useful, and where are the limits of
automated claims and DPP-based assurance?

1.6 Normative boundaries and terminology

The paper adopts a strict hierarchy of normative sources. This is necessary because the expres-
sion CRA-capable DPP combines an enacted cybersecurity regulation, a legally established but
product-dependent DPP framework, candidate harmonised standards, identity and trust infras-
tructures at different stages of legal maturity, and a new architectural proposal. The sources
cannot be treated as if they carried the same legal weight.

Table 1: Normative layers and their treatment in this study

Status as of 15 August

Layer 2026 Role and boundary in this article

Cyber Resilience Act, Reg-
ulation (EU) 2024/2847

Binding Union law. Article
14 applies from 11 Septem-
ber 2026; general application
from 11 December 2027.
Binding framework. DPP du-
ties arise for product groups
through delegated or sectoral
legislation. Regulation (EU)
2026/1778 governs the DPP
registry.

Defines legal duties, essential cybersecurity re-
quirements, conformity procedures, technical doc-
umentation, support, vulnerability handling, and
reporting. It does not mandate a DPP.

Provides product identifiers, granularity, version-
ing, semantic and registry mechanisms. Registra-
tion or structural validation is not substantive
proof of CRA conformity.

ESPR and DPP imple-
menting legislation

Harmonised European
standards cited in the
OJEU

17 ETSI Final Draft Eu-
ropean Standards under
Public Enquiry

eIDAS 2.0 / European
Digital Identity framework

European Business Wallet
proposal, COM(2025) 838

Voluntary technical speci-
fications that can create a
presumption of conformity
for covered requirements

once their references are pub-

lished.

Candidate harmonised stan-
dards. Not yet OJEU-cited
and subject to change.

Binding legal framework for

electronic identification, wal-

lets, attestations, signatures,
seals, and trust services.
Commission legislative pro-

posal; not treated as adopted

law in this paper.

10

Future conformity route. Applicability, edition,
scope, and partially applied clauses must be
recorded precisely.

Primary standards-analysis corpus. Requirements
are treated as draft technical evidence expecta-
tions, not binding law or an existing presumption
of conformity.

Provides trust mechanisms that may support
actor authentication, organisational evidence,
seals, timestamps, and verification. It does not by
itself define a CRA DPP.

Prospective European control-plane implementa-
tion for legal-person identity, mandates, represen-
tation, official communications, and attestations.



Status as of 15 August

Layer 2026 Role and boundary in this article
Architecture proposed in Non-normative design sci- Translates legal and standards requirements into
this article ence artefact. an evidence model, trust architecture, implemen-

tation patterns, and evaluation criteria. It must
not be represented as a legal requirement.

Source: Authors' classification based on [1-5, 19, 20].

Three requirement categories are used throughout the study. Direct requirements are informa-
tion, process, documentation, or evidence obligations that can be traced explicitly to the CRA
or a relevant standard. Examples include product identification, risk assessment, SBOM gen-
eration, vulnerability handling, update information, support-period disclosure, and conformity
documentation. Indirect requirements are controls that are not expressed as DPP duties but
are necessary if a DPP is to carry reliable CRA evidence. These include issuer authentication,
mandate verification, cryptographic binding, status and revocation, evidence freshness, prove-
nance, access control, confidentiality, retention, and continuity. Proposed architectural choices
are design decisions introduced by this paper, such as the five-layer subject model, dual-plane
separation, evidence-graph relations, disclosure tiers, and policy-engine integration.

The term DPP is used broadly enough to include software-only and service-dependent products
where a physical data carrier is absent. The relevant access mechanism may be a product
identifier, package identifier, device certificate, registry reference, API, or other resolvable link.
A CRA-capable DPP may share infrastructure and identifiers with an ESPR or sectoral DPP,
but it can contain additional cybersecurity evidence under different access policies. The term
passport should not be read as implying that all evidence is stored in one object, made public,
or controlled by one platform.

Functional safety is treated as an adjacent assurance domain. The paper examines how cyber-
security evidence can preserve, challenge, or trigger reassessment of safety assumptions. It does
not claim that CRA conformity establishes functional safety, nor that a DPP replaces safety
standards, notified assessment, or a safety case. Similarly, the use of European Business Wallets,
decentralised identifiers, verifiable credentials, Asset Administration Shells, SPDX, CycloneDX,
CSAF, VEX, JSON-LD, RDF, or other technologies is evaluated as an implementation option
unless a legal act or standard makes a more specific requirement.

1.7 Methodology: legal-technical design science

The study follows a legal-technical design science methodology. Design science is appropriate
where the research objective is to construct and evaluate an artefact that addresses a defined
organisational and technical problem [21-23]. The artefact in this study consists of a set of
design requirements, a conceptual data and trust model, a dual-plane reference architecture,
an evidence-graph model, and cross-sector implementation patterns. The methodology does
not treat legal rules as system requirements without interpretation. It combines doctrinal and
normative legal analysis with standards engineering and system design, while preserving the
differences among legal validity, technical conformity, operational security, and architectural
preference.

The first research activity is normative legal analysis. The primary legal corpus comprises
the CRA, the ESPR, relevant DPP implementing legislation, the European Digital Identity
framework, the Commission proposal for European Business Wallets, and Commission CRA
implementation guidance. The analysis identifies regulated actors, product scope, lifecycle du-
ties, documentation requirements, conformity routes, reporting obligations, access and retention
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conditions, and legal exclusions. Each proposition is classified by legal source and status. Com-
mission guidance is used as interpretive material rather than as legislation. The EBW proposal
is analysed as a prospective institutional and technical framework and is not presented as bind-
ing law.

The second activity is standards analysis. The corpus includes M/606 and all 17 ETSI Final
Draft European Standards under Public Enquiry available on the evidence cut-off date. An
additional ETSI work item, EN 304 642 on network functions of telecommunications systems, is
tracked but excluded from the complete clause-level corpus because it had not reached the same
public final-draft status. For every normative or assessment-relevant requirement extracted
from the ETSI corpus, the analysis records the standard and version, clause and requirement
identifier, covered CRA requirement, product subject, expected evidence, assessment method,
temporal character, responsible issuer, and potential DPP relevance. This method prevents a
selected example from being misrepresented as complete standards coverage and allows later
versions of a draft to supersede earlier mappings explicitly.

The third activity is requirements synthesis and artefact construction. Legal and standards
findings are transformed into design requirements only after their source and status have been
recorded. The synthesis asks: what must be identified; what must be asserted; what must be
observed; what must be assessed; who is legally or operationally responsible; which actor is
competent to issue the claim; to which subject layer the claim applies; how long it remains
valid; what event supersedes it; and who may access the underlying evidence. The resulting ar-
chitecture separates identity and authorisation functions from evidence functions, and separates
product model, release, instance, deployment, and remote-service state. Evidence is represented
as a graph because the same component, vulnerability, advisory, test, or update can relate to
multiple products and lifecycle events without being copied into one monolithic record.

The fourth activity is analytical evaluation across representative implementation patterns.
The evaluation compares software-release passports, connected-device and fleet passports,
remote-service passports, industrial system-of-systems passports, and substantial-modification
or second-life passports. Sector scenarios include enterprise and cybersecurity software, routers
and telecom equipment, smart-home products, industrial machinery and robotics, energy
systems and batteries, charging infrastructure, wearables, semiconductor security components,
and Al or edge-computing systems. Sectoral exclusions and overlapping regimes are treated as
boundary conditions rather than ignored. The evaluation examines whether the architecture
can preserve product identity, evidence traceability, supplier provenance, confidentiality, update
state, support status, and safety-relevant configuration across these patterns.

Table 2: Research design, analytical operations, and intended outputs

Primary corpus or

Research activity input Analytical operation Output
Normative legal anal- CRA, ESPR, DPP reg- Identify duties, actors, scope, Legally bounded re-
ysis istry legislation, eIDAS 2.0, timelines, legal status, exclusions, quirement set and
EBW proposal, Commis- and documentation obligations terminology
sion guidance
Standards analysis M/606 and 17 ETSI Public Extract clauses, requirement Versioned standards-
Enquiry drafts identifiers, assessment methods, to-evidence matrix
evidence expectations, and CRA
mappings
Requirements synthe- Legal and standards find-  Classify direct, indirect, and Design requirements
sis ings proposed requirements; assign for a CRA-capable
subject, issuer, time, access, and DPP
status
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Primary corpus or

Research activity input Analytical operation Output

Artefact construction Identity, zero-trust, Design control plane, evidence Reference architecture
DPP, SBOM/VEX, and plane, subject model, evidence and conceptual data
semantic-web building graph, and disclosure tiers model
blocks

Cross-sector evalua-  Software, devices, remote Apply architecture to representa- Implementation pat-

tion services, industrial systems, tive lifecycle and incident cases terns, limitations, and
second-life scenarios sector findings

Source: Authors' research design, adapted from design science principles in [21,22].

The evaluation criteria are legal accuracy, traceability, evidentiary completeness, interoperabil-
ity, security, privacy and confidentiality, temporal correctness, scalability, operational usefulness,
and safety relevance. Legal accuracy requires that the architecture neither omits a material duty
nor implies that a technical mechanism creates compliance automatically. Traceability requires
every material claim to resolve to its subject, issuer, authority, source, time, and status. Inter-
operability concerns identifiers, schemas, semantics, APIs, and portable verification. Security
includes resistance to unauthorised modification, fraudulent issuance, replay, stale evidence,
provider compromise, and denial of access. Operational usefulness concerns the ability to sup-
port vulnerability triage, targeted patching, procurement, supplier management, conformity
assessment, market surveillance, maintenance, repair, and second-life decisions.

The evidence cut-off for this paper is 15 August 2026. This date is material because the ETSI
documents remain under Public Enquiry, CRA guidance continues to develop, and the European
Business Wallet instrument remains a legislative proposal. All standards mappings therefore
retain the source identifier, edition, date, clause or requirement identifier, and legal status. Later
drafts, adopted standards, OJEU references, implementing acts, or legislative amendments may
change the analysis and must be incorporated through controlled versioning rather than silent
replacement. Appendix A specifies the fields used for this requirements-to-evidence mapping
and source-status register.

The present research is principally analytical and design-oriented. It does not claim statistical
evidence of industry-wide effectiveness. Scenario evaluation can establish internal coherence,
legal fit, and technical feasibility, but it cannot by itself demonstrate adoption, cost reduction, or
risk reduction in production. Later iterations of the research may add prototype implementation,
performance testing, conformity-assessment review, expert interviews, and field validation. Such
evidence should be reported separately from the normative and architectural argument.

1.8 Expected contributions

The article is designed to make six contributions:

1. Conceptual definition. It defines the CRA-capable DPP as a product evidence infras-
tructure and distinguishes it from a static document, a public compliance label, a technical file
repository, and a legal presumption of conformity.

2. Normative traceability. It creates a disciplined mapping among CRA obligations, can-
didate ETSI requirements, evidence objects, assessment methods, and proposed architectural
controls, while preserving the status of each source.

3. Subject separation. It establishes model, release, instance, deployment, and remote-
service layers as distinct evidence subjects. This resolves a central ambiguity in software-defined
and connected products.
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4. Dual-plane trust architecture. It separates organisational authority, mandates, identity,
and policy enforcement from product evidence, and examines eIDAS 2.0 and the proposed
European Business Wallet as a European control-plane implementation path.

5. Continuous conformity model. It connects pre-market conformity evidence with post-
market vulnerability, update, configuration, support, incident, repair, and modification evidence
throughout the support period without equating monitoring with automatic legal compliance.

6. Cross-domain assurance. It evaluates how the same evidence infrastructure can support
cybersecurity operations, regulatory compliance, business processes, and controlled coordination
with functional-safety lifecycle decisions across different product and sector patterns.

1.9 Organisation of the article

Part 1 establishes the regulatory and standards foundation. It distinguishes CRA legal obli-
gations, ESPR and DPP infrastructure requirements, candidate ETSI requirements, indirect
evidence-governance needs, and the architectural choices proposed in this article. Part II de-
fines the CRA-capable DPP and its reference architecture, including the five-subject model,
dual-plane trust architecture, evidence graph, SBOM and VEX integration, update and roll-
back evidence, issuer authority, and access control. Part III evaluates operational value and
implementation patterns across cybersecurity operations, conformity processes, lifecycle services,
functional-safety change control, software, connected products, remote services, industrial sys-
tems, and second-life applications. Part IV evaluates legal fidelity, interoperability, scalability,
security, confidentiality, provider dependency, governance, and the limits of automated confor-
mity claims. Appendix A specifies the schema used for the requirements-to-evidence mapping
and source-status register, including version and supersession fields that permit later legal and
standards changes to be incorporated explicitly rather than silently. Section 6 concludes the
article and presents a heat map indicating where CRA-capable DPPs can most directly support
CRA implementation.

2 Part I - Regulatory and Standards Foundation

This Part answers RQ1 and establishes the normative foundation from which the reference archi-
tecture is derived. It analyses the Cyber Resilience Act (CRA), the Ecodesign for Sustainable
Products Regulation (ESPR) and its Digital Product Passport (DPP) implementing framework,
the European digital identity framework, Commission standardisation request M /606, and the
17 ETSI CRA vertical standards available as Public Enquiry drafts at the evidence cut-off. The
purpose is not to assemble a broad catalogue of cybersecurity controls. It is to identify which
legal and standards requirements create evidence that can be represented, resolved, or governed
through a CRA-capable DPP, and to preserve the legal status of every inference.

The analysis applies three tests to each candidate requirement. First, the source-status test asks
whether the requirement arises from binding Union law, an OJEU-cited harmonised standard,
a draft candidate harmonised standard, a legislative proposal, or the authors' design. Second,
the evidence test asks what information, document, test result, operational observation, or
actor statement is needed to demonstrate or operate the requirement. Third, the subject test
asks whether that evidence concerns a product model, hardware or software release, physical or
logical instance, deployment configuration, remote data processing solution, economic operator,
or lifecycle event. Only after these tests are applied is an architectural requirement derived.
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2.1 Normative hierarchy and permissible inferences

The expression "CRA-capable DPP" is an analytical construct. The CRA does not require a
Digital Product Passport. It requires manufacturers and other responsible economic operators
to meet product cybersecurity, vulnerability handling, documentation, conformity assessment,
user-information, and post-market duties. A DPP can support these duties only where its data,
trust, access, temporal, and evidence properties are suitable for the specific obligation [1].

The ESPR creates a legally defined DPP infrastructure, but a DPP duty arises only where
an applicable delegated act or another Union instrument requires one for a product group.
The ESPR therefore supplies reusable infrastructure properties - persistent identifiers, product
granularity, machine-readable data, interoperability, controlled access, persistence, and lifecycle
linking - without converting the DPP into a universal CRA obligation [4, Arts. 9-11].

A second distinction concerns harmonised standards. Compliance with an OJEU-cited har-
monised standard may create a presumption of conformity only for the legal requirements
and parts covered by that standard. The six DPP standards cited in July 2026 create such a
presumption for relevant ESPR Articles 10 and 11 requirements. They do not create a presump-
tion of CRA conformity. Conversely, the 17 ETSI CRA documents analysed below are draft
candidate harmonised standards under Public Enquiry. At the evidence cut-off, they provide
technically important requirements and assessment models but no Article 27 CRA presumption
of conformity [24]; [1], Art. 27; [3].

Table 3: Source-status categories and permitted claims

Source category

Status at evidence
cut-off

Permitted use in this article

Claim that is not
permitted

CRA, Regulation
(EU) 2024/2847

ESPR and DPP im-
plementing law

EN 18216, EN 18219-
18223:2026

Commission request
M/606

ETSI EN 304 617-627

and 631-636 drafts

eIDAS 2.0 and DPP
registry identity rules

FEuropean Business
Wallet proposal

Binding Union law. Ar-
ticle 14 applies from 11
September 2026; general
application from 11 De-
cember 2027.

Binding framework.
Product-specific DPP du-
ties depend on delegated
or sectoral law.
OJEU-cited harmonised
DPP standards under
Decision (EU) 2026/1736.
Binding instruction to
European standardisa-
tion organisations; not

a product requirement
addressed directly to
manufacturers.
Seventeen candidate har-
monised standards in
Public Enquiry; not yet
OJEU-cited.

Binding trust-services
and identity law, sup-
plemented by binding
registry rules.

Commission legislative
proposal; ordinary legisla-
tive procedure ongoing at
the evidence cut-off.

Identify legal duties, actors, time-
lines, essential requirements,
documentation and conformity
obligations.

Use legally defined identifiers,
granularity, access, persistence,
registry and interoperability
mechanisms.

Claim presumption only for cov-
ered ESPR Articles 10 and 11
requirements.

Define the planned horizontal
and vertical CRA standardisa-
tion architecture and requested
outcomes.

Extract product-specific require-
ments, assessment criteria, evi-
dence expectations and emerging
implementation patterns.
Ground legal-person verification,
signatures, seals, attestations,
status and delegated access.

Evaluate a prospective control-
plane mechanism for legal per-
sons, roles, mandates and secure
transactions.
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The CRA mandates a
DPP or accepts a DPP
as automatic proof of
conformity.

Every CRA product
must possess an ESPR
DPP.

The standards estab-

lish CRA cybersecurity
conformity.

M/606 itself supplies pre-
sumption of conformity.

A product conforming to
the draft already bene-
fits from CRA presump-
tion of conformity.

A valid signature alone
proves that the signer
had the organisational
authority to make the
claim.

EBW functions are cur-
rently binding obliga-
tions or universally avail-
able infrastructure.



Status at evidence Claim that is not

Source category cut-off Permitted use in this article permitted

CRA-capable DPP Authors' design artefact. Derive requirements, trust rela-  Architectural choices are

reference architecture tionships, evidence objects and existing legal mandates
implementation patterns from unless an explicit source
the analysed corpus. is identified.

Source: Authors' classification based on [1-5,19, 20, 24].

Normative boundary. A CRA-capable DPP may organise and make evidence verifiable. It cannot change
the responsible economic operator, replace the applicable conformity assessment procedure, or transform a
structurally valid passport into proof that the underlying product satisfies the CRA.

2.2 The CRA as a lifecycle evidence regime
2.2.1 Scope, regulated object, and remote dependencies

The CRA applies to products with digital elements made available on the Union market where
the intended purpose or reasonably foreseeable use includes a direct or indirect logical or physical
connection to a device or network [1, Art. 2(1)]. The regulated category includes hardware and
software products and can include a remote data processing solution where the remote processing
is designed and developed by, or under the responsibility of, the manufacturer and is necessary
for one of the product's functions. This makes product scope dependent on functional and
responsibility boundaries rather than on physical enclosure alone [1, Art. 3].

This scope has a direct evidence implication. A connected product may change materially with-
out a change to its physical identifier. A cloud API, policy service, database, model-serving
endpoint, or remote management component may be updated independently from the device
or local software. A technical file organised only around the commercial model therefore risks
obscuring which release, service version, and deployment state was assessed. The CRA does not
create the model-release-instance-deployment-service taxonomy used in this paper. That taxon-
omy is an architectural response to the CRA's requirement that evidence remain attributable
to the product and processes actually assessed.

Sectoral exclusions must remain explicit. Certain medical devices, in vitro diagnostic medical
devices, and products covered by the motor-vehicle type-approval cybersecurity regime are
excluded from the CRA, while general-purpose ICT used in the same sectors can remain within
scope [1, Art. 2]. A CRA-capable DPP therefore requires a machine-readable regulatory-scope
statement. It must not infer CRA applicability merely because an object has a digital identifier
or because a DPP exists under another Union regime.

2.2.2 Lifecycle responsibility, support, and modification

Article 6 links market access to both product properties and manufacturer processes. Products
may be made available only where the applicable Annex I Part I requirements are met, subject
to proper installation, maintenance, intended or reasonably foreseeable use, and installation
of necessary security updates, and where the manufacturer's vulnerability handling processes
comply with Annex I Part IT [1, Art. 6]. This dual structure already distinguishes a product
state from the organisational process that maintains that state.

Article 13 makes the cybersecurity risk assessment a lifecycle artefact. It must be documented,
updated as appropriate during the support period, and based on intended purpose, reasonably

16



foreseeable use, operating conditions, assets to be protected, and expected use time. Manu-
facturers must document the applicability of Annex I requirements, exercise due diligence for
third-party components, systematically record relevant cybersecurity information, and update
the risk assessment where appropriate [1, Art. 13(2)-(7)]. These duties require evidence lineage:
a later assessment must preserve its relationship to the earlier assessment, the product version
to which each applies, and the new facts that caused the change.

The support period must normally be at least five years unless the expected product use is
shorter. Its determination must consider expected use, user expectations, intended purpose,
relevant product-lifetime law, the operating environment, and support periods of core third-
party components. The determination must be documented. Security updates made available
during the support period must remain available for at least ten years after issuance or for the
remainder of the support period, whichever is longer [1, Art. 13(8)-(9)]. A support-end date is
thus not merely commercial metadata. It is an evidence-bearing regulatory state that affects
vulnerability handling, user communication, procurement, maintenance, and residual risk.

Responsibility can also change. Importers and distributors become manufacturers where they
place a product on the market under their own name or trademark or substantially modify it.
Another natural or legal person that carries out a substantial modification and makes the prod-
uct available can likewise become the manufacturer for the affected part or, where the modifica-
tion affects the product as a whole, for the entire product [1, Arts. 21-22]. Economic-operator
traceability must be retained for ten years [1, Art. 23]. A trustworthy DPP implementation
should therefore create a new, attributable lineage node for a substantial modification rather
than silently overwrite the original product record.

2.2.3 Direct CRA information and evidence requirements

For this study, a requirement is classified as direct where the CRA explicitly requires information,
documentation, a process record, a test result, an identifier, a declaration, a notification, or other
evidence. Direct does not mean that the CRA requires the information to be stored in a DPP.
The DPP role may be to carry the information, resolve it from an authoritative source, bind it
to the correct subject, expose only a status or hash, or provide controlled access to a restricted
technical-file object.

Annex I Part I defines the required product properties: risk-appropriate cybersecurity; ab-
sence of known exploitable vulnerabilities at market placement; secure defaults; security up-
dates; access control; confidentiality; integrity; data minimisation; availability and resilience;
non-interference with other devices and networks; attack-surface reduction; exploit mitigation;
security logging and monitoring; and secure removal or transfer of data and settings [1, Annex
I Part I]. Annex I Part II then requires documented components and vulnerabilities, a machine-
readable SBOM covering at least top-level dependencies, remediation without delay, regular
security tests, public information on fixed vulnerabilities, coordinated vulnerability disclosure,
a reporting contact, secure update distribution, and free and timely security updates [1, Annex
I Part II].

Annex II defines user-facing information. It includes product and manufacturer identification,
the vulnerability reporting contact, intended purpose and security environment, reasonably
foreseeable risks, the declaration of conformity or its location, support type and end date, and
instructions for secure commissioning, operation, updates, decommissioning, data removal, and
integration. The full SBOM need not be public; Annex II requires access information only
where the manufacturer decides to make the SBOM available to users [1, Annex II].

Annex VII defines the technical-documentation evidence set. It includes compliance-relevant
software versions, system architecture and component relationships, vulnerability handling pro-
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cesses, the SBOM, disclosure policy, reporting contact, secure update solution, production and
monitoring processes, the cybersecurity risk assessment and applicability rationale, support-
period determination, standards and specifications applied, test reports, and the EU declara-
tion of conformity [1, Annex VII]. Article 31 requires this documentation to be created before
market placement and continuously updated where appropriate, at least during the support
period. This provides the strongest legal basis for the continuous-conformity framing used in
this article, while "continuous conformity" itself remains an analytical term [1, Art. 31].

Table 4: CRA obligations translated into evidence subjects and DPP treatment

Primary
Required information evidence Representative CRA-capable DPP
CRA source or process subject evidence object treatment
Arts. 13(15)- Unique product and Model/type; Product identifier; Public identity view

(17); Annex II;
Annex V

Art. 13(2)-(4);
Annex II(4)-
(5); Annex
VII(1),(3)

Annex I Part
I1(1); Annex
VH(Q),(S)

Annex I Part
1(2)(a); Part
11(2)-(4)

Annex I Part
1(2)(b); Annex
11(8) (2)

Annex I Part
1(2)(c); Part
II(7)-(8); Art.
13(9)

Art. 13(8),(18)-
(19); Annex
11(7)

Annex I Part
1(2)(1); Annex
VII(2)(c)

Annex I Part
I1(5)-(6); Art.
13(17)

Art. 14

manufacturer identi-
fication; contact and
responsible actor.
Intended purpose, fore-
seeable use and misuse,
operating environment,

protected assets, applica-

bility rationale.

Identify components and
vulnerabilities; machine-
readable SBOM cover-
ing at least top-level
dependencies.

No known exploitable
vulnerabilities at market
placement; remediation
and disclosure of fixed
vulnerabilities.
Secure-by-default con-
figuration and reset
capability.

Secure, timely and
where applicable auto-
matic security updates;
update availability over
time.

Support period, support
type, end date, end-
of-support notice and
long-term information
availability.
Security-relevant record-
ing and monitoring with
user opt-out where ap-
plicable.

Coordinated vulnerabil-
ity disclosure policy and
contact address.

Staged reporting of ac-
tively exploited vul-
nerabilities and severe
incidents.

batch or in-
stance; legal
person.

Model and de-

ployment profile.

Exact software
or firmware re-
lease/build.

Release/build
and time-
bounded assess-
ment context.

Model default
and deployed
configuration.

Release, update
package, in-

stalled instance.

Model and re-
lease family; af-

fected instances.

Product capabil-

ity and deploy-
ment profile.

Manufacturer
and product
family.

Affected prod-
ucts, releases,
instances and
jurisdictions.
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manufacturer identity;
vulnerability contact;
declaration metadata.
Security context pro-
file; risk assessment;
applicability matrix;
residual-risk statement.

SBOM, compo-

nent identifiers, sup-
plier/origin, hash and
generation metadata.

Candidate-vulnerability
correlation; exploitabil-
ity decision; mitigation
or VEX; advisory; re-
mediation record.
Secure-default profile;
reset method; config-
uration assessment;
approved deviations.
Package hash and sig-
nature; target version;
advisory; installation
result; rollback and
recovery record.
Support determination;
support entitlement;
end-of-support notice;
migration guidance.

Logging capability
statement; time-source
assurance; retention
policy; test report;
audit-record hash.
CVD policy; reporting
endpoint; acknowl-
edgement and case
identifiers.

24-hour warning; 72-
hour notification; final
report; affected-version
set; mitigation and
fixed release.

plus verified issuer

and economic-operator
links.

Public summary; re-
stricted assessment and
machine-readable scope
constraints.

Restricted composition
object cryptographically
bound to the assessed
release; public access
pointer only where re-
quired.

Versioned vulnerabil-
ity claim with source
cutoff, retrieval time,
status, evidence hash
and supersession.
Separate declared base-
line from operator-
observed configuration;
never expose secrets.
Link released, delivered,
installed and verified
states; preserve update
and rollback lineage.

Public support status
with dated evidence;
restricted rationale and
component-support
dependencies.

Expose capabilities and
controlled pointers, not
raw logs or personal
telemetry.

Public contact and
policy; authenticated
restricted case linkage.

Prepare structured
reporting inputs and
affected-population
evidence; do not replace
the official platform.



Primary

Required information evidence Representative CRA-capable DPP
CRA source or process subject evidence object treatment
Arts. 27-32; Conformity route, ap- Model/type Requirement-to-control Restricted technical-file

Annexes V-VIII

Arts. 21-23;
Annex II(8)(f)

Annex I Part
I(2)(m); Annex
11(8)(d)

Art. 3; Annex
VII(2)(a)

plied standards, tests,
notified body or certifi-
cate, declaration and
CE marking.
Responsibility changes,
substantial modification,
integrator information
and economic-operator
traceability.

Secure removal or trans-
fer of data and settings;
secure decommissioning.

Architecture and rele-
vant remote data pro-
cessing solutions within
manufacturer responsi-

and compliance-
relevant release.

Modified prod-
uct lineage; re-
sponsible legal
person.

Instance and op-
erator handover
event.

Remote ser-
vice release and
product-service
dependency.

matrix; test reports;
certificate; EU declara-
tion; OJEU reference
status.

Modification event; af-
fected scope; new risk
assessment; new decla-
ration; actor chain.

Reset attestation; data-
removal result; creden-
tial revocation; transfer
record.

Service identifier; API
version; compatibility;
incident/advisory link;
architecture evidence.

index plus public dec-
laration metadata; no
autonomous compliance
flag.

Create an immutable
lineage branch and

new authority context
rather than overwrite
history.

Record verifiable result
or hash; exclude deleted
data and secrets.

Represent the service
as an independent ev-
idence subject linked
to product models, re-

bility. leases and deployments.

Source: Authors' mapping based on [1]. VEX and some instance-level evidence objects are

standards-derived or architectural representations; they are not terms mandated universally by
the CRA.

2.2.4 Reporting, conformity assessment, and presumption of conformity

Article 14 creates time-critical reporting duties. For an actively exploited vulnerability, the
manufacturer must submit an early warning within 24 hours, a fuller notification within 72
hours unless already provided, and a final report no later than 14 days after a corrective or
mitigating measure becomes available. Severe incidents follow a parallel 24-hour and 72-hour
sequence and a final report within one month [1, Art. 14]. These deadlines make identification
of affected product versions, market geography, mitigations, and fixed releases an operational
evidence problem. A CRA-capable DPP can supply structured inputs and dissemination targets,
but the official reporting platform remains the legally relevant channel.

The conformity route depends on product category and the standards or certification instru-
ments applied. Article 32 allows internal control, EU type examination followed by conformity
to type, full quality assurance, or an applicable European cybersecurity certification scheme.
Important products in Class I may use internal control only under the conditions set out in
Article 32; partial or absent use of relevant harmonised standards can trigger third-party as-
sessment. Class IT and certain critical products are subject to stronger routes [1, Arts. 7-8, 32;
Annexes III-IV]. The passport must therefore record the actual route and scope, not merely
the existence of a test report.

Article 27 is decisive for legal claims. Presumption of conformity arises only where a product and
the manufacturer's processes conform to a harmonised standard or part whose reference has been
published in the OJEU, and only for the Annex I requirements covered. Common specifications
and specified cybersecurity certification schemes can provide equivalent legal effects within their
defined scope [1, Art. 27]. A DPP may record the standard edition, clauses applied, OJEU
status, conformity route, assessor, and evidence. It cannot itself generate the legal presumption.
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2.3 The European DPP infrastructure as a reusable evidence substrate
2.3.1 Conditional DPP duties and product granularity

The ESPR does not impose one immediate DPP obligation on every product. Article 9 requires
a DPP where the applicable delegated act establishes the information requirement. That act
determines the data, carrier, presentation, access rights, update rights, duration, and whether
the passport is established at model, batch, or item level [4, Art. 9]. Other Union legislation
can use the same infrastructure, as is already reflected in the 2026 registry rules for batteries,
construction products, toys, detergents, and future product regimes [5, Art. 1].

The paper therefore uses two meanings with care. A statutory DPP is a passport required
under applicable Union product law and conforming to that regime. A CRA-capable DPP is
the proposed evidence architecture. It may be implemented on the statutory DPP infrastructure,
coexist with it, or use equivalent identifiers and resolvers for software products that do not have
a physical data carrier. Only the first meaning carries the legal label and obligations created
by the relevant DPP legislation.

2.3.2 ESPR architectural requirements

ESPR Articles 10 and 11 already establish several infrastructure properties required by a CRA
evidence system. A DPP must be connected through a data carrier to a persistent unique
product identifier. Data must be based on open standards and, as appropriate, be machine-
readable, structured, searchable, transferable, and exchanged without vendor lock-in. Data
must refer to the legally specified model, batch, or item level. Access is governed by actor
rights, and a back-up copy must be made available through a DPP service provider [4, Art. 10].

The technical design must provide technical, semantic, and organisational interoperability; free
and easy role-based access; persistence after insolvency or cessation; restricted update rights;
authentication, reliability and integrity; and links from a replacement passport to the original
passport [4, Art. 11]. These requirements are directly reusable for CRA evidence, especially
persistent identifiers, subject granularity, lineage, access policies, continuity, and controlled
updates. They do not specify the cybersecurity evidence content analysed in Section 2.2.

2.3.3 Harmonised DPP infrastructure standards

Commission Implementing Decision (EU) 2026/1736 cited six DPP standards in the OJEU
on 15 July 2026. Compliance with these standards can create a presumption of conformity
with the covered requirements of ESPR Articles 10 and 11. The standards provide a mature
interoperability substrate for CRA-capable evidence services, but their legal presumption is
confined to DPP infrastructure requirements [24].

Table 5: OJEU-cited DPP standards and reuse in a CRA-capable evidence architecture

DPP infrastructure

Standard function CRA-capable reuse Legal boundary
EN 18216:2026  Data exchange proto- Protocol-neutral retrieval and ex- Presumption concerns cov-
cols. change of signed evidence objects, ered ESPR DPP exchange

status data and controlled references. requirements, not CRA secu-
rity controls.

EN 18219:2026  Unique identifiers. Persistent identifiers for product CRA release, deployment and
models, batches, items, actors and service identifiers may require
resolvable evidence subjects. additional namespaces and

mappings.
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DPP infrastructure

Standard function Legal boundary

EN 18220:2026

CRA-capable reuse

Software-only products and
remote services may require
non-physical resolution mecha-
nisms.

Retention and confidential-

ity must still follow CRA,
product law, contract and
data-protection requirements.
API conformance does not val-
idate the factual correctness of

Resolution from a physical product
or packaging to the appropriate pass-
port and evidence view.

Data carriers.

EN 18221:2026 Evidence continuity, historical ver-
sions, auditability and resilience after

provider or manufacturer cessation.

Data storage, archiv-
ing and persistence.

EN 18222:2026  APIs for lifecycle

management and

Programmatic issue, update, re-
trieval, status, query and lifecycle

searchability. event interfaces. evidence.
EN 18223:2026  System interoperabil- Federated manufacturer, supplier, Semantic and trust profiles
ity. operator, conformity-assessment and for CRA evidence remain to

be defined by the proposed
architecture and relevant stan-
dards.

authority evidence exchange.

Source: Authors' analysis based on Commission Implementing Decision (EU) 2026/1736 [24].

2.3.4 The DPP registry: structural assurance, not product conformity

Commission Implementing Regulation (EU) 2026/1778 operationalises the DPP registry. It pro-
vides secure user and API interfaces, verified economic-operator and value-chain-actor profiles,
identification and authorisation schemes, a semantic repository, logging, registration identifiers,
and DPP service-provider references. Legal persons can be verified through qualified electronic
seals or qualified electronic attestations of attributes under eIDAS, and verified actors may
delegate access to third-party users where Union law permits [5, Arts. 3-6].

At registration, the registry automatically checks semantic conformity, mandatory-data coher-
ence where relevant, the legally required model, batch, or item granularity, and specified registry
links. It then creates a persistent registration identifier. A downloadable proof of registration
identifies the product and verified operator, records the registration time, contains a hash of
the DPP version, and is protected by a qualified electronic seal and Commission timestamp.
Registration data are versioned and logged [5, Arts. 8-10].

The Regulation draws an important boundary: automated registry verification is not proof
of compliance with the Union rules applicable to the product. The registry can prove that a
particular DPP version was registered by a verified actor at a certain time and that it passed
defined structural and semantic checks. It cannot prove that a vulnerability assessment is
technically sound, that an SBOM is complete, that a patch was installed on a specific device,
or that the product meets the CRA [5, recital 16; Art. 9]. This distinction is central to the
reference architecture.

Table 6: Assurance provided by the DPP registry and residual CRA evidence questions

Required additional
CRA evidence

Registry

capability What it can establish What it cannot establish

Verified operator Identity and establishment  That the individual or work- Role, mandate, delegation

profile

Semantic conformity

check

of the registered economic
operator under the permit-
ted eIDAS mechanisms.
Required fields, structures,
types and controlled vo-
cabularies conform to the
applicable data model.

load issuing a specific tech-
nical claim had the relevant
internal mandate.

That the represented values
are factually true or techni-
cally sufficient.
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scope, issuer credential and
status.

Signed source claim, assess-
ment method, evidence hash,
provenance and independent
verification where required.



Registry
capability

What it can establish

What it cannot establish

Required additional
CRA evidence

Granularity check

Registration identi-
fier and proof

Passport is registered at
the legally specified model,
batch or item level.

A DPP version was regis-
tered by the identified oper-
ator at a recorded time; the
proof is sealed and times-

That the granularity is suffi-
cient for release, deployment
or remote-service cybersecu-
rity state.

That the product or pass-
port was CRA-conformant
at that time.

Linked release/build, in-
stance, deployment and
service subjects.

Requirement-to-evidence
mapping, conformity route,
test results and current sta-
tus.

tamped.

Changes to registered data
are recorded and times-
tamped.

Cryptographic evidence
object identifiers, external
status services and lifecycle
event attestations.
Exportable signed evidence,
open verification, continuity
and migration controls.

That evidence outside the
registry is immutable or that
a later operational event
occurred.

Long-term independent
verifiability after provider
failure unless evidence is
portable.

Versioning and reg-
istry log

The registered passport
can be associated with a
provider and backup where
required.

Service-provider and
backup references

Source: Authors' analysis based on [5].

2.4 Identity, authority, and the control-plane foundation

Cybersecurity evidence is not trustworthy merely because a data object is signed. The verifier
must establish the legal person represented by the issuer, the issuer's organisational role, the
mandate or delegation under which the claim was made, the scope of products and require-
ments covered, and whether the authority and credential remained valid at the relevant time.
Manufacturer, component supplier, test laboratory, notified body, system integrator, operator,
repairer, and market-surveillance claims must remain distinguishable.

The amended eIDAS framework provides relevant legal and technical building blocks. European
Digital Identity Wallets can support qualified electronic signatures and seals and are intended
to enable powers of representation and e-mandates. Qualified trust services and electronic
attestations of attributes can provide identity, integrity, authenticity, status, and revocation
functions [19]. The 2026 DPP registry rules already use qualified seals and qualified attestations
to verify legal persons, which demonstrates a direct regulatory bridge between product-passport
infrastructure and European trust services [5, Arts. 4-6].

The Commission proposal for European Business Wallets extends this direction to economic
operators. Its proposed functions include identification and authentication, signing and sealing,
document exchange, notifications, roles, attributes, and authorisations. The proposal requires
role-attribute mappings to be verifiable, auditable, revocable and traceable to legitimate issuers,
and anticipates controls against role conflict, over-delegation and expired authorisations [20)].
At the evidence cut-off, these provisions are prospective rather than binding. The architecture
therefore treats EBW as a likely European control-plane implementation path, not as a current
prerequisite for a CRA-capable DPP.
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Table 7: Control-plane assertions required for accountable CRA evidence

Assertion

Possible European trust
mechanism

Verification question

Failure prevented

Legal-person identity

Organisational role

Mandate or delegation

Scope and limits

Credential and man-
date status

Action accountability

Relying-party policy

Qualified electronic seal, qual-

ified attestation of attributes,
verified DPP registry profile,
future EBW owner data.

Role or professional attribute

credential; authoritative direc-

tory or registry.

Power of representation, e-
mandate, delegated registry
access, policy decision.

Credential constraints, pol-
icy attributes, product and
requirement identifiers.
Revocation and status ser-
vices; wallet or registry valid-
ity information.

Qualified or advanced
seal/signature, signed pol-
icy decision, timestamp and
audit receipt.

Zero-trust policy engine using

identity, role, evidence and

Which legal entity is ac-
countable for the claim?

Is the issuer acting as man-
ufacturer, supplier, labora-
tory, notified body, integra-
tor or operator?

Was the person, workload
or agent authorised to issue
this claim for this product
and requirement?

Which products, versions,
sites, claims and time pe-
riod are covered?

Was the authority valid at
issuance and is the claim
still acceptable?

Who approved, issued,
changed or withdrew the
evidence?

Is this issuer and evidence
type sufficient for the re-

Anonymous or falsely
attributed evidence.

Role confusion and re-
liance on claims outside
the issuer's competence.

Valid signature by an
unauthorised employee or
service.

Over-broad claims and
over-delegation.

Reliance on expired, re-
voked or compromised
authority.

Untraceable changes and
repudiation.

Authentication being mis-
taken for authorisation or

risk context. quested decision? assurance.

Source: Authors' synthesis based on [5,19,20].

2.5 CRA standardisation architecture under M /606

Commission Implementing Decision C(2025) 618, standardisation request M/606, organises
CRA standardisation into 41 requested deliverables. Entries 1-14 concern horizontal product
cybersecurity properties aligned with Annex I Part I. Entry 15 addresses horizontal vulnerabil-
ity handling aligned with Annex I Part II. Entries 16-41 concern vertical standards for specific
important and critical product categories [2]. The request requires objective and verifiable cri-
teria, attention to intended purpose and reasonably foreseeable use, and consideration of health
and safety effects. It also requires coherence between horizontal and vertical standards.

This structure matters for evidence architecture. Horizontal standards define reusable require-
ment and assessment patterns. Vertical standards adapt them to product functions, use cases,
attack surfaces, risk or harm classes, and product-specific evidence. A CRA-capable DPP should
therefore not hard-code one vertical schema as the universal CRA model. It should identify the
applicable horizontal and vertical profiles, their exact editions and clauses, and the evidence
required by each.

The 17 ETSI drafts correspond to a substantial but incomplete subset of the M/606 verti-
cal programme: browsers through routers and switches, plus selected smart-home, toy, wear-
able, virtualisation, and firewall categories. M/606 also requests standards for identity and
privileged-access management, security-relevant processors and controllers, hardware security
devices, smart meter gateways, smartcards and secure elements. Those categories are outside
the 17-document ETSI Public Enquiry corpus analysed here and may be addressed by other
European standardisation work. Completeness with respect to ETSI must therefore not be
confused with completeness with respect to all CRA standardisation.
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Table 8: M/606 standardisation layers and their evidence implications

M/606 layer

Requested scope

Evidence implication for a
CRA-capable DPP

Status
consequence

Horizontal entry 1

Risk-based appropriate level

Risk context, intended purpose, op-

A reusable evidence

profile is needed
across product cate-
gories.
Product-specific stan-
dards may refine
applicability and test
methods.

of cybersecurity. erating environment, applicability

and residual-risk evidence.

Product properties: ex-
ploitable vulnerabilities, se-
cure default, updates, access,
confidentiality, integrity, min-
imisation, availability, non-
interference, attack surface,
exploit mitigation, monitor-
ing, removal/transfer.
Vulnerability handling pro-
cesses.

Horizontal entries
2-14

Requirement-to-control-to-test
graph; product- and deployment-
specific assessment evidence.

SBOM, vulnerability intake, as-
sessment, remediation, disclosure,
update distribution and support
evidence.

Use-case profiles, component scope,
product-specific requirements, test
activities, verdicts and evidence
lists.

Common semantic identifiers for
requirements and evidence while
preserving product-specific exten-
sions.

Store OJEU status, edition, scope,
partial application and conformity
route as first-class metadata.

Horizontal entry 15 Dynamic evidence
must be updated
throughout the sup-
port period.

The passport must
record exactly which
vertical standard and
clauses apply.

Draft cross-references
and editions must be
versioned until the
corpus stabilises.
Draft conformity
must never be pre-
sented as legal pre-
sumption.

Important and critical prod-
uct categories.

Vertical entries 16-
41

Cross-standard co-
herence

Vertical standards implement
and further develop horizon-
tal standards.

Legal effect arises only after
OJEU citation and only for
covered requirements.

Presumption of
conformity

Source: Authors' analysis based on M/606 [2] and CRA Article 27 [1].

2.6 Analysis of the 17 ETSI CRA vertical standards
2.6.1 Corpus, status, and extraction method

ETSI announced 17 Final Draft European Standards for Public Enquiry on 13 August 2026.
The public corpus comprises EN 304 617 through EN 304 627 and EN 304 631 through EN 304
636. At the evidence cut-off, the documents were in the approval or Public Enquiry process
and had not been cited in the OJEU. The paper therefore refers to them as ETSI drafts or
candidate harmonised standards [3].

An additional ETSI work item, EN 304 642 on network functions of telecommunications systems,
was at early-draft stage and planned to build primarily on GSMA NESAS and 3GPP SCAS.
It is tracked but excluded from clause-level mapping because it was not part of the 17 Public
Enquiry drafts [25]. This prevents an unstable work item from being presented with the same
evidentiary maturity as the analysed corpus.

The extraction focused on requirements and assessment criteria that materially affect a DPP
evidence architecture: product and version identity; component inventories and SBOMs; vulner-
ability sources and exploitability decisions; secure defaults; security updates, installed-version
reporting, rollback and recovery; logging and trustworthy time; remote data processing depen-
dencies; support and end-of-support; test evidence; and safety- or harm-sensitive applicability.
The tables report selected high-value clauses. They are not a substitute for a complete confor-
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mity assessment against the final published standards.

2.6.2 Browsers, credential and endpoint security, VPN, management, and SIEM

EN 304 617 provides the most explicit vulnerability evidence model in the corpus. Its assess-
ment of known exploitable vulnerabilities uses an SBOM hash, raw component-to-vulnerability
correlation output, exploitability sources and retrieval timestamps, a VEX or mitigation doc-
ument tied to the assessed product version, verification records, remediation tracking, and
snapshots of vulnerability and exploitation databases. This is a direct standards basis for time-
bounded, release-specific vulnerability claims rather than an undated statement that a product
is secure [26, cls. 5.3.1 and 6.3.1].

EN 304 618 combines vulnerability and high-sensitivity audit requirements for password
managers. REQ-KEV-NORM-1 addresses exploitable vulnerabilities affecting confidentiality,
integrity, availability or authenticity. REQ-LOG-CRIT-1 requires comprehensive tamper-
protected audit logs for critical use cases. The DPP implication is twofold: the release requires
current exploitability evidence, while the passport should expose only logging capabilities
and controlled audit references, never credentials, vault contents or raw sensitive logs [27, cls.
5.3.1.1 and 5.14.3.1].

EN 304 619 addresses antimalware products. Its secure-default controls and assessment of end-
of-support notification illustrate that compliance evidence includes configuration behaviour and
user communication, not only component vulnerability data. REQ-FRD-01 assesses whether the
product clearly identifies and tracks the end of support, informs administrative and end users
where feasible, and provides continued-use, upgrade, replacement or migration information [28,
cl. 6.15.1].

EN 304 620 makes update authenticity operational. REQ-SU-07 requires cryptographically
signed updates and signature verification before installation. Related requirements reject up-
dates with unexpected hashes and hashes not signed by an authorised authority. A CRA-capable
DPP should bind the update package identifier, hash, signer authority, target release, verifica-
tion result and installation outcome rather than record only that an update exists [29, cls.
5.5.8-5.5.10].

EN 304 621 extends the evidence chain for network management systems. Its security-update re-
quirements cover update capability, independent scheduling, signature verification, downgrade
prevention, failed-update recovery, postponement, explicit authorisation and auditable meta-
data for intentional rollback, user notification, component version tracking, and update down-
load logs. This standard demonstrates why release publication, device installation, approved
rollback and recovery must be separate lifecycle events [30, cl. 5.5].

EN 304 622 provides product-specific alternatives for the absence of known exploitable vulner-
abilities in STEM products. REQ-KEV-01 recognises testing results, recent disclosure windows,
documented risk and mitigation, and vulnerability sources such as EUVD or direct notification.
It also treats time correction as a monitored event in relevant use cases. The resulting evidence
claim must record the chosen sub-requirement, source context, date, justification and mitigation
rather than collapse the alternatives into one Boolean status [31, cls. 5.2.3 and 5.3.2].
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Table 9A: Selected ETSI requirements and DPP implications: EN 304 617-622

Draft standard

Selected requirement
or assessment

Evidence expected

DPP implication

EN 304 617 -
browsers

EN 304 618 - pass-
word managers

EN 304 619 - antimal-

ware

EN 304 620 - VPN
products

EN 304 621 - network
management systems

EN 304 622 - SIEM

REQ-KEV-1; assessment
cl. 6.3.1.

REQ-KEV-NORM-1;
REQ-LOG-CRIT-1.

Secure-default require-

ments; REQ-FRD-01 end-

of-support assessment.

REQ-SU-07 to REQ-SU-
09.

SU_UPDATES-1 to
SU_UPDATES-15, es-
pecially 8-12.

REQ-KEV-01; REQ-ALC-

02.

SBOM hash; raw correlation;
source and retrieval time;
VEX/mitigation version; verifi-
cation and remediation records;
database snapshots.
Exploitability evidence and
tamper-protected critical audit
logs.

Configuration tests; clear, logged
and auditable support-end notifi-
cation; migration guidance.

Signed update; pre-installation
signature check; expected hash;
authorised signing authority.

Version tracking; authorised roll-
back metadata; recovery; user
notice; update logs.

Testing, recent-disclosure or
mitigation rationale; vulnerabil-
ity source; time-drift correction
events.

Issue a time-bounded
release claim linked

to exact SBOM and
evidence-source snap-
shot.

Separate vulnerability
status from logging
capability; restrict raw
logs and secrets.
Model secure baseline
and public support
state with dated notifi-
cation evidence.

Bind update artefact,
signer authority, target
release and verification
result.

Represent release, in-
stall, rollback and
recovery as distinct
auditable events.
Record the applicable
alternative, time basis,
mitigation and time-
assurance evidence.

Source: Authors' extraction from [26-31]. Requirement wording and numbering remain subject
to change during the standards process.

2.6.3 Boot, PKI, interfaces, operating systems, routers, modems, and switches

EN 304 623 requires boot-manager assessment to be anchored in architecture. Evidence in-
cludes a pre-market vulnerability assessment, SBOM and component inventory, a vulnerability-
database cutoff date, shipped configuration, and architectural references supporting claims that
a component is absent or non-reachable. Annex C further maps threat modelling, boot flow and
trust boundaries, cryptographic architecture, memory architecture, interfaces, recovery mech-
anisms and isolation boundaries. A non-exploitability claim therefore requires a link to the
relevant attack-surface and architecture evidence, not merely a VEX status value [32, cl. 6.3
and Annex C].

EN 304 624 applies the same principle to PKI and certificate-issuance software. ACC-PKI-KEV-
01 requires product documentation, component inventories or bills of materials, version and
patch levels, recognised vulnerability sources, scanning where feasible, and a product-specific
determination that each identified vulnerability is not exploitable or is controlled through spe-
cific user guidance. The passport must keep the PKI software release distinct from the operated
trust service and must never expose private keys [33, cl. 6.2].

EN 304 625 demonstrates that evidence extends beyond inventory. Its assessment for untrusted
inputs requires identified input fields, acceptable behaviours, input-generation or coverage-
guided fuzzing, static-analysis results, test logs and sufficiency analysis. A CRA-capable DPP
should therefore link a requirement to an assessment method and test-result object; an SBOM
alone cannot demonstrate robust input handling [34, cl. 6.2.2].
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EN 304 626 requires operating-system testing for known exploitable vulnerabilities using public
and manufacturer records, product-specific prioritisation, documented test selection, results,
residual risk and compensating controls. It also defines remote data processing solutions in the
product context. The assessed OS build, component set, deployment state and manufacturer-
controlled remote service must therefore remain distinguishable [35, cls. 4.8.2 and 6.2.2].

EN 304 627 contains the clearest instance-binding requirement. REQ-KEV-1-01 requires a
machine-readable SBOM for each product version, and the assessment confirms that the version
declared in the SBOM matches the installed version reported by the product. REQ-UPDATE-1-
03 requires reporting the installed version after an update, while REQ-UPDATE-1-04 addresses
automatic update checking or a documented checking process. This directly supports the model-
release-instance separation at the centre of Part II [36, cls. 5-6].

Table 9B: Selected ETSI requirements and DPP implications: EN 304 623-627

Selected requirement or

Draft standard assessment Evidence expected DPP implication
EN 304 623 - boot Known-exploitable- SBOM/component inventory; Bind exploitability
managers vulnerability assessment; database cutoff; shipped configura- or non-reachability
Annex C architecture arte- tion; boot flow, trust boundaries, claims to exact archi-
facts. cryptography, interfaces, recovery tecture and build.
and isolation evidence.
EN 304 624 - PKI ACC-PKI-KEV-01. Inventory or BoM, versions and Separate software-
issuance software patch levels, scanning, recognised product evidence
sources, non-exploitability or user- from operated PKI
guidance justification. service and key mate-
rial.
EN 304 625 - network  Cl. 6.2.2 untrusted-input Input analysis, fuzzing/static- Link requirements to
interfaces assessment; KEV assess- analysis results, test logs, accept- assessment methods
ment. able behaviour, mitigation and and result objects,
sufficiency evidence. not composition
alone.
EN 304 626 - operat- AC-KEVT; remote data Product-specific vulnerability list, Bind exact OS build
ing systems processing definition. prioritisation, tests, residual risk, and deployed in-
compensating controls and remote- stance to associated
dependency context. remote services and
current assessment.
EN 304 627 - routers, REQ-KEV-1-01; REQ- Per-version machine-readable Use separate model,
modems and switches UPDATE-1-03 and -1-04. SBOM; declared-installed version release and device-
match; installed-version report; instance subjects
update-check evidence. with observed in-

stalled state.

Source: Authors' extraction from [32-36].

2.6.4 Smart-home assistants and security products, toys, wearables, virtualisation,
and firewalls

EN 304 631 makes the interaction between cybersecurity and safety explicit. SU-AUTO requires
automated security updates where the product can connect to a public network and automated
installation does not create unacceptable risk to essential-function availability or safety. The
draft identifies emergency access and alarm functions as examples. Where automatic installation
is not appropriate, the decision requires product-specific justification and user information. A
CRA-capable DPP should therefore carry a security-update safety decision tied to the relevant
deployment profile, not a universal automatic-update flag [37, cl. 5.5.3].

EN 304 632 develops availability evidence for smart-home security products. AVAI-TIME-
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RECO-POW requires restoration after loss of power, AVAI-TIME-NETW requires local opera-
tion of time-sensitive functions where network access is not necessary, and AVAI-TIME-RECO-
NETW requires clean reconnection after network loss. The standard also uses harm classes and
reliable time for high-impact logging. The DPP can expose tested fallback and recovery capabil-
ities and the approved configuration without disclosing security-sensitive topology [38, cls. 5.10
and 5.14].

EN 304 633 applies harm-sensitive logging to internet-connected toys. LOG-TIME-HIGH re-
quires real-time timestamps where a function can cause high harm. LOG-STORE-MEDIUM
and LOG-STORE-HIGH define differentiated persistence requirements, and the standard ad-
dresses factory reset and data portability. A consumer-facing passport can expose support,
update and data-removal information, while detailed audit and harm-assessment evidence re-
mains restricted [39, cls. 5.14-5.15].

EN 304 634 permits assessment of known exploitable vulnerabilities in personal wearables using a
transitive SBOM or a vulnerability scanner applied to the default configuration. NKEV-MKAV
requires a remediation plan, records of identified potential vulnerabilities, and validation of
the documentation. This illustrates that top-level SBOM coverage, while the CRA minimum,
may be insufficient for a product-specific standard and that default configuration is part of the
assessment context [40, cl. 6.3.1].

EN 304 635 contains the broadest composition model. REQ-ASSUR-SBOM-001 requires a
machine-readable SBOM with names, versions, supplier or origin information and persistent
identifiers where available. The VES and CES extensions cover hypervisor artefacts, man-
agement interfaces, lifecycle controllers, scheduling and device virtualisation modules, runtime
binaries and services, container engines, image management, networking and storage plugins,
orchestrator components, admission controllers, schedulers, secrets-management components,
policy enforcement, cluster lifecycle management and hardware-related dependencies. The stan-
dard therefore requires a runtime dependency graph rather than a simple package list [41, cl.
5.4.2].

EN 304 636 mirrors the per-version SBOM and installed-version matching pattern of EN 304 627
for firewalls, intrusion detection systems and intrusion prevention systems. It also requires audit
events for communication failures with a remote data processing solution. Its scope excludes
industrial operational-technology products and points to prEN 50770-1. The passport must
record this scope boundary: a general firewall standard cannot be used to imply coverage of an
industrial OT appliance outside its scope [42, scope; cls. 5-6].

Table 9C: Selected ETSI requirements and DPP implications: EN 304 631-636

Selected requirement or

Draft standard assessment Evidence expected DPP implication
EN 304 631 - smart- SU-AUTO automated secu- Connectivity and update ca- Add a deployment-
home assistants rity updates. pability; safety and essential- specific cyber-safety
availability risk decision; user update gate and docu-
information. mented exception.
EN 304 632 - smart- AVAI-TIME-RECO-POW, Power and network recovery Represent safe fall-
home security AVAI-TIME-NETW, AVAI- tests; local fallback; time and back, recovery ca-
TIME-RECO-NETW; log evidence. pability and tested
harm-based logging. deployment profile.
EN 304 633 - internet- LOG-TIME-HIGH; LOG- Harm class, trustworthy time, Separate par-
connected toys STORE-MEDIUM/HIGH; retention behaviour, user controls ent/consumer view
factory reset. and reset evidence. from restricted safety

and audit evidence.
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Draft standard

Selected requirement or
assessment

Evidence expected

DPP implication

EN 304 634 - personal
wearables

EN 304 635 - virtuali-
sation/container stacks

EN 304 636 - firewalls,
IDS and IPS

NKEV-MKAV.

REQ-ASSUR-SBOM-001
to -003.

Per-version SBOM and
installed-version match;

Transitive SBOM or scanner
results for default configuration;
remediation plan and validation
records.

Machine-readable SBOM cov-

ering runtime, engines, orches-
trators, controllers, policy and
hardware-related dependencies.

SBOM, observed version, remote-
service failure events and scope
evidence.

Support deeper de-
pendency evidence
and bind vulnerabil-
ity status to assessed
default configuration.
Represent a runtime
dependency graph
and actual deploy-
ment separately from
vendor release.

Bind product instance
and remote service;
record that industrial

REQ-RDPS-1-05; OT ex-
clusion. OT products require

another profile.

Source: Authors' extraction from [37-42].

2.7 Cross-cutting standards findings for product evidence infrastructure

The 17 drafts differ substantially in product scope and drafting style, but they converge on a
common evidentiary pattern. Conformity is assessed through a relation among product context,
a requirement, an assessment objective, preparation artefacts, activities, a verdict, and retained
evidence. This structure is more demanding than a data inventory. It requires the DPP to
preserve why a claim was accepted, for which product subject, using which evidence and source
state, by which authorised actor, and for how long the result remains meaningful.

Five findings are especially relevant. First, product version is frequently a normative assess-
ment boundary. Second, the assessed composition must be linked to that version and, in EN
304 627 and EN 304 636, to the version actually reported by the installed product. Third,
known-exploitable-vulnerability claims are temporal and source-dependent. Fourth, mitigation
or non-reachability claims require product-specific verification and often architecture evidence.
Fifth, updates are lifecycle events with authenticity, installation, rollback, recovery and safety
implications. These findings jointly reject a static model-level passport as the sole CRA evidence
object.

The standards also distinguish evidence retention from evidence disclosure. Detailed SBOMs,
architecture diagrams, fuzzing records, vulnerability correlation outputs, mitigation tests and
operational logs can be necessary for assessment but unsafe or inappropriate for unrestricted
publication. The CRA itself differentiates public user information, public fixed-vulnerability
notices, technical documentation available to authorities, and sensitive Article 14 reporting.
The architecture must therefore provide role- and purpose-based disclosure rather than one
public dataset.

Table 10: Cross-cutting evidence patterns derived from the ETSI corpus

Architectural

Pattern Standards examples consequence

EN 304 617, 627, 634,
635, 636.

Required evidence property

SBOM or component set tied to
exact assessed release, with hash
and provenance.
Device-reported or otherwise
observed installed version and
update outcome.

Release/build is a first-class
subject; composition is not
attached only to the model.
Instance state must be dis-
tinct from manufacturer
release declaration.

Version-specific com-
position

Observed installed
state

EN 304 627 and 636;
version tracking in 621.
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Pattern

Standards examples

Required evidence property

Architectural
consequence

Time-bounded vul-
nerability status

Verified exploitability
or mitigation

Update authenticity
and authority

Rollback and recov-
ery

Configuration con-
text

Trusted logging and
time

Remote-service de-
pendency

Safety and essential
availability

Scope and profile
constraints

EN 304 617, 622-624,
626, 634.

EN 304 617, 623, 624,
626.

EN 304 620, 621, 627.

EN 304 621; recovery
in 623 and 632.

EN 304 619, 623, 625,
634.

EN 304 618, 622, 632,
633.

EN 304 626 and 636;
CRA product defini-
tion.

EN 304 631-633; CRA
Art. 13(2).

Use cases and
risk/harm classes
across the drafts; OT
exclusion in 636.

Vulnerability and exploitation
source, retrieval time, cutoff
date, assessment and remedia-
tion state.

VEX, mitigation test,
architecture-based non-
reachability or compensating
control.

Package hash, signature, autho-
rised signer, target version and
verification outcome.
Authorisation, reason, metadata,
restored state and post-event
verification.

Secure-default or shipped config-
uration, deployment profile and
deviations.

Tamper protection, time source,
retention, opt-out and harm/risk
context.

Service identity/version, inter-
face, compatibility, failure and
advisory linkage.

Safety /availability impact as-
sessment, fallback, recovery and
update decision.

Applicability profile, exclusions
and assessment scope.

Claims require freshness,
expiry/review and superses-
sion.

A CVE match and an ex-
ploitability verdict must
remain separate evidence
objects.

Update provenance belongs
in both control and evidence
planes.

Rollback is not ordinary
installation; it is a controlled
exception event.

Declared, assessed and ob-
served configuration states
must be separated.
Passport carries capability
and evidence references, not
raw operational logs.
Remote data processing
solution is an independent
linked subject.

Security changes can trig-
ger a controlled functional-
safety hand-off.

A conformity claim is valid
only within its documented
product and deployment
scope.

Source: Authors' synthesis from [26-42].

2.8 Direct, indirect, and proposed requirements for a CRA-capable DPP

The legal and standards analysis supports a three-level classification. Direct requirements are
explicit legal or standards requirements for information, processes, technical properties, assess-
ment activities or evidence. Indirect requirements are not stated as DPP requirements but are
necessary for the represented evidence to be secure, attributable, current, confidential and us-
able. Proposed requirements are design choices that integrate the first two levels into a coherent
evidence infrastructure. The distinction prevents technical necessity from being mislabelled as

statutory text.

Table 11: Requirement classes for a CRA-capable DPP

Class

Definition

Representative examples

Normative
treatment

Direct legal

Express CRA or applica-
ble DPP-law information,
documentation, process or

identity duty.

Product identification; risk assess-
ment; SBOM; support end; CVD
contact; user instructions; tests; dec-

laration; Article 14 reports.
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Class

Definition

Representative examples

Normative
treatment

Direct standards

Indirect governance

Proposed architec-
ture

Excluded claim

Normative requirement or
assessment evidence in an
applicable standard.

Control required to make
evidence reliable or safe,
derived from the nature of
the direct obligation.
Authors' mechanism for
combining requirements
into product evidence in-
frastructure.
Representation that ex-
ceeds the legal or eviden-
tiary basis.

SBOM hash; VEX /mitigation ev-
idence; installed-version match;

signed update; rollback metadata;
fuzzing records; trustworthy time.

Issuer authority; mandate; evidence
status; confidentiality; selective dis-
closure; continuity; independent
verification.

Dual-plane model; evidence graph;
five subject layers; signed lifecy-

cle events; policy-engine decisions;
proof-graph scoring.

Single "CRA compliant" flag; reg-
istry proof treated as product confor-
mity; signature treated as authority;
static model passport treated as fleet
state.

Cite exact standard
edition and clause.
Draft status must be
visible until OJEU
citation.

State the derivation
and avoid presenting
it as express CRA
wording.

Evaluate as a design

artefact in Parts II-IV.

Explicitly prohibit
or qualify in the ar-
chitecture and user
interface.

Source: Authors' classification.

2.9 Derived design requirements for Part 11

The following design requirements are derived from the preceding analysis. They form the
acceptance criteria for the reference architecture in Part II. Each requirement is architectural
unless it explicitly restates a legal or standards duty. The labels do not imply that the CRA

uses the same terminology.

Table 12A: Derived design requirements: legal status, subject model, and trust

ID Design requirement Principal basis

DR-01 Every requirement, claim and standard reference shall carry its source, CRA Art. 27 and Annex
edition, clause, legal status, scope, and where relevant OJEU citation VII; source-status analy-
status. Draft, proposal, harmonised standard and authors' design must sis.
remain machine-distinguishable.

DR-02 The architecture shall maintain distinct identifiers and records for prod- CRA scope and Annex
uct model or type, hardware or software release/build, physical or logical VII; EN 304 627 and 636
instance, deployment and configuration state, and remote data processing instance matching.
solution.

DR-03 Every evidence subject and evidence object shall use a persistent identi- ESPR Arts. 9-11; EN
fier and resolvable relationship. Where an ESPR DPP applies, the archi- 18219 and EN 18220.
tecture shall reuse its legally defined product identifiers and granularity
while permitting linked cybersecurity-specific subjects.

DR-04 An SBOM, firmware manifest or relevant hardware/component inventory CRA Annex I Part II(1);
shall be cryptographically bound to the exact release or build assessed, EN 304 617, 627, 635,
with hash, generation time, tool and provenance metadata. 636.

DR-05 Manufacturer-declared release and configuration, device-observed in- EN 304 627/636; opera-
stalled state, operator-configured state, and independently assessed state tional evidence distinc-
shall remain separate claim classes and may be compared by policy. tion.

DR-06 A manufacturer-responsible remote data processing solution shall be rep- CRA remote data pro-
resented as an independent versioned subject with explicit dependency, cessing scope; EN 304
interface, compatibility, support, vulnerability and incident relationships. 626/636.

DR-07 Every authoritative claim shall identify the accountable legal person and CRA economic-operator

the role under which it acts, such as manufacturer, supplier, laboratory,
notified body, integrator, operator or repairer.
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ID Design requirement Principal basis

DR-08 The architecture shall verify that the human, service or automated agent DPP registry delegated
issuing or changing evidence had a valid, scoped and non-expired man- access; proposed EBW
date from the represented legal person. role/authorisation model.

DR-09 Evidence objects shall be signed, sealed, hashed, timestamped or other-  DPP registry proof; ETSI
wise integrity-protected as appropriate, and shall retain source, issuer, assessment, evidence;
method, chain of custody and verification metadata. trust-services framework.

DR-10 Claims, credentials, mandates, certificates and evidence shall expose sta- ESPR lifecycle linking;
tus. Corrections and updated assessments shall supersede rather than registry versioning; cre-
erase prior states, preserving audit history. dential /evidence status.

DR-11 Dynamic claims, especially vulnerability, support, configuration and CRA support period and

installed-version claims, shall include assessment time, source cutoff or
retrieval time, validity or review time, and freshness policy.

Article 31; EN 304 617
and other KEV assess-
ments.

Source: Authors' derived requirements.

Legal and standards sources are identified in the

principal-basis column; the architectural formulation is the authors' design.

Table 12B: Derived design requirements: operational evidence, disclosure, safety, and reliance

ID Design requirement Principal basis

DR-12 The architecture shall distinguish component presence, candidate vulner- CRA Annex I Parts I-1I;
ability match, exploitability, active exploitation, mitigation, VEX status, EN 304 617, 623, 624,
residual risk, remediation plan and fixed release. A single vulnerability 626.

Boolean is insufficient.

DR-13 Security update evidence shall distinguish release, availability, delivery, CRA update duties; EN
package verification, installation, post-installation version, failure, autho- 304 620, 621, 627.
rised rollback, recovery and final verification.

DR-14 The evidence graph shall link each applicable CRA or standards require- CRA risk assessment,
ment to risk context, technical control, assessment method, evidence technical documentation
object, verdict, issuer, scope, date and open deviation. and conformity assess-

ment.

DR-15  The architecture shall represent support determination, support period, =~ CRA Art. 13(8)-(9),(18)-
update availability, component-support dependencies, end-of-support (19); EN 304 6109.
notice, migration guidance and unsupported residual risk.

DR-16 Manufacture, integration, commissioning, configuration, update, repair, CRA Arts. 21-23; ESPR
component substitution, substantial modification, transfer, second life Art. 11(d); lifecycle evi-
and decommissioning shall be represented as attributable events linked to dence.
predecessor states.

DR-17 Public, customer/operator, conformity-assessment and authority views CRA public/restricted
shall be separated by policy. Secrets, private keys, raw security logs, per- information split; ESPR
sonal telemetry, exploit details and sensitive topology shall not be placed role-based access and
in an unrestricted passport. data protection.

DR-18 For safety- or essential-availability-relevant products, a security change CRA Art. 13(2)
shall be able to invoke a safety-impact assessment, approval state, deploy- health/safety consider-
ment restriction, fallback or rollback plan and post-change verification. ation; EN 304 631-633.

DR-19 Evidence shall remain exportable, verifiable and recoverable across DPP  ESPR persistence,
providers and after manufacturer or provider cessation, with open for- backup and no lock-in;
mats, backups, migration, persistent identifiers and independent verifica- CRA long retention peri-
tion where feasible. ods.

DR-20 The system shall validate schema, vocabulary, identifiers, relationships, DPP registry semantic
required fields and granularity, while clearly distinguishing structural checks and explicit non-
validation from factual, technical and legal conformity. conformity boundary.

DR-21 Relying parties shall evaluate evidence through explicit policies that con- Zero-trust control-plane
sider issuer authority, evidence type, freshness, product scope, deploy- derivation; eIDAS/EBW
ment context, risk and required assurance. Authentication alone shall not authority and evidence
authorise reliance. context.

DR-22 The architecture shall not output an unqualified binary CRA-compliant ~ CRA responsibility and

status. Any decision shall identify the subject, version, scope, time,
conformity route, evidence basis, unresolved findings and responsible
decision-maker or policy.

scoped presumption; tem-
poral and subject-specific
evidence findings.
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Source: Authors' derived requirements.

These requirements form the input specification for Part II. Part II defines the subject graph,
evidence object model, issuer and mandate model, access-control tiers, status and supersession
mechanisms, and the dual-plane reference architecture. Their legal and standards traceability
must remain visible in the architecture and in every later sector evaluation.

3 Part II - Concept and Reference Architecture

Part II answers RQ2 and develops the architectural mechanisms needed to answer RQ3. It
transforms the legal, standards, and derived design requirements in Part I into a technology-
neutral reference architecture. The architecture is intended to support CRA implementation; it
is not represented as a legal requirement, a harmonised standard, or an autonomous conformity-
assessment route. Each architectural element is therefore traceable to one of three sources: an
explicit legal or standards requirement, an indirect governance need derived from that require-
ment, or a design choice proposed by the authors.

The central design problem is not data availability alone. It is evidentiary attribution. A relying
party must determine which product subject a claim concerns, who issued it, under which
organisational authority, how the claim was produced, which evidence supports it, whether
the evidence remains current, and whether the requested use falls within the claim's scope. A
CRA-capable DPP must preserve these relations across organisational boundaries and product
lifecycles without forcing all evidence into one repository.

The resulting architecture is federated by default. A registry or passport service can provide
identifiers, discovery, structural validation, and controlled views. Detailed evidence can remain
with manufacturers, suppliers, laboratories, operators, devices, or authorities, provided that it
is persistently identifiable, integrity-protected, resolvable, status-aware, and accessible under
an enforceable policy. Distribution in this paper therefore denotes distributed authority and
evidence custody. It does not imply that a distributed ledger is required.

3.1 Definition, scope, and architectural boundary
3.1.1 Formal definition

A CRA-capable DPP is defined as a verifiable product evidence architecture that represents
product subjects, claims, evidence artefacts, organisational authority, policies, and lifecycle
relations in a form that can be resolved and evaluated by authorised parties. The architecture
may extend a statutory DPP established under the ESPR or sectoral law. It may also operate
as an equivalent evidence service for software or other products for which no statutory DPP is
required. The term describes capability, not a legal designation.

Definition 1 - CRA-capable Digital Product Passport (authors' design)

A CRA-capable DPP is a distributed, versioned, and access-controlled evidence architecture that binds
product identity, hardware and software composition, vulnerability status, security updates, conformity
evidence, operational state, and lifecycle events to the relevant product model, release, instance, deployment,
and remote service. It verifies issuer identity and authority, preserves evidence status and lineage, and
produces only scoped, time-bound reliance decisions. It does not itself establish legal conformity.

The conceptual artefact can be represented as CRA-DPP = (S,C, E, A, P, R). S is the set of
identifiable product and service subjects. C is the set of typed claims about those subjects. E
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is the set of evidence artefacts and observations supporting the claims. A is the set of actor,
role, and mandate assertions. P is the set of access, issuance, verification, and reliance policies.
R is the set of typed and versioned relations among all elements. The notation is descriptive.
It does not prescribe a graph database, credential format, identifier method, or cryptographic
suite.

CRA-DPP = (S,C, E, A, P, R)

The architecture is capable rather than compliant. Capability means that the system can rep-
resent and verify the evidence necessary for a defined CRA task. Legal conformity remains a
decision made under the applicable conformity route by the responsible economic operator, con-
formity assessment body, market-surveillance authority, or court. The same architecture can
therefore support internal control, third-party assessment, post-market surveillance, procure-

ment, incident response, and maintenance without collapsing those functions into one status
field.

3.1.2 Negative definition and excluded interpretations

Four interpretations are excluded. First, the architecture is not a static PDF, QR~code landing
page, or repository of unverified manufacturer declarations. Second, it is not a substitute for
the CRA technical documentation, the EU declaration of conformity, an OJEU-cited standard,
a conformity certificate, or an official Article 14 reporting channel. Third, it is not a universal
public dataset. Detailed composition, test, incident, configuration, and operational evidence
can require restricted access. Fourth, it is not a claim that every product with digital elements
must carry a statutory DPP. The legal duty to establish a DPP remains dependent on the
applicable Union product legislation.

A data carrier also has limited evidentiary meaning. A printed QR code can resolve a passport
identifier, but it does not establish that the code is attached to the correct device, that the
resolved data concern the installed release, or that the issuer had authority to make the claim.
Physical and logical binding mechanisms are therefore treated separately in Section 3.14.

3.2 Design principles and assurance objectives

The architecture is governed by ten principles. They operationalise the design requirements
DR-01 through DR-22 and define the conditions under which a DPP can be relied upon as
product evidence infrastructure. The principles are architectural proposals, although several
are derived directly from CRA, ESPR, eIDAS, DPP registry, or candidate ETSI requirements.

Table 13: Architectural principles for CRA-capable product evidence infrastructure

Principle Operational meaning Failure prevented Source status
Subject specificity Every claim identifies whether it Model-level evidence being Authors' design de-
concerns a model, release, instance, misapplied to an unpatched rived from CRA
deployment, remote service, compo- or differently configured in- scope and ETSI ver-
nent, actor, or event. stance. sion matching.
Source-status fi- Legal text, OJEU-cited standards, A draft or design choice be-  Directly derived
delity draft standards, legislative propos-  ing presented as binding law  from CRA Article
als, and authors' design remain or presumption of conformity. 27 and Part I source-
machine-distinguishable. status method.
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Principle

Operational meaning

Failure prevented

Source status

Evidence before
assertion

Temporal validity

Accountable au-
thority

Federated custody

Least disclosure

Append-only lin-
eage

Risk-based re-
liance

No unqualified
compliance flag

A claim references the method and
artefacts that support it, including
limitations and open findings.

Dynamic claims carry observation
time, source cutoff, validity, review,
status, and supersession.

A valid signature is combined with
legal-person identity, role, mandate,
scope, and status.

Evidence may remain with au-
thoritative sources and is resolved
through persistent references and
verifiable presentations.

Policies expose only the evidence
required for the purpose and relying
party.

Corrections, new assessments, up-
dates, and modifications supersede
prior states without deleting audit
history.

Policy decisions consider authority,
subject binding, method, freshness,
completeness, context, and risk.
Outputs state subject, version,
scope, time, route, evidence basis,
findings, and decision owner.

Unsigned or unsupported
statements being treated as
technical proof.

Replay of stale VEX, sup-
port, configuration, or
installed-version claims.

A technically valid signature
by an unauthorised employee,
service, or agent.

Central replication becoming
a source of inconsistency,
confidentiality loss, or lock-
in.

Publication of secrets, raw
logs, exploit details, personal
telemetry, or trade secrets.

Loss of the state that applied
at release, incident, repair, or
inspection time.

Authentication being con-
fused with authorisation or
evidence sufficiency.

A universal green status
masking partial coverage,
unresolved findings, or de-
ployment drift.

Derived from CRA
technical documen-
tation and ETSI
assessment models.
Derived from lifecy-
cle duties and ETSI
KEV assessments.
Derived from eIDAS,
DPP registry delega-
tion, and proposed
EBW controls.
Authors' design in-
formed by ESPR
interoperability and
persistence.

Derived from ESPR
role-based access,
data protection, and
CRA information
tiers.

Derived from DPP
versioning, life-
cycle evidence,

and substantial-
modification duties.
Authors' zero-trust
design informed by
[18].

Derived from scoped
presumption of con-
formity and DR-22.

Source: Authors' design derived from Part I, especially DR-01 through DR-22.

The architecture targets four assurance objectives. Integrity concerns whether evidence has
been altered. Authenticity concerns who issued or observed it. Authority concerns whether
the issuer was entitled to act for the represented organisation and subject. Sufficiency concerns
whether the evidence and method are adequate for the requested decision. These properties are
independent. Cryptographic authenticity does not prove authority or technical correctness; a
complete test report can still concern the wrong release; and a current release claim does not
prove that a particular instance has installed it.

3.3 Five-subject product model
3.3.1 Subject separation

The regulated product and its evidence cannot be represented reliably through one identifier
alone. The reference architecture therefore defines five first-class subject categories: product
model or type, hardware or software release or build, physical or logical instance, deployment and
configuration state, and remote data processing solution. Hardware and software releases can
be represented as separate nodes where they change independently, or as a controlled combined
baseline where conformity is assessed against their combination. Figure 1 summarises these
subject categories and their principal relations.

Source: Authors' design based on CRA product scope, remote data processing solutions, and

35



Five-subject model for a CRA-capable DPP
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Solid connectors express subject relations; dashed connectors express lifecycle evidence and assessment events

Figure 1: Five-subject model for a CRA-capable DPP.

the instance-matching patterns in EN 304 627 and EN 304 636.

Table 14: Subject classes, identifiers, authoritative state, and evidence implications

Subject

Identity and authoritative
issuer

Typical state and
cadence

Principal evidence
questions

Product model or
type

Hardware or soft-
ware release/build

Physical or logical
instance

Deployment and
configuration state

Remote data pro-
cessing solution

Manufacturer product identi-
fier; statutory DPP product
identifier where applicable;
manufacturer as principal is-
suer.

Release identifier, build identi-
fier, firmware revision, image
digest, hardware revision; man-
ufacturer or authorised build
system.

Serial number, device certifi-
cate, workload identity, instal-
lation identifier, or equivalent;
manufacturer and later opera-
tor observations.

Operator deployment identifier
and configuration profile; op-
erator or authorised integrator
as principal issuer.

Service identifier, API or end-
point identity, service release,
region or tenancy where rele-

Relatively stable.
Changes where intended
purpose, architecture,
classification, or com-
mercial type changes.
Changes at each as-
sessed build, patch,
hardware revision, or
controlled baseline.

Changes when installed
release, ownership, sup-
port entitlement, or
device state changes.

Potentially frequent.
Event-driven or continu-
ously observed depend-
ing on risk.

Can change indepen-
dently from the physical
product or local soft-

vant; manufacturer or responsi- ware.

ble service provider.
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What product is placed on the
market? Which intended pur-
pose, CRA scope, classification,
support policy, and conformity
route apply?

Which composition, controls,
risk assessment, tests, VEX
statements, advisories, and con-
formity evidence apply to this
exact release?

Which release is actually in-
stalled? Is the identifier au-
thentic? What update, repair,
or decommissioning events oc-
curred?

Does the operational environ-
ment match the assessed as-
sumptions? Which deviations,
mitigations, network settings,
integrations, and safety con-
straints apply?

Is the service necessary for
product function and under
manufacturer responsibility?
Which version, dependencies,
support, vulnerabilities, inci-
dents, and compatibility con-
straints apply?



Identity and authoritative Typical state and Principal evidence

Subject issuer cadence questions

Component or Supplier component identi- Changes with compo- Which final releases contain the

supplier subject fier and persistent software, nent version, supplier component? What supplier ev-
firmware, hardware, crypto- notice, support, or sub- idence is authoritative, current,
graphic, or service identifier. stitution. and applicable?

Lifecycle or assess- Event identifier issued by the = Append-only. Each Who performed the release, test,

ment event actor that performed or ob- event records valid time update, repair, modification,
served the action. and recorded time. transfer, or decommissioning

action, and what state resulted?

Source: Authors' design; legal and standards basis described in Part 1.

3.3.2 Subject tuple and state comparison

For a defined operational product context, the architecture uses a subject tuple
P = {m,r,i,d,s)

. Here m denotes the product model or type, r the applicable release or controlled hardware-
software baseline, i the physical or logical instance, d the deployment and configuration state,
and s any relevant remote data processing solution. Elements can be absent where not applicable,
but the model must be capable of representing them. The tuple is a graph projection, not a
composite identifier that must be stored in every record.

P ={(m,r,i,d,s)

The architecture compares states rather than assuming equivalence. A manufacturer-declared
release state, device-observed installed state, operator-configured state, and independently as-
sessed state remain separate claim classes. A policy can determine whether they agree. A
mismatch is itself an evidence object. For example, the assessed release can be R4.2, the device
can self-report R4.1, the operator configuration can disable a required control, and the latest
independent assessment can apply only to R4.2 in its secure-default configuration. No one of
these claims should overwrite the others.

The same separation applies to remote services. A device release can remain unchanged while
an API, cloud database, policy service, management plane, or model-serving endpoint changes.
Compatibility and responsibility relations must therefore be explicit. The service node should
identify whether it is part of the regulated product, a third-party dependency, or an operator-
selected service outside manufacturer responsibility. This status is a legal and architectural
scope claim, not an inference made solely from network traffic.

3.3.3 Statutory DPP granularity and cybersecurity-specific subjects

Where a statutory DPP exists, its delegated or sectoral act determines whether the passport
is established at model, batch, or item level. The CRA-capable architecture reuses the legally
defined identifier and does not replace that granularity. It adds linked cybersecurity-specific
subjects where evidence requires greater precision. An item-level battery passport, for example,
can link to multiple BMS firmware releases and site-specific deployment states. A model-level
passport for a software product can link to exact build digests and logical installations. The
additional subjects are proposed evidence nodes, not a redefinition of the legally mandated DPP
level.
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For systems of systems, the architecture uses composition and assembly relations rather than
creating one monolithic record. A machine, building, BESS, or virtualisation cluster can have
a system-level subject that references component passports and software releases. System inte-
gration evidence then documents architecture, configuration, interface assumptions, combined
risk, and responsibility. Component evidence remains attributable to its supplier, while system-
level conformity remains the responsibility of the relevant manufacturer or integrator under the
applicable law.

3.4 Dual-plane reference architecture
3.4.1 Architectural separation

The reference architecture separates a control plane from an evidence plane. These are authors'
architectural constructs. The control plane answers who may issue, change, request, disclose,
evaluate, or rely on evidence, under which organisational mandate and policy. The evidence
plane answers what is claimed about the product, which artefacts support the claim, how the
claim relates to requirements and lifecycle state, and whether it remains current. The control
plane cannot establish technical truth, and the evidence plane cannot grant organisational
authority. Figure 2 presents the resulting dual-plane architecture.

Dual-plane reference architecture

-
EVIDENCE PLANE

verifiable product state and provenance

-
CONTROL PLANE

identity, authority, policy and accountability
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Legal-person identity
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Evidence status and
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advisories | reports

Supersession | lineage
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verified evidence + context
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or equivalent trust service

Trust registries and status
Credentials | keys | revocation
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Roles, mandates and delegation
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Human | service | automated agent

~,
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Versioned evidence graph

Policy decision point

Permit | deny | escalate ‘

Requirements | controls | claims | events

authorised quer)
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/ update
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icy enforcement point ‘

selective view + decision receipt ——_J
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Relying parties

Operator | customer | assessor | authority | service agent

E

The control plane governs who may act and rely; the evidence plane governs what can be verified about the product

Figure 2: Dual-plane reference architecture.

Source: Authors' design informed by the eIDAS trust framework, the proposed European Busi-
ness Wallet, ESPR DPP infrastructure, and zero-trust policy architecture [18-20].

Table 15: Logical components and responsibilities of the dual-plane architecture

Component Principal function

Trust boundary

Required output

Legal-person iden-

tity and organisa-

tional wallet
dence.

Identify the accountable organi-
sation and present identity, role,
attribute, seal, or mandate evi-

technical claim.
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Authentic organisation
identity does not by it-
self authorise a specific

Verified organisation
identifier, trust source,
credential or seal status,
and represented capac-
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Component

Principal function

Trust boundary

Required output

Role and mandate
service

Policy decision point
(PDP)

Policy enforcement
point (PEP)

DPP resolver and
registry

Versioned evidence
graph

Authoritative evi-
dence stores

Operational observa-
tion sources

Status and superses-
sion service

Represent internal role, delega-
tion, product scope, permitted
actions, time limits, and delega-
tion constraints.

Evaluate identity, authority, evi-
dence, context, purpose, freshness,
risk, and requested action.

Enforce issuance, update, access,
presentation, and reliance deci-
sions.

Resolve stable subject identi-
fiers, passport location, structural
metadata, operator identity, and
service endpoints.

Maintain typed relations among
requirements, subjects, claims,
evidence, actors, events, findings,
and decisions.

Retain SBOMs, VEX, test re-
ports, attestations, advisories,
risk assessments, and technical
documentation.

Report installed version, configu-
ration, update outcome, runtime
dependency, or device attestation.

Publish revocation, suspension,
withdrawal, expiry, correction,

replacement, or end-of-support
state.

A valid principal can act
only within the mandate
granted by the legal per-
son.

Policy logic must be
versioned and must not
silently convert evidence
gaps into approval.
Enforcement must bind
the decision to the actual
API call, evidence view,
or action.

Resolution and registry
checks do not prove sub-
stantive CRA conformity.

Graph storage does not
itself make a claim true;
issuer, method, and sta-
tus remain external trust
inputs.

Evidence may be confi-
dential and may remain
under the source organi-
sation's custody.
Self-reported state has
lower assurance than in-
dependently or hardware-
rooted observation.
Status of the issuer cre-
dential and status of the
product claim are sepa-
rate.

Authorisation decision
or verifiable mandate
reference with status.

Permit, deny, or escalate
decision with reasons,
policy version, and evi-
dence snapshot.
Controlled response,
selective presentation,
audit event, and signed
decision receipt where
appropriate.

Resolved subject and
endpoint, version, in-
tegrity metadata, reg-
istry status, and access
path.

Current and historical
graph views with prove-
nance and source-status
metadata.

Content-addressed arte-
fact, access policy, in-
tegrity proof, retention
and availability status.
Observation claim with
method, time, subject
binding, and assurance
metadata.
Machine-verifiable cur-
rent status and link to
SUCCESSOr O reason.

Source: Authors' reference architecture.

3.4.2 Verification and reliance sequence

A typical reliance sequence contains seven logically separate steps. The relying party submits a
request with purpose, product subject, decision context, and requested evidence or action. The
control plane authenticates the principal and resolves the represented legal person. It verifies
role and mandate, including scope, time, delegation, and conflict constraints. The evidence
plane resolves the relevant product subjects and evidence graph. Each claim is verified for
integrity, issuer status, authority reference, subject binding, evidence references, freshness, and
supersession. The PDP evaluates the request against a versioned policy and returns permit,
deny, or escalate. The PEP then releases a purpose-limited evidence view or performs the
authorised action and records a decision receipt.

Escalation is a first-class outcome. It is required where evidence is incomplete, contradictory,
stale, outside the issuer's authority, or insufficient for the risk of the decision. Human hand-back
is therefore part of the architecture rather than a failure path. A conformity engineer, product
security incident response team, functional-safety authority, or market-surveillance official can
review the evidence and issue a new attributable decision. The automated system records that
decision without representing it as generated by the policy engine alone.
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Reliance rule (authors' design)

A claim may be relied upon only where integrity is valid, issuer and mandate status are valid, the subject
and scope match the request, the evidence method and assurance satisfy the policy, freshness requirements
are met, no superseding or conflicting claim invalidates the result, access is permitted, and the requested
action remains within the relying party's legal and organisational competence.

3.5 Control-plane identity, mandate, and zero-trust authority
3.5.1 From signature validation to accountable authority

The control plane distinguishes five questions that are often collapsed into signature validation:
Which cryptographic key produced the proof? Which natural or legal person controls or is repre-
sented by that key? Which organisation is accountable for the claim? Which role and mandate
authorised the action? Was the authority valid for the product, requirement, jurisdiction, time,
and operation concerned? A positive answer to the first question is insufficient for the other
four.

The European trust framework provides several possible mechanisms. Qualified electronic seals
can bind a document to a legal person. Qualified and non-qualified electronic attestations of
attributes can represent verified organisational attributes. European Digital Identity Wallets
can support representation and mandate functions for natural persons. The proposed European
Business Wallet is designed for economic operators and includes identity, signing, sealing, docu-
ments, roles, attributes, and authorisations. Because the EBW instrument remained a proposal
at the evidence cut-off, the architecture treats EBW as a preferred European implementation
path, not as a current legal prerequisite [19,20].

Equivalent implementations can use regulated trust services, enterprise public-key infrastruc-
ture, organisational wallets, verifiable credentials, or controlled directories, provided that they
satisfy the same authority questions. Decentralised identifiers can be used as resolvable identi-
fiers for organisations, devices, services, or evidence subjects, but a DID does not establish legal
identity or authority by itself [14]. The trust source and governance of the identifier remain
part of the evidence.

Table 16: Minimum mandate object and actor-specific claim authority

Element

Required semantics

Example policy test

Reason

Principal and repre-
sented legal person

Role and compe-
tence

Permitted action
Product and require-
ment scope

Temporal and geo-
graphic scope

Delegation and con-
flict rules

Human, workload, service, or agent
identifier plus the accountable legal
entity.

Manufacturer, supplier, laboratory,
notified body, integrator, operator,
repairer, authority, or other defined
role.

Issue, update, revoke, observe, ap-

prove, disclose, request, or rely.

Models, releases, instances, prod-
uct groups, standards, clauses, or
evidence types.

Not-before, expiry, review date,
jurisdiction, site, or market.

Whether sub-delegation is permit-

ted; segregation of duties; incom-
patible roles.
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Does the principal validly
represent manufacturer
A?

May this laboratory issue
a verdict for this assess-
ment method?

May this service issue an
installed-version observa-
tion?

Is the mandate valid for
model XR-~200 and EN
304 627 clause Q7

Was the authority valid
at issuance and for the
Union market?

Can the same agent is-
sue and independently
approve the test verdict?

Separates key holder
from accountable or-
ganisation.

Prevents role confu-
sion and unsupported
reliance.

Authentication alone
does not grant every
action.

Prevents over-broad
delegation.

Supports audits and
time-bounded delega-
tion.

Reduces over-
delegation and self-
approval risk.



Element Required semantics Example policy test Reason

Status and evidence Credential, mandate, employment, Is the mandate active Enables continuous
service, or registration status plus  and not revoked or super- verification.
source. seded?
Decision provenance Policy version, inputs, result, rea- Which rule permitted Makes automated au-
sons, and authorising authority. disclosure or issuance? thority decisions au-
ditable.

Source: Authors' design informed by eIDAS, the DPP registry, and the proposed EBW role-
authorisation model.

3.5.2 Workloads and automated agents

Manufacturing, vulnerability management, DPP maintenance, and incident response increas-
ingly use automated workloads and Al agents. The architecture permits such systems to issue
or transform evidence only through bounded organisational authority. The agent identity must
be distinct from the legal person. Its mandate must specify permitted data sources, product
scope, actions, approval thresholds, and conditions for human hand-back. The evidence object
must state whether a claim was generated automatically, approved by a human, or indepen-
dently assessed.

Automated reasoning can correlate an SBOM with vulnerability sources, detect a configuration
mismatch, or prepare a draft VEX statement. It cannot acquire legal authority through technical
capability. A policy engine can permit publication only where the designated authority has
approved the method and the evidence satisfies the relevant threshold. High-impact decisions,
such as declaring a known exploitable vulnerability non-exploitable, postponing an urgent patch,
or approving a safety-relevant update, can require dual control or independent review.

3.6 Evidence object model and verifiable evidence graph
3.6.1 Separation of artefact, claim, assessment, and decision

A central contribution of the architecture is the separation of four evidence layers. An evidence
artefact is the underlying object, such as an SBOM, firmware image digest, test log, architecture
diagram, vulnerability-source snapshot, device attestation, or assessment report. A claim is a
typed statement about a subject, such as "release R contains component C" or "instance I runs
release R". An assessment links a requirement, method, artefacts, findings, and verdict. A
reliance decision applies a policy to one or more verified claims in a defined context. The layers
can be stored together, but their semantics must remain distinct.

This distinction prevents several common errors. A hash proves that a retrieved artefact matches
a referenced byte sequence, not that the artefact is complete. A signed SBOM proves issuer
attribution and integrity, not that the SBOM matches the deployed binary. A VEX statement
records an issuer's product-context determination, not universal non-exploitability. A policy
decision can authorise continued operation under a temporary mitigation, but it does not alter
the underlying vulnerability state.
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Table 17: Minimum verifiable claim envelope

Illustrative
Field group Required content Verification function representation

Identity and type  Claim identifier, claim type, subject Prevents ambiguous state- "installedRelease"
identifier, predicate, value or object. ments and enables typed  claim for instance I.
graph relations.

Issuer and author- Issuer identifier, represented legal Establishes accountable Operator service

ity person, role, mandate reference, authority and scope. acting under site-
delegation chain, status. maintenance mandate.

Time Issuance, observation, valid-from, Supports freshness, bitem- Observed at T1;
valid-until or review-by, source cut- poral history, and incident recorded at T2; review
off, recorded time. reconstruction. by T3.

Scope and context Product subject, release range, de- Limits reliance to the Applies to R4.2 in
ployment profile, intended use, juris- context actually assessed. secure-default configu-
diction, standard clause, exclusions. ration.

Method and evi- Assessment or observation method, Allows the verifier to eval- Scanner output plus

dence tool and version, parameters, evi- uate technical sufficiency = manual reachability
dence references, hashes, limitations. and reproducibility. test.

Source status Binding law, OJEU-cited standard, Prevents incorrect legal Draft EN 304 627
draft standard, proposal, guidance, inference. clause reference.
contract, or authors' design.

Integrity and proof Signature, seal, MAC, content hash, Detects alteration and Qualified seal or
timestamp, certificate or credential  attributes the proof. JWS/COSE-secured
chain, algorithm and key identifiers. claim.

Status and lineage Active, suspended, withdrawn, ex- Prevents stale or corrected VEX v2 supersedes v1
pired, contested, superseded; prede- claims from remaining after new evidence.
cessor and successor references. current.

Disclosure and Classification, permitted purposes, Enforces least disclosure Full SBOM available

retention authorised roles, retention, export,  and continuity. to operator and au-
and redaction rules. thority only.

Source: Authors' evidence object model, informed by W3C Verifiable Credentials, eIDAS trust
services, CRA evidence duties, and ETSI assessment artefacts [15].

3.6.2 Graph model and typed relations

The evidence plane is modelled as a versioned directed graph Gy = (V;, E;). Nodes represent
subjects, actors, requirements, risks, controls, methods, artefacts, claims, findings, verdicts,
policies, and lifecycle events. Edges have defined semantics such as appliesTo, composedOf,
assessedBy, produces, supports, issuedBy, authorisedBy, supersedes, mitigates, installedOn, de-
pendsOn, and affects. Each node and edge carries provenance and temporal metadata. The
graph can be implemented in a graph database, relational system, linked-data store, object
repository, or a combination. The architectural requirement concerns semantics and resolvabil-
ity, not storage technology. Figure 3 shows how these relations support a scoped conformity
decision.

Gy = (Vi, Er)

Source:  Authors' design based on the CRA technical-documentation chain and ETSI
requirement-assessment-evidence patterns.
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Requirement-to-evidence graph and scoped conformity decision

Binding legal requiremen.
CRA article or annex

refined / tested by

Applicable standard requires
requirement trol
Edition | clause | OJEU status contro!

Technical or process

assessed by

Test | inspection | analysis |
observation

Assessment method produces / examines

Evidence artefact
SBOM | test log | attestation | report

conditions applicability

Risk and use context

Intended purpose | environment |

assets

Product subject

Model | release | instance | deployment |
service

Issuer and mandate
Identity | authority | scope

Validity, freshness and supersession
Assessment time | status | review | predecessor claim

supports.

context

applies to

attributes / limits

Verifiable claim or verdict

’A

Issuer | authority | time | scope | status

evaluated by policy

Scoped reliance decision

records

Permit | deny | escalate

Conformity snapshot at time t

Subject + scope + evidence basis + findings

A decision remains scoped to a product subject, purpose, evidence basis, issuer authority, and point in time.

Figure 3: Requirement-to-evidence graph and scoped conformity decision.

Table 18: Core graph nodes and relations

Node or relation

Semantics

Mandatory metadata

Example

LegalRequirement

StandardRequirement

RiskContext

Control

AssessmentMethod

EvidenceArtifact

Claim or Verdict

Finding or Deviation

ConformitySnapshot

supports / contra-
dicts

Binding obligation or essential
requirement.

Normative clause or assessment
criterion.

Intended purpose, environment,
assets, misuse, safety or availabil-
ity context.

Technical or organisational mea-
sure addressing a requirement or
risk.

Inspection, test, analysis, observa-
tion, attestation, or review proce-
dure.

Underlying content used in assess-
ment or observation.

Typed statement or assessment
result concerning a subject.

Open issue, exception, non-
conformity, residual risk, or evi-
dence gap.

Time-bound set of accepted
claims, findings, route, and evi-
dence for a defined scope.
Evidence relation that can
strengthen or challenge a claim.
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Instrument, article or an-
nex, consolidated version,
applicability.

Standard identifier, edi-
tion, clause, status, OJEU
coverage.

Issuer, scope, date, assump-
tions, revision.

Owner, implementation,
configuration, affected sub-
jects.

Method edition, tool, pa-
rameters, assessor, limita-
tions.

Persistent 1D, hash, media
type, location, retention,
access.

Claim envelope fields in
Table 17.

Severity, owner, due date,
affected scope, status.

Subject tuple, require-
ments, decision owner,
policy, time, status.
Issuer, method, time, con-
fidence category or assur-
ance vector.

CRA Annex I Part II,
vulnerability handling.

EN 304 627 REQ-
KEV-1-01 draft.

Public-network router
used in a hospital.

Signed-update verifi-
cation before installa-
tion.

Installed-version com-
parison against SBOM
release.

CycloneDX or SPDX
SBOM, test log, attes-
tation.

No unresolved known
exploitable vulnerabil-
ity as of cutoff T.
Required log reten-
tion not verified for
deployment D.
Internal-control snap-
shot for release R4.2.

Device attestation
contradicts operator
inventory.



supersedes / corrects Lineage relation preserving prior — Reason, effective time, suc- Corrected VEX after
evidence while identifying the cessor, authorising actor. component reachabil-
current statement. ity test.

Source: Authors' graph model.

3.6.3 Bitemporal state and evidence resolution

The architecture uses bitemporal semantics for material claims and events. Valid time states
when a claim or state applied in the product world. Recorded time states when the evidence
system received or registered it. The distinction is necessary where an incident is discovered
retrospectively, a device was offline, an update receipt arrives late, or an assessment is corrected.
A query such as "what was believed on 3 March?" differs from "what do we now know was true
on 3 March?". Both are relevant for due diligence, incident reconstruction, liability, and market
surveillance.

Evidence resolution is preferred over uncontrolled replication. The evidence graph can store
metadata, hashes, status, and authorised endpoints while retrieving the authoritative artefact
when needed. Cached copies are permitted where the cache records source, retrieval time, hash,
and freshness policy. A verifier can therefore detect whether it is viewing current authoritative
evidence, a preserved historical snapshot, or an unverified copy.

3.7 Evidence assurance vector and policy evaluation
3.7.1 Multidimensional assurance

A binary trusted-untrusted label is inadequate for heterogeneous product evidence. The ar-
chitecture therefore proposes a multidimensional Evidence Assurance Vector rather than one
universal score. For a claim ¢, decision context q, and time t, the vector a(c,q,t) contains
authority, subject binding, method strength, freshness, completeness, independence, and repro-
ducibility. Additional dimensions can be added for confidentiality, safety criticality, or opera-
tional availability. Values can be categorical or quantitative where a validated measurement
exists.

a(c,q,t) = (A,B,M,F,C,1,R)

The vector is intentionally not reduced to an additive number by default. A high freshness score
cannot compensate for an invalid mandate; an independent assessment cannot compensate for
a subject mismatch; and a complete SBOM cannot compensate for an absent exploitability
analysis where the decision concerns known exploitable vulnerabilities. Policies apply manda-
tory gates and context-specific thresholds. This approach creates a basis for evidence-graph
assurance analysis without false numerical precision.

Table 19: Evidence Assurance Vector

Non-substitutable

Dimension Question Possible categories failure
A - Authority Was the claim issued by an ac- Unverified; identified; Invalid authority can-
countable and authorised actor? role-verified; mandate- not be offset by strong
verified; independently technical evidence.
authorised.
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Dimension

Question

Possible categories

Non-substitutable
failure

B - Subject binding

M - Method
strength

F - Freshness

C - Completeness

I - Independence

R - Reproducibility

How strongly is the evidence
bound to the exact model, release,
instance, deployment, or service?

How suitable and controlled was
the assessment or observation
method?

Is the evidence current for the
requested decision?

Does the evidence cover the re-
quired components, requirements,
interfaces, and states?

How independent is the evidence
from the party benefiting from the
claim?

Can the method and result be
reproduced or independently
checked?

Name match; identifier
match; signed mani-
fest; device credential;
hardware-rooted attesta-
tion.

Declaration; automated
scan; documented anal-
ysis; controlled test; ac-
credited or independent
assessment.

Expired; stale; within
review period; event-
triggered current; real-
time observed.
Unknown; partial; de-
clared scope; validated
scope; complete for de-
fined profile.
Self-declared; segregated
internal review; supplier
corroborated; third-party;
authority observed.
Opaque; documented;
artefacts retained; tools
and inputs retained; re-
producible build or test.

Evidence for another
build or instance is not
applicable.

A weak method cannot
support a high-risk ver-
dict.

Stale VEX or installed-
state claims can invert
the decision.

A partial inventory can-
not support a universal
claim.

Self-declaration can be
insufficient where third-
party assessment is re-
quired.

An irreproducible result
limits audit and dispute
resolution.

Source: Authors' proposed assurance model.

3.7.2 Policy decisions and signed receipts

The PDP evaluates a request against explicit policy. Inputs include the requested action, rely-
ing party, subject tuple, intended use, risk class, applicable legal and standards profile, issuer
authority, evidence assurance vector, current findings, and time. The output is permit, deny, or
escalate. Permit authorises the requested reliance or action within the stated scope. It is not
a declaration that the product is generally CRA compliant. Deny can result from an adverse
finding or from insufficient evidence. Escalate directs the matter to a designated human or
specialist function.

A decision receipt records the request, subject, policy identifier and version, evidence claim
identifiers and hashes, status-check time, relevant findings, result, reason codes, and decision
authority. It allows a later auditor to reconstruct why a patch was deferred, why a customer
received a restricted SBOM, or why an instance was permitted to continue operating under
a temporary mitigation. Sensitive evidence need not be copied into the receipt; persistent
references and hashes can preserve the basis.

3.8 Composition, build provenance, and supplier evidence
3.8.1 Composition manifests as release-bound evidence
The architecture treats SBOMs, firmware manifests, HBOMs, cryptographic bills of materials,

service bills of materials, and runtime dependency manifests as specialised composition evi-
dence. They are not the passport itself. Each manifest is bound to an exact release or build
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by a digest, build identifier, generation time, tool and version, authorising issuer, and scope
statement. A manifest must state whether it represents source dependencies, build-time com-
ponents, shipped binaries, runtime components, remote services, hardware dependencies, or a
defined combination.

This distinction is necessary because product-specific standards can exceed the CRA minimum
of top-level software dependencies. Virtualisation and container stacks can require runtime
services, orchestrators, controllers, policy engines, secrets-management components, and hard-
ware dependencies. Wearables or complex software can require transitive composition. A CRA-
capable DPP therefore supports multiple composition profiles and records completeness relative

to the applicable profile rather than labelling every object simply "SBOM".

Table 20: Composition and provenance evidence profile

Evidence element

Minimum content

Binding rule

Operational use

Release manifest

Software composi-
tion

Hardware and
firmware composi-
tion

Runtime and service
dependencies

Build provenance

Supplier evidence

Completeness decla-
ration

Substitution event

Model, release/build identifier,
binary or image digests, hard-
ware/firmware baseline.

Components, versions, sup-
plier/origin, identifiers, dependency
relations, direct/transitive scope.
Hardware revisions, firmware, secu-
rity processors, network interfaces,
replaceable modules.

Required services, APIs, orchestra-
tors, controllers, plugins, remote
processing, compatibility.

Source reference, build system,
toolchain, build parameters, envi-
ronment, time, attestation.
Supplier identity, component mani-
fest, support state, VEX, advisory,
certificate, update, limitations.

Included and excluded classes,
known blind spots, generation
method, validation result.
Removed and installed component,
reason, actor, compatibility tests,
risk and safety impact.

Signed or sealed by autho-
rised manufacturer /build
service and linked to re-
lease subject.

Hash and generation
metadata tied to release
manifest.

Linked to model,
batch/item, and con-
trolled hardware baseline.
Versioned relationship to
release and deployment
profile.

Content-addressed and
signed by controlled build
identity.

Federated reference pre-
serving supplier issuer and
status.

Issued for each manifest
and profile.

Linked to predecessor
and successor state of the
instance/system.

Defines the assessed
release boundary.

Vulnerability corre-
lation and supplier
impact analysis.
Component substi-
tution, authenticity,
support and repair.
Exposure analysis
where operational de-
pendencies differ from
the shipped package.
Detects unapproved
builds and supports
reproducibility.
Propagates compo-
nent evidence with-
out transferring final-
product responsibility.
Prevents partial com-
position from being
treated as complete.
Repair, mainte-
nance, substantial-
modification and
second-life control.

Source: Authors' design informed by the CRA, EN 304 617, EN 304 625, EN 304 627, EN 304
634-636, SPDX, and CycloneDX [43,44].

3.8.2 Nested and federated supplier evidence

Supplier evidence is represented as a graph of attributable statements rather than flattened
into an anonymous manufacturer dataset. A component supplier can issue a signed manifest,
support statement, VEX assertion, advisory, or remediation record. The final manufacturer can
reference, accept, challenge, or supplement the statement and record its own product-context
assessment. The graph therefore preserves both provenance and responsibility: the supplier
remains accountable for its claim, while the final manufacturer remains accountable for the
product placed on the market.
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Nested passports can support this model where components already have statutory or voluntary
DPPs. The final product passport resolves the component identifier and evidence subject, but
it should retain a snapshot or hash of the supplier state used for the assessment. Otherwise, a
later supplier correction could make it impossible to reconstruct the evidence basis at market
release. Dynamic resolution and historical preservation are therefore complementary.

3.9 Vulnerability, exploitability, and VEX lifecycle
3.9.1 State model

Vulnerability evidence must distinguish component presence, candidate correlation, product-
specific exploitability, active exploitation, mitigation, remediation, residual risk, and verifica-
tion. The architecture models these as states and transitions rather than one Boolean field. A
candidate match can result from a package identifier, version range, source-code match, binary
analysis, or supplier notice. It becomes a product-context claim only after the matching method
and release scope are recorded. Figure 4 represents the resulting vulnerability and VEX state
model.

Product-context vulnerability and VEX state model

Exact release / build

v

[ Candidate vulnerability match ]

( Component presence established J

Source + retrieval time + matching rule

Product-specific analysis
Reachability | configuration | mitigation | tests - ~k-
=~ ~.new evidence

VEX rationale confirmed exposure evidence incomplete

v

- ~N
Not affected ’ { Affected } [ Under investigation

Machine-readable rationale Evidence incomplete or contradictory

new exploitation evidence \
B / N
Actively exploited Mitigated Fixed
Separate evidence and reporting state Control | scope | expiry | residual risk Remediating release and verification
.

supersession / withdrawal of any prior statement
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, e

4
[ Superseded or withdrawn statement j

Prior evidence retained

Impact | severity | affected range

Figure 4: Product-context vulnerability and VEX state model.

Source: Authors' design based on CRA Annex I, VEX practice, CSAF, CycloneDX, and the
evidence patterns in EN 304 617, EN 304 622-624, EN 304 626, and EN 304 634.

A VEX statement is treated as an attributable claim with an exact product and release scope,
vulnerability identifier or source reference, status, rationale, action statement, method, evidence,
issuance time, review time, and supersession relation. The status "not affected" must state
why, for example because the vulnerable code is not present, the vulnerable function cannot
be invoked, the execution path is unreachable under the assessed architecture, or an effective
mitigating control prevents exploitation. The rationale is not interchangeable. Each basis can
require different evidence.
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Table 21: Vulnerability and VEX evidence object

Freshness or status Public/restricted
Field Required content rule treatment
Product context Model, exact release/build, compo- Superseded when com- Affected

Vulnerability source
Candidate correla-
tion

Exploitability status

Rationale and
method

Active exploitation

Remediation

Issuer and authority

nent path, deployment profile where
relevant.

Identifier, source authority, retrieval
time, source snapshot or digest,
matching rule.

Matched component, version, con-
fidence category, false-positive con-
trols.

Under investigation, affected, not
affected, mitigated, fixed, or other
controlled value.

Reachability, code presence, configu-
ration, architecture, test, mitigation,
or supplier evidence.

Evidence source, affected geography
or deployment, incident/reporting
relation.

Fixed release, mitigation,
workaround, target date, verification,
residual risk.

Manufacturer, supplier, analyst, lab-
oratory, authority, or delegated agent
plus mandate.

position, configuration,
or service dependency
changes.

Re-evaluate when source
changes or policy review
period expires.

Invalid if the underlying
SBOM or build binding
changes.

Must carry issuance, re-
view, and supersession
state.

Re-test on relevant prod-
uct or environment
change.

Independent of severity
and VEX status; urgent
update on new evidence.

Close only after remedi-
ating release and result
are verified for relevant
subject.

Status checked at is-

suance and reliance time.

model/version can
be public; detailed
dependency path can
be restricted.
Identifier and pub-
lic advisory source
normally public.
Raw scanner output
usually restricted.

Status can be dis-
closed; technical
rationale may be
tiered.

Detailed attack-
surface and test evi-
dence restricted.
Public communica-
tion separated from
sensitive Article 14
reporting.

User action and fixed
version public where
required.

Issuer identity public
where appropriate;
internal delegation
can be restricted.

Source: Authors' design informed by OASIS CSAF and CycloneDX VEX [44,45].

3.9.2 Time-bounded claims and contradiction handling

A defensible vulnerability claim is time-bounded and source-bounded. It states that, for release
R represented by composition hash H, no unresolved known exploitable vulnerability was identi-
fied against sources S as of cutoff T, subject to the method and limitations M. It does not state
that the product is secure. When a new source record, exploit, architecture fact, or component
correction appears, the earlier claim is superseded. It remains available as historical evidence
of what was assessed and known at that time.

The graph can contain contradictory evidence. A supplier may declare a component not affected
while the final manufacturer identifies a reachable vulnerable function in its integration. A
scanner may report a candidate match while binary analysis finds that the component was
removed at build time. Contradictions are represented explicitly and resolved through policy,
authority, method strength, and scope. The system must not silently select the newest or most
favourable statement.
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3.10 Security update, installed-state, rollback, and recovery evidence
3.10.1 Update as a chain of events

An update is not one event. The architecture separates creation, testing, signing, publication,
targeting, delivery, source and package verification, authorisation, installation, installed-version
reporting, post-installation verification, failure, rollback, recovery, and closure. This chain
follows the operational distinctions found across the CRA and ETSI drafts, especially EN 304
620, EN 304 621, and EN 304 627. It also separates manufacturer evidence from operator and
device evidence. Figure 5 depicts the complete update, rollback, recovery, and closure lifecycle.

Security update, rollback and recovery evidence lifecycle

] ]

A 4
[ Resolve affected instances Deliver or make available

Sign package and bind hash

Release + advisory
I

approved
Install update
’—" > Installation result ‘\

T
|

i

i Post-install verification

} Control and service checks

|

i

deferred / prohibited

Affected-version notice

Build and test
Remediating release

Publish update J

RELEASE
PREPARATION

Deployment constraints Trusted channel

Verify package
Source | signature | hash | compatibility

Security / safety / availability gate
Approve | defer | prohibit

Report installed version ‘J

DEPLOYMENT
AND EXECUTION

post-rollback result

erifid error / unsafe / degraded
Pl i verifi

Failure or unsafe result }

N

{ Recover secure state H

Figure 5: Security update, rollback, and recovery evidence lifecycle.

Signed decision receipt
Deferred / prohibited + rationale

Signed lifecycle receipt
Current state + evidence references

AND RECOVERY

EVIDENCE CLOSURE

Authorised rollback
Reason | target | approval

Source: Authors' design based on CRA update duties and EN 304 620, EN 304 621, EN 304
627, and EN 304 631.

Table 22: Update lifecycle events and minimum evidence

Principal issuer or
Event

observer

Minimum evidence

Resulting state

Release created and
tested

Package signed and
published

Affected subjects
resolved

Package received
and verified

Security-safety-
availability gate

Manufacturer build and
product-security functions.

Authorised release service
or manufacturer.

Manufacturer /operator vul-
nerability or fleet service.

Device, management sys-
tem, or authorised techni-
cian.

Operator, manufacturer,
safety authority, or policy
engine under mandate.

Target release, source/build prove-
nance, composition, tests, fixed vul-
nerabilities, limitations.

Package hash, signer, signature, tar-
get products, prerequisites, advisory,
publication time.

Affected model/release/instance
query, evidence snapshot, exclusions,
target list version.

Source, signature, hash, compatibil-
ity, anti-rollback checks, verification
result.

Impact assessment, conditions,
change window, fallback, decision,
approver, expiry.
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Remediating release
candidate.

Authentic update
available.

Defined update
campaign scope.

Eligible or rejected
package.

Approved, condi-
tional, deferred, or
prohibited installa-
tion.



Event

Principal issuer or
observer

Minimum evidence

Resulting state

Installation at-
tempted

Installed version
observed

Post-install verifica-
tion

Authorised rollback
or recovery

Campaign closure

Device, installer, or man-
agement service.

Device, management agent,
hardware attestation, or
independent inspector.
Device, operator, labora-
tory, or service monitor.

Designated authority and
technical executor.

Manufacturer /operator
campaign owner.

Start/end time, package, prior ver-
sion, instance, result, error code, ac-
tor.

Observed version, method, time, sub-
ject binding, attestation or signature.

Control tests, service health, config-
uration, safety/availability checks,
deviations.

Reason, approved target, anti-
downgrade exception, recovery steps,
result, residual risk.

Coverage, unresolved instances, fail-
ures, exceptions, user notices, final
evidence snapshot.

Installed, failed, or
unknown.

Operational release
state.

Verified, degraded,
unsafe, or incom-
plete state.
Restored or rolled-
back state with
explicit exception.
Closed, partially
closed, or escalated
campaign.

Source: Authors' update evidence model.

3.10.2 Assurance of installed state

Installed-state evidence has different assurance strengths. A manufacturer inventory can state
which release should be installed. A device can self-report its version. A management agent can
sign an observation. A secure boot or measured-attestation mechanism can bind the observation
to a hardware-rooted state. An independent technician can inspect the device. The architecture
records the method rather than treating all reports as equivalent. High-risk policies can require
a stronger method or corroboration from independent sources.

Offline and air-gapped products remain supported. An authorised technician can import a
signed update package, verify it locally, and issue a maintenance receipt that identifies the
instance, prior and resulting release, tool, time, and verification result. The receipt can be
synchronised later. Bitemporal recording then distinguishes when the update occurred from
when the evidence entered the DPP system.

3.11 Continuous conformity and lifecycle lineage
3.11.1 Conformity snapshots rather than permanent status

Continuous conformity is used here as an architectural framing, not as a legal term or a claim
that conformity assessment runs continuously. It denotes the ability to maintain and re-evaluate
the evidence relevant to CRA obligations throughout the support period. The architecture
preserves an initial conformity baseline and records events and evidence deltas that can affect it.
Re-evaluation can be event-driven, periodic, risk-based, or requested by an authority, customer,
or internal control function.

A conformity snapshot X; is a scoped set of accepted claims, evidence, findings, route, and
decision metadata for subject P and requirement set Q at time t. It identifies which requirements
were assessed, which standards and editions were used, whether OJEU presumption applies,
which evidence supported the result, which findings remain open, and who made the decision.
A later snapshot supersedes but does not delete the earlier one.

Y (P, Q) = {accepted claims, evidence basis, findings, route, decision authority}
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Table 23: Events that trigger re-evaluation of a conformity snapshot

Trigger

Affected subjects

Required new evidence

Possible result

New vulnerability or
active exploitation
evidence

Security update or
new release

Configuration drift or
new deployment

Remote service change

Component substitu-
tion or repair

Support or supplier-
support change

Standard or legal
status change

Incident, authority re-
quest, or audit finding

Component, release, in-
stances, deployment, re-
mote service.

Release, instances, service
compatibility, deploy-
ment.

Deployment and instance.

Service, compatible re-
leases, dependent deploy-
ments.

Instance/system, release
baseline, supplier compo-
nent.

Model, release, compo-
nent, service.

Requirement profile and
conformity route.

Affected subjects and
organisational processes.

Updated correlation, VEX| risk, ad-
visory, mitigation, affected-instance
analysis.

New composition, tests, package
proof, installation and post-check
evidence.

Observed configuration, deviation
analysis, compensating controls,
approval.

Service composition, interface
change, tests, incident and com-
patibility evidence.

Authenticity, compatibility, risk,
safety impact, updated composition
and test.

New support end, migration path,
residual risk, contractual or sup-
plier evidence.

New edition mapping, OJEU cover-
age, gap analysis, transition plan.

Incident evidence, logs, root cause,
remediation, corrective action and
verification.

Snapshot remains
valid with mitigation;
becomes conditional;
or requires remedia-
tion.

New release snapshot
and instance-state
updates.

Permit, deny, or es-
calate for intended
use.

Updated product
scope and depen-
dency assurance.
Updated in-

stance state; pos-
sible substantial-
modification assess-
ment.

Supported, extended
support, unsup-
ported, or replace-
ment required.
Presumption status
or required assess-
ment route changes.
Corrected snapshot,
escalation, notifica-
tion, recall, or restric-
tion.

Source: Authors' continuous-conformity model.

3.11.2 Append-only lifecycle and responsibility transitions

Lifecycle events are represented through an append-only lineage graph. Manufacture, placement
on the market, installation, commissioning, configuration, update, repair, component replace-
ment, ownership or operator transfer, substantial modification, second-life conversion, secure
reset, decommissioning, and recycling each produce an attributable event and successor state.
Prior evidence remains linked to the state for which it was valid. Figure 6 shows how lifecycle
and responsibility transitions are preserved without overwriting prior states.

Source: Authors' design based on CRA responsibility for substantial modification, economic-
operator traceability, and ESPR passport lineage.

A substantial modification creates a legal decision point. The architecture records the actor,
modification, affected functions and components, legal analysis, risk assessment, and conclu-
sion. Where a new manufacturer role arises, the system creates a new product lineage node
and responsible legal person while preserving the original manufacturer evidence. Where the
modification is not substantial, the current manufacturer or operator still records the changed
state and its evidence. The graph should not infer the legal outcome automatically from the
number of changed components.
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Figure 6: Append-only lifecycle lineage and responsibility transitions.
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Table 24: Lifecycle event record

Event class

Minimum record

Responsibility
implication

Evidence continuity
rule

Manufacture or re-
lease

Installation and
commissioning

Repair or mainte-
nance

Component substitu-
tion

Substantial modifica-
tion

Transfer or second
life

Decommissioning

Product subject, baseline, actor,
time, plant/build system, composi-
tion and quality evidence.

Instance, release, deployment, con-
figuration, installer, tests and accep-
tance.

Fault, action, parts, firmware, actor,
tests, resulting state.

Removed/added component, sup-
plier, authenticity, compatibility,
cyber and safety assessment.
Change description, legal analysis,
affected product scope, new risk
and conformity evidence.

New operator, intended use, loca-
tion, configuration, support, resid-
ual risk, reset and credentials.

Secure reset, data removal, creden-
tial/key revocation, service termina-
tion, disposal or recycling.

Initial manufacturer ac-
countability.

Operator/integrator re-
sponsibility for proper
installation and context.
Service actor accountable
for event; manufacturer
role depends on legal
effect.

Can trigger new risk as-
sessment or substantial-
modification analysis.
Potential new manufac-
turer for affected part or
whole product.

New operational duties;
manufacturer role de-
pends on modification
and market action.
Operator and service
actors complete secure
end-of-life actions.

Creates root or release
node.

Links assessed release
to operational state.

Prior state retained;
successor state created.

Composition and sup-
port dependencies up-
dated.

New lineage node and
responsible legal per-
son where applicable.
Original identity pre-
served; new deploy-
ment state linked.

Final state retained
without retaining re-
moved data.

Source: Authors' lifecycle event model.

3.12

3.12.1

Co-assurance boundary

Functional-safety and essential-availability interface

The CRA-capable DPP does not replace a functional-safety case, a sectoral safety manage-
ment system, or certification under standards such as IEC 61508, ISO 26262, or sector-specific
equivalents. It provides an interface through which cybersecurity changes can be evaluated
against safety and essential-availability assumptions. The interface is required because soft-
ware, firmware, network, cryptographic, and remote-service changes can alter timing, resource
use, control paths, diagnostics, fail-safe behaviour, availability, and recovery.

The architecture therefore links each safety-relevant system baseline to the exact hardware,
firmware, software, configuration, and remote-service subjects on which the safety argument
depends. A security change creates a cyber-safety impact object. That object identifies af-
fected safety functions, timing or resource changes, new failure modes, availability constraints,
required tests, deployment conditions, approved fallback, rollback or recovery plan, and decision
authority. The result can be approved, conditionally approved, deferred, or prohibited.

Table 25: Cyber-safety change gate

Gate element Required evidence Decision question Outcome

Affected release, component, con-
figuration, interface, remote service,
vulnerability and intended remedia-
tion.

Linked safety requirements, haz-
ards, assumptions, diagnostic cover-
age, timing and failure modes.

What exactly changes, and
which product/deployment
subjects are affected?

Defined change
scope.

Change definition

Can the change invalidate or
weaken a safety argument?

No impact, impact
identified, or evi-
dence incomplete.

Safety-function im-
pact
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Gate element Required evidence Decision question Outcome

Availability impact  Essential function, downtime, up- Can automatic or immediate Install now, sched-
date window, fallback, local opera- installation create unaccept- uled install, con-
tion, network/power recovery. able availability or safety ditional defer, or

risk? prohibit.

Verification Regression, integration, timing, Is the updated baseline veri- Approved or open
failover, recovery, cybersecurity and fied for the intended deploy- findings.
safety tests. ment?

Authority Cybersecurity owner, product au- Who has competence to Valid approval,
thority, functional-safety authority, approve the change and any escalation, or rejec-
operator and segregation-of-duties  exception? tion.
rule.

Fallback and roll- Approved prior release, anti- Can the system be restored  Approved fallback

back downgrade exception, safe state, safely if installation or opera- or unacceptable
recovery instructions, residual risk. tion fails? recovery risk.

Post-change observa- Installed version, configuration, op- Does the deployed system Verified, degraded,

tion erational tests, alarms, performance match the approved base- unsafe, or unknown.
and safety status. line?

Source: Authors' design informed by CRA health/safety considerations and EN 304 631-633.

3.12.2 Security exceptions and compensating controls

A deferred security update is represented as an exception with an owner, reason, affected sub-
jects, risk assessment, compensating controls, expiry, review trigger, and approved target state.
Safety or availability concerns do not erase the cybersecurity obligation. They change the
remediation plan and evidence required. The same applies to products that cannot update
automatically or that require planned outage windows. The DPP allows the manufacturer and
operator to distinguish justified, time-bounded exceptions from unmanaged delay.

3.13 Access control, confidentiality, and selective disclosure
3.13.1 Evidence-tier model

The DPP must separate discovery from disclosure. A public resolver can identify the product,
manufacturer, support end, vulnerability contact, declaration of conformity, public advisory,
and update instructions. A customer or operator can require detailed composition, VEX, con-
figuration profiles, update status, and supplier evidence. A conformity assessment body or
authority can require the full risk assessment, test reports, vulnerability correlation, deviations,
and incident evidence. The architecture applies policies to graph nodes, edges, artefacts, and
query results rather than treating the entire passport as one public or private document.

Table 26: Role- and purpose-based evidence views

View Typical evidence Normally excluded Control basis

Public and user view Product/manufacturer identity, sup- Detailed architecture, com- Applicable CRA
port period, CVD contact, public plete SBOM, raw logs, in-  user/public duties

advisories, affected versions, update cident evidence, personal and DPP access
and decommissioning instructions, telemetry, secrets. rules.
declaration of conformity.
Purchaser or opera-  Detailed SBOM/HBOM, VEX, Other customers' data, Contract, legitimate
tor view supported configurations, private keys, unrestricted operational purpose,
remote-service dependencies, up- exploit detail, internal per- role and mandate.

date/rollback state, support entitle- sonnel data.
ments, supplier evidence.
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View

Typical evidence

Normally excluded

Control basis

Supplier or integra-
tor view

Conformity assess-
ment view

Market-surveillance
or reporting view

Incident-response
view

Component interfaces, evidence re-
quests, affected-product feedback,
integration assumptions, remedia-
tion and substitution records.

Risk assessment, applicable require-
ments, complete technical evidence,
tests, deviations, quality /process
evidence.

Technical documentation, current
and historical evidence, economic-
operator chain, incidents, Article 14
inputs, corrective actions.

Affected instances, versions, ex-
ploitation evidence, mitigations,
update campaign, communication

Unrelated system architec-
ture, competitor supplier
data, operator telemetry
outside scope.

Evidence outside assess-
ment scope or prohibited
personal data.

Information not required

for statutory purpose.

Broad unrelated product or
customer data.

Supply-chain role,
product scope, NDA
or data-space pol-
icy.

Conformity route,
assessor compe-
tence, engagement
and legal powers.
Legal authority,
purpose limitation,
secure channel and
audit.

Emergency policy,
need-to-know, time-
bound access and

state, relevant operational logs. later review.

Source: Authors' access model derived from CRA information tiers, ESPR role-based access,
and data-minimisation principles.

3.13.2 Policy enforcement and verifiable presentations

Attribute-based and policy-based access control are suitable because decisions depend on or-
ganisational role, product scope, purpose, jurisdiction, contract, incident status, and evidence
sensitivity. The policy can release a claim, a redacted artefact, an aggregate result, a cryp-
tographic proof, or a controlled reference. A verifier can receive proof that an SBOM passed
a defined validation profile without receiving the full SBOM, where that level of disclosure is
legally and operationally sufficient. Conversely, a market-surveillance authority can receive the
complete artefact under a different policy.

Verifiable credentials and presentations can package claims with issuer, proof, validity, and
status metadata [15]. JOSE or COSE-based security can protect JSON or CBOR representa-
tions [16]. Qualified seals, electronic timestamps, or attestations can provide regulated trust
services. These mechanisms are implementation options. The architecture requires verifiability
and policy enforcement, not one credential or cryptographic format.

Every disclosure event should record relying party, purpose, policy, requested and released
evidence, time, and result. This supports accountability and helps detect over-broad collection.
The audit record should contain identifiers and hashes rather than unnecessary copies of sensitive
data. Raw security logs and secrets remain outside the unrestricted passport and are accessed
only through controlled evidence references.

3.14 Cryptographic binding, status, and long-term verifiability
3.14.1 Binding chain

The central proposition requires cryptographic binding at multiple levels. The data carrier must
resolve the intended passport. The passport identifier must resolve the intended subject. The
release manifest must bind composition and assessment evidence to the exact build. An instance
claim must bind the observed state to the actual device or workload. A deployment claim must
bind configuration and operator context to the instance. A service claim must bind the service
release and endpoint to the manufacturer-responsible remote function. Each issuer proof must
bind the claim to the authorised legal person and mandate.
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Table 27: Binding mechanisms by subject and assurance need

Binding target

Baseline mechanism

Higher-assurance
mechanism

Residual
limitation

Data carrier to pass-
port

Model/type to manu-
facturer

Release to composi-
tion and binary

Instance to physi-
cal/logical product

Deployment to config-
uration

Remote service to
product function

Claim to issuer au-
thority

Historical evidence to
time

Persistent identifier and resolver;
tamper-evident label where appro-
priate.

Manufacturer-signed or sealed
product record and registry iden-
tity.

Signed manifest, SBOM hash,
build identifier and binary/image
digest.

Serial or installation identifier
plus manufacturer/operator
record.

Operator-signed configuration
profile and instance relation.

Service identifier, endpoint, re-
lease and compatibility claim.

Signature or seal plus issuer iden-
tifier.

Trusted timestamp and retained
certificate/credential status.

Signed data carrier payload,
secure tag, registry proof or
device-assisted resolution.

Qualified seal, authoritative
registry attestation, con-
trolled issuance process.

Reproducible build, con-
trolled build attestation, inde-
pendent verification.

Device certificate, secure ele-
ment, measured boot, remote
attestation or independent
inspection.

Configuration digest,
management-plane attesta-
tion, independent compliance
scan.

Signed service manifest, work-
load identity, deployment
attestation and monitored
interface proof.

Credential/mandate chain,
status, qualified trust service,
dual control.

Archival validation data,
periodic re-sealing, multi-
signature or hybrid transition
proof.

A cloned carrier
can still point to a
valid passport for
another item.
Identity does not
prove product secu-
rity or item authen-
ticity.

A complete mani-
fest can still omit
runtime or exter-
nal dependencies
outside scope.
Compromised
device roots or
cloning remain pos-
sible and require
lifecycle controls.
Dynamic state can
change after obser-
vation.

Cloud internals
may remain opaque;
contractual and
audit evidence re-
mains relevant.
Signature validity
does not prove tech-
nical correctness.
Long-term verifi-
cation depends on
preservation and al-
gorithm migration.

Source: Authors' cryptographic binding model.

3.14.2 Status, revocation, and supersession

Status is multidimensional. An issuer credential can be revoked while a previously issued evi-
dence object remains historically authentic. A mandate can expire while a claim issued within
its validity remains attributable. A claim can be withdrawn, contested, or superseded. A prod-
uct can be supported, unsupported, recalled, decommissioned, or transferred. A vulnerability
claim can be under investigation, affected, mitigated, or fixed. These states should not share
one status code.

Credential status mechanisms, including privacy-preserving status lists, can communicate revo-
cation or suspension [17]. Evidence and product status can use separate registries or signed
status objects. Verifiers must check the correct status dimension at the relevant time. A status
endpoint also becomes an availability dependency; high-assurance deployments can cache signed
status snapshots with expiry and use multiple resolvers.
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3.14.3 Crypto agility and long-lived evidence

CRA evidence can require retention for periods that exceed the safe lifetime of current crypto-
graphic algorithms, certificates, or keys. The architecture therefore records algorithm identifiers,
key identifiers, certificate or credential chains, proof format, signing time, trusted timestamps,
and validation data. It supports key rotation, proof renewal, archival timestamping, and mi-
gration of evidence without changing the underlying claim. A new preservation proof should
reference the original evidence hash and prior proof chain.

For high-assurance or long-lived products, the architecture can support multi-signature or multi-
hybrid cryptography, including parallel conventional and post-quantum proofs during transition.
This is a proposed resilience option, not a CRA or DPP requirement. Semantic claim and
identifier models should allow multiple verification methods and controlled phase-in or phase-out
of cryptographic primitives. The reliance policy determines which combinations are acceptable
at a given time and risk level.

No distributed ledger is required. A ledger can provide ordering, timestamping, or transparency
proofs, but it cannot establish that an issuer was authorised, that an SBOM is complete, that a
device report is genuine, or that disclosure is lawful. Those properties remain functions of the
control plane, evidence methods, and governance.

3.15 Interoperability stack and deployment patterns
3.15.1 Technology-neutral logical profile

The reference architecture is intentionally compositional. No existing standard covers product
identity, organisational authority, composition, vulnerability, assessment, lifecycle, access, and
long-term status as one complete stack. Interoperability therefore requires profiles that combine
standards while preserving their distinct scopes. The profile records the exact edition and
conformance level used for every evidence object.

Table 28: Candidate interoperability stack for a CRA-capable DPP

Candidate standards or

Function

mechanisms

Use in the architecture

Boundary

DPP exchange, iden-
tifiers and carrier

Industrial digital
twin

Composition and
provenance

Security advisories
and VEX

OJEU-cited EN 18216, EN 18219,
EN 18220 and related DPP stan-
dards.

Asset Administration Shell meta-
model, APIs, submodels, and
ABAC security model.

SPDX, CycloneDX, signed build
attestations, product and package
identifiers.

OASIS CSAF, CycloneDX
VEX/VDR, supplier advisories.
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Statutory DPP discovery,
exchange, product identi-
fiers, carriers, access and
lifecycle interoperability.

Industrial product/system
representation and con-
trolled submodels for evi-

dence references and opera-

tional state.

SBOM, HBOM, service,
cryptographic, Al/data,
and runtime composition
with provenance.

Affected products, ex-
ploitability status, reme-
diation, action statements
and machine-readable dis-
semination.

Presumption con-
cerns covered ESPR
DPP requirements,
not CRA cybersecu-
rity controls.

AAS does not it-
self establish issuer
authority or CRA
conformity [46].

Exact profile and
completeness must be
declared; identifiers
require mapping.
Issuer authority,
product binding,
freshness and evi-
dence method remain
additional.



Function

Candidate standards or
mechanisms

Use in the architecture

Boundary

Claims and presenta-
tions

Identifiers and reso-
lution

Status and revoca-
tion

Policy and access

Schema and seman-
tics

Transport and feder-
ation

W3C Verifiable Credentials Data
Model, JOSE/COSE secured cre-
dentials, signed JSON/CBOR, el-
DAS seals and attestations.
URI/URN schemes, statutory DPP
identifiers, registries, DIDs where
governed appropriately.

Credential status lists, certificate
status, signed evidence-status ob-
jects, DPP registry versioning.
ABAC/PBAC, ODRL, XACML-
like policies, policy-as-code, data-
space usage controls.

JSON-LD Schema, SHACL, con-
trolled vocabularies, RDF/JSON-
LD or equivalent typed models.

Secure APIs, registered delivery,
data-space connectors, verifiable

Portable, tamper-evident
claims and selective presen-
tations.

Persistent subject and
evidence identifiers, ser-
vice endpoints, key and
verification-method resolu-
tion.

Revocation, suspension,
withdrawal, expiry and
supersession.

Purpose, role, mandate,
product scope, risk and
evidence-aware decisions.

Structural validation, rela-
tion validation, legal-status
tagging, cross-standard
mappings.

Federated evidence resolu-
tion and controlled cross-

presentations, offline evidence pack- company exchange.

ages.

Credential format
does not determine
legal effect or evi-
dence sufficiency.
Identifier governance
and legal-person map-
ping must be explicit.

Different status di-
mensions must re-
main separate.
Policy correctness
and legal basis re-
quire governance and
testing.

Schema validity is
not factual or legal
conformity.

Transport security
does not replace data
provenance or author-

ity.

Source: Authors' interoperability analysis; standards are implementation candidates, not uni-
versally mandated choices.

3.15.2 API and resolver functions

A conforming implementation should expose functions rather than one monolithic document
download. Core functions include resolving a product subject; retrieving the current and his-
torical subject graph; requesting an authorised evidence presentation; verifying claim integrity,
status, authority, and freshness; resolving composition and affected-product relations; submit-
ting an authorised lifecycle event; recording supersession; querying support and update state;
exporting an evidence package; and returning a policy decision receipt. Each response identifies
schema, and profile versions.

Query semantics are critical. "Show vulnerabilities for model M" differs from "identify instances
in deployment D that run affected release R and lack verified mitigation X". The latter requires
composition, release, installed-state, configuration, and freshness evidence. The API should
return unknown or evidence-incomplete states explicitly rather than treating missing relations
as negative results.

3.15.3 Deployment models
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Table 29: Deployment models for CRA-capable evidence services

Principal risks and

Model Description Strengths controls

Central repository Passport and most evidence are  Simple operations, con- Provider concentration,
stored by one manufacturer or sistent query interface, lock-in, confidentiality
DPP provider. strong local governance.  aggregation and outage;

require export, backup,
independent verification
and continuity.
Federated resolution  Evidence remains with authorita- Preserves provenance, Endpoint availability,
tive issuers; the passport stores reduces replication, sup-  inconsistent policies and
identifiers, relations, hashes, sta- ports supplier autonomy  status; require signed

tus and access endpoints. and selective disclosure. snapshots, caching, com-
mon profiles and service
continuity.
Hybrid registry and  Registry provides product and Balances interoperability, Governance complexity;
evidence graph actor discovery; graph metadata search, confidentiality, require clear source of
and critical claims are shared; de- provenance and continu-  truth, bitemporal state
tailed artefacts remain federated. ity. and conflict handling.
Offline evidence pack- Signed export contains manifest, Supports air-gapped as-  Can become stale; re-
age claims, artefact hashes, selected sets, inspections, long- quire expiry, source cut-
evidence, status snapshot and term archive and provider off, later synchronisation
validation instructions. failure. and preserved status
evidence.

Source: Authors' deployment model comparison. The hybrid model is the preferred reference
implementation, but no topology is legally mandated.

3.16 Conformance profiles and validation rules
3.16.1 Minimum capability profiles

Not every product requires the same evidence granularity or assurance. The architecture de-
fines three cumulative implementation profiles. They are authors' design profiles and do not
correspond to CRA product classes or conformity modules. The profile selected depends on
product category, intended use, operating environment, support model, safety and availability
implications, and relying-party needs.

Table 30: Proposed CRA-capable DPP implementation profiles

Required subject and evidence Control-plane
Profile coverage requirements Typical use
Core Product Evidence Model and release subjects; manufac- Accountable issuer, in- Software re-
Profile turer identity; scope and intended use; tegrity proof, source- leases and
applicable requirements; risk and control  status tags, basic role products
mapping; release-bound SBOM; support access, export and conti- where in-
period; CVD contact; public advisories; nuity. stance state is
declaration and conformity route; status not available
and lineage. or required
for the deci-
sion.
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Required subject and evidence Control-plane

Profile coverage requirements Typical use
Operational Assurance Core plus instance, deployment and Scoped mandates, zero- Connected
Profile remote-service subjects; installed ver- trust PDP/PEP, fresh- devices,
sion; configuration profile; VEX; update,  ness policies, selective dis- managed
rollback, recovery and support events; closure, decision receipts fleets, enter-
affected-instance resolution; operator evi- and escalation. prise soft-
dence. ware deploy-
ments, cloud-
dependent
products.
High-Assurance Cyber- Operational plus stronger device/service Segregation of duties, Critical in-
Safety Profile attestation, independent assessment evi- high-assurance legal- frastruc-
dence, safety-baseline links, change gates, person and mandate ture, safety-

dual control, fine-grained audit, long-term verification, multi-source relevant
proof preservation and crypto-agility plan. evidence, continuity and  cyber-physical
offline operation. systems, long-
lived indus-
trial and en-
ergy assets.

Source: Authors' proposed implementation profiles. They are not legal CRA categories.

3.16.2 Structural, factual, and legal validation

Validation occurs at three levels. Structural validation checks schema, required fields, identifiers,
value types, signatures, hashes, and graph cardinalities. Semantic validation checks controlled
vocabularies, relation meaning, subject granularity, status transitions, and cross-standard map-
pings. Evidentiary validation evaluates method, authority, subject binding, completeness, fresh-
ness, contradictions, and limitations. Legal conformity assessment then applies the relevant law,
route, presumption, and decision authority. A system must not present success at one level as
success at another.

Representative validation rules include: every release-bound SBOM must identify the exact
release and hash; every current vulnerability claim must identify source cutoff and review time;
every installed-version observation must identify the observation method and instance binding;
every draft-standard reference must be tagged as draft; every OJEU presumption claim must
identify the covered clauses and essential requirements; every superseded claim must point to
a successor or reason; every restricted evidence object must have an enforceable access policy;
and every conformity decision must identify open findings and the decision authority.

Minimum criterion for the term "CRA-capable" (authors' design)

An implementation should not be described as CRA-capable unless it can represent source status, the
five-subject model, accountable issuer authority, release-bound composition, temporal claim status,
requirement-to-evidence traceability, vulnerability and update lifecycle evidence, access-controlled disclosure,
append-only lineage, export and continuity, and scoped reliance decisions without an unqualified global
compliance flag.

3.17 Threat model for the DPP evidence infrastructure
3.17.1 Adversarial and systemic failure modes

The DPP evidence service becomes security-relevant infrastructure. Its compromise can hide
vulnerable products, misdirect updates, disclose sensitive architecture, or create false regulatory
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assurance. The threat model therefore covers malicious actors, compromised issuers, insider

misuse, implementation error, stale data, dependency failure, and governance failure.

The

service itself can constitute a product with digital elements depending on how it is supplied and
used; its own CRA scope must be assessed separately.

Table 31: Threats and required architecture controls

Threat

Failure mode

Architecture controls

Residual
governance
issue

Issuer impersonation
or key compromise

Valid signer without
authority

Subject substitution
or cloned carrier

Stale evidence replay

Evidence omission or
selective favourable
view

Graph or resolver

poisoning

Equivocation across
recipients

Unauthorised disclo-

sure

Provider outage or
cessation

Policy or automation
error

Cryptographic obsoles-

cence

Forged SBOM, VEX, update,
test, or conformity evidence.

Employee, workload, or agent
issues a claim outside role or
product scope.

Valid evidence is applied to an-
other model, release, instance,
or item.

Expired VEX, support, status,
configuration, or installed-
version claim remains current.
Relevant finding, component,
incident, or contradictory evi-
dence is hidden.

Identifiers, endpoints, rela-
tions, or mappings redirect the
verifier to false evidence.

Issuer presents inconsistent
claims to customers, assessors
and authorities.

SBOM, architecture, logs, per-
sonal or incident data are ex-
posed.

Evidence, status, or resolver
becomes unavailable during
support or retention period.

Incorrect rule permits reliance,
blocks urgent action, or out-
puts false assurance.

Old proofs cannot be validated
or become forgeable.

Legal-person verification, creden-
tial and key status, timestamps,
rotation, dual control, anomaly de-
tection, revocation and re-issuance.
Mandate verification, prod-
uct/action scope, segregation of
duties, PDP/PEP enforcement and
decision receipt.

Persistent identifiers, release di-
gests, device credentials, attesta-
tion, registry proof and cross-state
comparison.

Validity, source cutoff, review time,
signed status, supersession, fresh-
ness policy and event triggers.
Completeness declarations, required
graph relations, multi-source ev-
idence, authority access, signed
query and disclosure receipts.
Signed registry metadata,
DNS/TLS and resolver controls,
content addressing, multiple resolu-
tion sources and monitoring.

Claim identifiers, transparency or
audit logs, signed presentations,
authority cross-check, historical
snapshots.

ABAC/PBAC, encryption, selective
disclosure, data minimisation, pur-
pose limitation, audit and incident
response.

Export, backup, escrow or continu-
ity provider, open formats, offline
packages, multiple resolvers and
recovery tests.

Versioned policy, testing, explain-
able reasons, change approval, sim-
ulation, monitoring and human
escalation.

Algorithm metadata, trusted time,
archival validation, re-sealing,
crypto agility, multi-hybrid tran-
sition where justified.

Timely detec-
tion and liability
allocation.

Quality of en-
terprise role
governance.

Cost and feasi-
bility of strong
physical bind-
ing.
Availability of
authoritative
status sources.
Audit rights
and sanctions
for deliberate
omission.
Governance of
namespaces and
registries.

Legitimate
redaction must
be distinguish-
able from fac-
tual inconsis-
tency.

Balancing trans-
parency, trade
secrets and secu-
rity.

Funding and
legal responsibil-
ity for long-term
continuity.
Responsibility
for automated
decisions.

Migration gov-
ernance and
long-term trust
anchors.

Source: Authors' threat model.
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3.17.2 Security properties of the evidence infrastructure

The architecture seeks authenticity, integrity, availability, confidentiality, accountability, non-
equivocation, traceability, recoverability, and controlled transparency. It does not promise im-
mutable truth. Evidence can be wrong, incomplete, or contested. The system makes those lim-
itations visible, preserves provenance, and allows correction without erasure. This is a stronger
and more realistic property than an immutable database containing unverified assertions.

3.18 Worked example: managed enterprise router with remote controller
3.18.1 Initial release and deployment

A fictional managed enterprise router, XR-200, illustrates the architecture. Manufacturer A
creates a model subject M-XR200 and declares intended use, operating environment, support
period, CRA classification, and conformity route. It releases software build R-3.4.0, signs a
release manifest and SBOM, links the applicable draft EN 304 627 requirements, and retains
risk, test, and assessment artefacts. A conformity snapshot records that the draft standard does
not yet provide OJEU presumption.

Instance 1-0147 is commissioned by Operator O at site D-BER-EDGE-07. The device reports
installed release R-3.4.0 through a management agent. The operator issues a configuration claim
for deployment profile DP-CRITICAL-BRANCH and records approved deviations from the
manufacturer secure default. The router depends on manufacturer-controlled remote controller
service S-5.8. The service is represented separately, with a compatibility relation to R-3.4.0 and
a support relation to the deployment.

3.18.2 Vulnerability and remediation sequence

A new vulnerability source identifies a flaw in component 1ibQ version 2.1. The manufacturer
correlation service produces a candidate match against the SBOM for R-3.4.0. Product-specific
analysis confirms that the vulnerable function is reachable through the remote-management
interface in the deployed configuration. Manufacturer A issues an affected VEX claim, a public
advisory, a temporary mitigation, and a remediating release R-3.4.1. The claim states source
cutoff, affected range, method, evidence, residual risk, and review time.

The evidence graph resolves instances that run R-3.4.0 and deployments in which the interface is
enabled. 1-0147 is included. The operator policy requires a change window because the router
supports an essential site connection. The cyber-safety-availability gate permits temporary
operation for 48 hours under the mitigation and schedules installation. This decision is recorded
as a scoped conditional permit, not a green product-compliance status.

At the change window, the device verifies the update signature, hash, target model, and anti-
rollback policy. It installs R-3.4.1, reports the resulting version, and produces an attested
boot measurement. The management service verifies connectivity, policy enforcement, and
configuration. The update campaign record closes for 1-0147. The earlier affected VEX claim
remains in history; a fixed claim and new conformity snapshot supersede it for the remediated
release and instance state.
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Table 32: Evidence timeline for the XR-200 example

Step

New or changed evidence

Control-plane decision

Current state
represented

1. Model regis-
tration

2. Release
R-3.4.0

3. Instance
commissioning

4. Remote
service relation

5. Candidate
vulnerability

6. Affected
VEX and miti-
gation

7. Conditional
continued op-
eration

8. Update
R-3.4.1

9. Installation
and verifica-
tion

Model identity, manufacturer, intended
use, support, scope and classification.

Signed manifest, SBOM, risk/control
mapping, tests, draft-standard map-
ping, conformity snapshot.

Instance identity, installed-version
observation, operator configuration
and acceptance.

Service S-5.8 identity, release, compati-
bility, support and dependency.

Source snapshot, component correla-
tion and affected product range.

Reachability test, affected claim, ad-
visory, mitigation, residual risk and
review time.

Deployment risk, essential-availability
impact, mitigation verification and
expiry.

Signed package, new SBOM, fixed
claim, test and compatibility evidence.
Package verification, installation re-
ceipt, installed-version attestation and
post-check.

Manufacturer authority veri-
fied; release issuance permit-
ted.

Internal-control authority ap-
proves release within defined
scope.

Operator mandate permits
commissioning and configura-
tion claim.

Manufacturer service author-
ity verified.

Evidence incomplete; policy
escalates to product-specific
analysis.

Manufacturer authority per-
mits publication; operator
receives restricted detail.
Operator PDP returns con-
ditional permit for 48 hours
and schedules update.

Update approved for target
instance and change window.
Policy permits campaign
closure for 1-0147.

M-XR200 is the regu-
lated model subject.

R-3.4.0 is assessed
but draft standard
provides no OJEU
presumption.

1-0147 runs R-3.4.0 in
D-BER-EDGE-07.

Deployment depends
on manufacturer-
responsible service
S-5.8.

Candidate match,
not yet an affected
verdict.

R-3.4.0 and 1-0147
affected; temporary
mitigation available.
Operation allowed
within a narrow time
and configuration
scope.

Remediating release
available.

Instance runs R-3.4.1;
fixed claim current;
earlier evidence re-
tained.

Source: Authors' illustrative example. Product and identifiers are fictional.

3.18.3 Example queries and bounded answers

The example supports distinct queries. A public user can ask whether XR-200 is supported and
whether an urgent update affects release R-3.4.0. An operator can ask which managed instances
are affected, which mitigation applies, and whether installation succeeded. A conformity asses-
sor can inspect the release-bound SBOM, source snapshots, reachability test, draft-standard
mapping, and open findings. An authority can reconstruct the manufacturer decision, com-
munications, campaign coverage, and historical state. Each party receives a different evidence
view, but all views refer to the same subject and claim identifiers.

A question such as "Is XR-200 CRA compliant?" is rejected as under-specified. The system
requests a subject, release or instance, time, requirement scope, conformity route, and intended
decision. It can then return a scoped statement, for example: "For instance -0147 at 17:00 UTC
on date T, installed release R-3.4.1 was attested, the applicable update and known-exploitable-
vulnerability controls were supported by evidence set E, no open high-severity finding was
recorded for those controls, and the operator policy permitted continued operation. This state-
ment is not a general legal conformity determination."
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3.19 Architecture traceability and specification for Part III

The reference architecture is complete only if it implements the design requirements derived in
Part 1. Table 33 groups the traceability relation. Detailed clause-level traceability will later be

maintained in a machine-readable requirements register and bibliography package.

Table 33: Traceability from Part I design requirements to Part II architecture

Design
requirements

Part II mechanism

Primary architecture output

DR-01, DR-14, DR-20,
DR-22

DR-02, DR-03, DR-05,
DR-06
DR-04, DR-09, DR-11

DR-07, DR-08, DR-21

DR-10, DR-12, DR-13,
DR-15
DR-16, DR-18

DR-17

DR-19

Source-status metadata, requirement-to-evidence
graph, validation layers, scoped conformity snap-
shots and bounded decisions.

Five-subject model, persistent identifiers, state
comparison and independent remote-service sub-
ject.

Release-bound composition, verifiable claim en-
velope, integrity proofs, bitemporal and freshness
metadata.

Control plane, legal-person identity, roles, man-
dates, zero-trust PDP/PEP and decision receipts.

Status and supersession, vulnerability/VEX state

model, update lifecycle and support-state evidence.

Append-only lifecycle lineage and cyber-safety
change gate.

Evidence-tier model, selective disclosure, restricted
artefacts and policy audit.

Federated custody, open profiles, export, offline
package, backup, status snapshots and crypto
agility.

Legally accurate traceability
without an unqualified compli-
ance flag.

Correct attribution to model,
release, instance, deployment
and service.
Integrity-protected, time-
bounded evidence with prove-
nance.

Accountable and policy-
authorised issuance, disclosure
and reliance.

Dynamic post-market evidence
and continuous conformity.
Attributable modifications, sec-
ond life, decommissioning and
safety-aware updates.
Confidentiality, data minimisa-
tion and role-appropriate trans-
parency.

Provider-independent continuity
and long-term verifiability.

Source: Authors' traceability analysis.

Part III evaluates this architecture through operational and sector-specific implementation pat-
terns. The evaluation tests whether the subject model reduces ambiguity, whether the evidence
graph improves exposure analysis and conformity operations, whether the control plane supports
accountable cross-company automation, whether selective disclosure preserves legitimate confi-
dentiality, and whether the cyber-safety interface supports controlled updates in systems where
availability or physical harm matters. The analysis will compare software products, connected
devices, remote-service products, industrial systems of systems, and repaired or second-life
products.

4 Part III - Operational Value and Sector Implementation

This Part answers RQ3 and advances RQ4 by evaluating how the reference architecture devel-
oped in Part II supports operational decisions across cybersecurity, conformity, lifecycle man-
agement, and functional-safety change control. The evaluation is analytical and scenario-based.
It identifies the causal mechanisms through which a CRA-capable DPP can improve a decision
process, the evidence needed for that improvement, and the conditions under which the value
claim fails. It does not claim measured industry-wide cost savings, risk reduction, or legal
compliance.

The object of evaluation is not the passport interface or data carrier. It is an evidence-enabled
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decision episode: a trigger occurs; the relevant product subject and time are identified; autho-
rised evidence is resolved; a policy or competent person reaches a scoped decision; an action
is taken; and a verifiable receipt closes or escalates the episode. The architecture has opera-
tional value only where this sequence is more precise, timely, accountable, or reusable than the
counterfactual process based on static technical files, disconnected asset inventories, manually
exchanged spreadsheets, and unverified supplier statements.

4.1 Evaluation design and analytical scenarios
4.1.1 Decision episode as the unit of analysis

A decision episode is represented by the tuple

d = (trigger, subject, context, time, authority,

evidence, decision, action, receipt, residual uncertainty)

This unit preserves the distinction between information availability and decision quality. A
technically valid SBOM can be irrelevant if it refers to the wrong build. A current VEX
statement can be insufficient if the deployment configuration is unknown. An attested installed
version can be unusable if the observer lacks authority or the decision requires an independent
assessment. Evaluation must therefore test the complete chain rather than the presence of
isolated artefacts.

The counterfactual is a conventional fragmented process. Product identity resides in product
lifecycle management; software composition in CI/CD tooling; device state in a configuration-
management database or fleet service; vulnerabilities in a security platform; conformity evidence
in a document repository; operator configuration in an OT or cloud system; and organisational
authority in contracts, directories, or email. Such systems can be individually mature. The
weakness arises where a cross-company decision depends on reliable joins among them and

where the join itself is not versioned, attributable, or reproducible.

Table 34: Analytical evaluation criteria for CRA-capable DPP decision episodes

Criterion

Positive evaluation condition

Failure condition

Legal-scope fidelity

Subject precision

Temporal correctness
Evidence traceability

Authority and ac-
countability
Operational action-
ability

Controlled trans-
parency
Interoperability and
portability
Cyber-safety compat-
ibility

Auditability and
reproducibility

Correctly distinguishes CRA scope, exclu-
sions, product category, conformity route,
and adjacent regimes.

Binds each claim to model, release, in-
stance, deployment, remote service, or
lifecycle node.

Records valid time, recorded time, source
cut-off, freshness, expiry, and supersession.
Connects requirement, control, method,
result, artefact, issuer, and subject.
Verifies issuer identity, role, mandate, sta-
tus, and decision authority.

Resolves affected assets, mitigations, up-
date targets, exceptions, and closure evi-
dence.

Discloses the minimum evidence required
for the relying purpose.

Uses stable identifiers, explicit profiles,
export, and independent verification.
Links security changes to safety and
essential-availability decisions.

Preserves inputs, policy, evidence versions,
decision, and receipt.

A technically complete passport is pre-
sented as proof of CRA applicability or
compliance.

Model-level evidence is applied to an un-
verified installed instance.

A formerly correct vulnerability or support
claim is treated as current.

A certificate or score cannot be traced to
the tested configuration.

A valid signature is relied on without proof
that the signer could make the claim.

The system reports a component match
but cannot identify actionable products.

Sensitive SBOMs, logs, vulnerabilities, or
topology are made public by default.
Evidence is locked in one provider or loses
meaning outside one platform.

An urgent patch is installed or deferred
without assessing its safety impact.

A later assessor cannot reconstruct why a
decision was taken.
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Source: Authors' design-science evaluation framework, derived from Parts I and II.

4.1.2 Scenario set

Six recurrent scenarios are used to test the architecture. They cover the periods before market
placement, during normal operation, during incident response, and after modification or support
end. The scenarios are intentionally cross-sectoral. Product-specific controls and conformity
routes remain governed by the CRA, applicable harmonised standards, and sectoral legislation.

Table 35: Analytical scenarios used in Part III

Scenario

Decision question

Minimum evidence scope

S1 - New exploitable
vulnerability

S2 - Urgent security
update

S3 - Remote-service
change or outage

S4 - Support end in a
mixed fleet

S5 - Repair, integra-
tion, or substantial
modification

S6 - Conformity or
market-surveillance
inquiry

Which releases and deployed instances
are affected, and which are not?

Can the update be authorised, deliv-
ered, installed, verified, rolled back, and
closed?

Does a cloud, API, controller, or model
service change the assessed product
state?

Which products remain supported, ex-
posed, or subject to migration and com-
pensating controls?

Who is responsible for the changed prod-
uct and what evidence must be renewed?

Can the responsible actor produce the
correct technical evidence for a defined
product and time?

Component, release, instance, deployment,
remote service; SBOM, VEX, configuration
and freshness.

Release, instance, deployment; package
proof, mandate, installation, attestation,
rollback and recovery.

Remote-service version, compatibility, de-
pendency, incident, support, and deploy-
ment relation.

Model, release, instance, component sup-
port, operator inventory, migration and
exception evidence.

Lifecycle lineage, changed components and
functions, actor mandate, legal assessment,
risk and conformity evidence.

Requirement mapping, standards status,
tests, risk assessment, declaration, post-
market events and access policy.

Source:

Authors' scenario set.

decision competences.

4.1.3 Interpretation limits

The scenarios do not alter statutory reporting channels or

A positive analytical result means that the architecture can represent the evidence and decision
path without internal contradiction and with a plausible implementation route. It does not
establish that an organisation has accurate source data, that suppliers will participate, that
operators will permit device observation, or that a regulator will accept a particular evidence
format. Those questions are treated as governance and external-validity limits in Part IV.

The analysis also rejects a common but weak value claim: more product data do not automati-
cally produce better cybersecurity or compliance. Value depends on subject binding, freshness,
provenance, authority, policy, and action closure. A DPP that increases the volume of unverified
claims can increase false assurance and investigation cost.

4.2 Cybersecurity operations value
4.2.1 From component match to affected deployed product
Security operations commonly begin with a broad signal: a supplier advisory, vulnerability

database entry, incident report, exploit notification, or threat-intelligence observation. The
first correlation against an SBOM produces a candidate set, not an affected-product set. The
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product context must establish whether the component and vulnerable function are present in
the assessed build, whether the affected code path is reachable, whether the deployed configu-
ration enables the path, whether a remote service changes exposure, and whether an effective
mitigation or fixed release has been verified.

For a vulnerability v, decision context ¢, and time t, the architecture resolves an affected-
instance set rather than equating component presence with exploitability:

A(v,q,t) = {i| installed(i,t) = r; contains(r,c); applies(v,c,);

reachable(v, i, g, t); no effective mitigation or fixed state is verified }

The expression is a logical model, not a legal formula. It makes the required joins explicit.
Missing installed-state or configuration evidence produces an unknown state, not a negative
finding. Candidate correlation remains useful for triage, but high-impact actions should be
based on the strongest available product-context evidence. Figure 7 translates this logic into a
verified affected-instance resolution process.

From component signal to verified affected-instance set

The evidence graph converts a broad component signal into a scoped, time-bounded operational decision.

Sl Candidate match Release evidence Installed state Operationallcontext Goicvli==olition
Supplier advisory | ’ ; ) Configuration | exposure | Affected set + response
EUVD/CVE | incident Component < vulnerability SBOM | build | VEX Instance + installed release p priority
NOT AFFECTED AFFECTED MITIGATED UNKNOWN
Vulnerable path absent or unreachable Reachable vulnerability; action required Effective control verified for this context Evidence absent, stale, or contradictory
Op i outputs: product list | pecifi itigation | update target | ication scope | evi backed closure

Source: Authors’ design based on the subject model, SBOM/VEX lifecycle, installed-state evidence, and policy evaluation defined in Part II.
Figure 7: From component signal to verified affected-instance set.

Source: Authors' operationalisation of the evidence graph defined in Part II.

Table 36: Product-context vulnerability states and permitted operational meaning

Permitted operational

State Meaning Required evidence use

Candidate match Affected component iden- SBOM/HBOM and source Prioritise analysis; do not
tifier or version appears in correlation with cut-off time.  yet assert product impact.
composition evidence.

Under assess- Product-specific applicability Build, architecture, interface, = Escalate; preserve uncer-

ment or reachability is unresolved. configuration and test evi- tainty and deadline.

dence.

Affected Vulnerable function is Product-specific analysis, VEX Mitigate, update, notify, re-
present and relevant in the affected state, deployment port where legally required.
product context. relation.

67



Table 36: Product-context vulnerability states and permitted operational meaning

Permitted operational

State Meaning Required evidence use

Mitigated A control reduces exposure  Mitigation instructions, op- Permit conditionally; moni-
for a defined configuration erator implementation and tor expiry and configuration
and time. verification. drift.

Fixed A remediating release is in-  Fixed-release claim, package Close the instance campaign

Not affected

stalled and verified.

Evidence demonstrates ab-
sence, non-inclusion, non-
reachability, or another valid

proof, installed-state observa-
tion, post-check.

VEX rationale, build prove-
nance, architecture or test
evidence.

while retaining history.

Exclude from campaign sub-
ject to evidence freshness.

basis.

Evidence is absent, stale, Explicit evidence gap and
contradictory, inaccessible, or failed resolution record.
not attributable.

Unknown Treat according to risk
policy; never translate un-

known into safe.

Source: Authors' state model, aligned with the VEX and evidence-resolution architecture in
Part II.

4.2.2 Coordinated vulnerability response and Article 14 readiness

Article 14 creates short reporting sequences for actively exploited vulnerabilities and severe
incidents. The CRA-capable DPP does not replace the single reporting platform, the CSIRT
designated as coordinator, ENISA, or manufacturer judgement about whether the legal thresh-
old is met. It can reduce the time required to assemble consistent product, version, impact,
mitigation, and communication evidence and can preserve the evidence package used for each
reporting stage [1, Art. 14].

The strongest contribution is affected-set resolution. A manufacturer can link a vulnerability
to affected release ranges and then resolve known customers, operators, products, services,
or instances under the applicable access and data-protection policy. A later notification can
supersede the early warning without erasing it. The graph records which facts were known at
each stage and which remained estimates. This supports bitemporal reconstruction when the
full scope becomes clear only after investigation.

Table 37: Evidence package for CRA vulnerability and incident response readiness

CRA-capable DPP

Evidence group Content contribution Boundary

The manufacturer re-
mains responsible for
legal scope and com-
pleteness.

Source presence alone
does not prove active
exploitation.

Severity scoring does
not replace legal re-
porting assessment.
Coverage depends on
registration, customer
and installed-state
evidence.

Product scope Product identity, affected mod-
els and releases, relevant re-

mote services.

Supplies structured product
identifiers and version relations.

Identifier, exploitation or inci-
dent state, discovery channel
and time.

Technical impact, users or
functions affected, safety or
availability implications.
Known affected products, re-
leases, operators, geographies
or instances.

Vulnerability or
incident

Links source snapshot, analysis
and later correction.

Impact and sever-
ity

Resolves impact evidence and
controlled sector context.

Produces an evidence-bounded
affected set and unknown set.

Affected popula-
tion
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Table 37: Evidence package for CRA vulnerability and incident response readiness

Evidence group

CRA-capable DPP

Content contribution

Boundary

Mitigation and
corrective measure

Timeline and com-
munications

Closure evidence

Temporary control, fixed re-
lease, deployment instructions
and limitations. evidence.
Early warning, notification,
final report, user notice and
advisory versions.

Installed state, verification,
rollback, residual risk and
unresolved exceptions.

incident closure.

Distributes version-specific ad-
vice and records implementation

Preserves time, recipients, con-
tent hashes and supersession.

Supports campaign and post-

A published patch

is not proof that de-
ployed products are
remediated.

The official reporting
and user-notification
duties remain outside
the DPP service.
Closure is scoped to
observed products and
evidence freshness.

Source: Authors' operational mapping based on [1, Art. 14] and the Part II evidence model.

4.2.3 Patch campaign, rollback, and recovery

A patch campaign is a chain of distinct states. Release publication, delivery, signature verifi-
cation, authorisation, installation, restart, installed-version observation, post-change validation,
rollback, and recovery cannot be collapsed into one update status. The distinction is explicit in
the ETSI drafts for VPN products, network management systems, routers, and firewalls, and it
is necessary for operational closure [29,30, 36, 42].

The DPP graph permits manufacturer and operator evidence to coexist without conflating re-
sponsibility. The manufacturer can prove the identity, integrity, target scope, and security
rationale of the release. The operator can prove scheduling, change approval, installation result,
deployment-specific validation, and any time-bounded exception. A device or trusted man-
agement service can provide an observed or attested installed version. Each source remains

attributable.

Table 38: Patch-campaign stages and closure evidence

Stage

Minimum decision evidence

Primary issuer or
observer

Release authorised
Package delivered

Authenticity verified

Installation authorised

Installation executed

Installed state ob-
served

Post-change validation

Rollback or recovery

Campaign closed or
escalated

Security review, target products, compatibility,

safety /availability decision, signer authority.

Package identifier, hash, source, recipient or target
group, delivery time.

Signature, certificate/status, hash and target-model
validation.

Operator mandate, policy, change window, exception
conditions.

Start/end time, result, error, restart and rollback readi-
ness.

Resulting release, observation method, device binding
and freshness.

Connectivity, security control, application, safety and
availability checks.

Authorised target, reason, anti-rollback exception, out-
come and residual risk.

Known affected denominator, verified remediated set,
unknowns and exceptions.

Manufacturer release and
mandate evidence.
Distribution service receipt.

Device or update client
verification record.
Control-plane decision re-
ceipt.

Device, agent or service
event.

Device attestation or man-
agement observation.
Operator or independent
assessment evidence.
Auditable lifecycle event;
not a silent downgrade.
Scoped campaign receipt
and open-finding list.

Source: Authors' synthesis of CRA update duties and [29, 30, 36,42].

69



4.2.4 Supplier propagation, remote services, and fleet coordination

The final manufacturer remains responsible for the product, but component suppliers can issue
evidence that reduces response latency and ambiguity. A supplier advisory or VEX statement
is linked to the component version and supplier authority. The final manufacturer evaluates its
use in each build, issues a product-specific claim, and resolves affected releases. Operators then
resolve deployed instances and configurations. This staged propagation preserves the legal and
technical distinction between component evidence and final-product responsibility.

Remote data processing solutions require the same discipline. A cloud controller, API, database,
policy service, or model-serving endpoint may change independently from the device. A service
incident or incompatible service release can make a device function unavailable or alter its risk
state without changing local firmware. Representing the service as a separate subject permits
compatibility, support, incident, and dependency evidence to be evaluated without treating the
entire cloud estate as public passport data.

Fleet coordination benefits from a shared subject graph but not necessarily from a shared
database. Manufacturers, suppliers, service providers, and operators can retain authoritative
evidence in their own systems. The resolver obtains current, authorised claims, verifies status
and mandate, and records the evidence versions used. This federated pattern is especially
important where operators cannot disclose asset locations or configurations to all suppliers and
where manufacturers cannot expose confidential build information to the public.

4.2.5 Operational metrics and residual uncertainty

The architecture supports operational indicators, but the indicators must not be presented as
legal compliance scores. A metric is valid only for a defined population, evidence cut-off, and
observation method. The unknown population must remain visible. For example, a remediation
rate calculated only over online devices can materially overstate fleet closure.

Table 39: Proposed operational indicators for evidence-enabled cybersecurity management

Indicator Definition Required qualification

Evidence coverage Subjects with current minimum evidence /  Population definition and required evi-
subjects in the declared population. dence profile must be explicit.

Installed-state fresh- ~ Age distribution of the latest trusted version Offline or unmanaged assets remain

ness observation. unknown, not current.

Affected-set resolution Affected, not affected, mitigated, fixed and  State definitions and source cut-off
unknown counts for a vulnerability. must be retained.

Verified remediation Verified fixed instances / known affected Exclude unverified delivery; disclose

completion instances. unknown affected population.

Contradiction backlog Open conflicts among supplier, manufac- Conflict count measures evidence qual-
turer, device, operator or assessor claims. ity, not product risk by itself.

Unsupported exposure In-use instances or releases past support end, Support status does not establish ex-
grouped by consequence and mitigation. ploitability but changes residual risk.

Exception discipline Open exceptions, expired exceptions, and An approved exception is not equiva-
exceptions without verified compensating lent to remediation.
controls.

Decision latency Time from signal to scoped decision and Useful for process improvement; not
from decision to verified closure. a statutory threshold unless law or

contract provides one.

Source: Authors' proposed metrics. They are management indicators, not CRA conformity
measures.
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4.3 Compliance operations value
4.3.1 Dynamic technical-documentation index

The CRA technical documentation remains the legally relevant evidence set. A CRA-capable
DPP can serve as a dynamic, access-controlled index that binds each requirement to its ap-
plicability rationale, control, assessment method, evidence artefact, issuer, subject, result, and
validity. The architecture does not require every confidential artefact to be copied into the
passport service. It requires that the artefact can be resolved, its integrity and provenance can
be verified, and the relationship to the assessed product can be reconstructed.

This model addresses a frequent documentation failure: the technical file contains a correct test
report, but the report is not linked to the software build later placed on the market. Release-
bound evidence and conformity snapshots make the boundary explicit. Where a component,
build process, remote service, or intended-use profile changes, the system can identify which
requirement mappings and tests require review. It cannot determine sufficiency without the
competent technical and legal assessment.

4.3.2 Conformity snapshots and standards status

A conformity snapshot records what was assessed, against which legal requirements and stan-
dards, under which route, on what evidence, by whom, and with which open findings. It also
records source status. A draft ETSI requirement, a final European standard, an OJEU-cited
harmonised standard, a common specification, and a cybersecurity certificate have different le-
gal effects. The DPP must preserve these distinctions and must not silently upgrade a draft
mapping when a standard is later cited.

The use of snapshots supports continuous documentation without turning conformity into a
permanent runtime flag. A product can retain a valid pre-market declaration while an installed
instance becomes operationally exposed because it was not updated. Conversely, an instance
can be technically remediated while a revised product release still requires formal documentation
or assessment before market placement. The evidence graph allows both facts to coexist.

4.3.3 Market surveillance and economic-operator accountability

A market-surveillance request is a controlled evidence query. The authority may require the
risk assessment, technical file, test evidence, standards mapping, vulnerability analysis, update
process, support-period basis, and post-market records. Role- and purpose-based access permits
the authority to receive complete evidence while the public resolver remains limited to user-
facing information. The disclosure receipt records the request, legal basis, released evidence,
version, and time.

Economic-operator identity and lineage are equally material. Manufacturer, authorised repre-
sentative, importer, distributor, integrator, repairer, and modifying actor claims must remain
distinguishable. The control plane verifies the legal person and mandate; the evidence plane
records the product event. This supports the ten-year traceability duty without implying that
every actor is legally responsible for every claim [1, Arts. 21-23].

4.3.4 Substantial modification and responsibility transition

Substantial modification is a legal and technical decision, not a database event that can be
inferred from a component-count threshold. The DPP can assemble the facts needed for the
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decision: original intended purpose, changed functions, altered interfaces, new components,
security and safety impact, updated risk assessment, actor identity, and whether the changed
product is made available on the market. The competent organisation then determines whether
a new manufacturer role and conformity process arise.

Where responsibility changes, the graph creates a new lineage node and does not overwrite
the original product history.
be reused only within its valid scope. The new responsible actor issues the modified-product
identity, composition, support commitment, risk assessment, and conformity evidence. This

Original manufacturer evidence remains attributable and can

pattern is central to repair, remanufacturing, integration, and second-life markets.

Table 40: Compliance workflows supported by the CRA-capable DPP

‘Workflow

Evidence resolved

Automatable
contribution

Reserved decision

Scope and classifica-
tion

Risk assessment

Standards selection

Technical documen-

tation

Post-market mainte-
nance

Article 14 reporting
readiness

Market surveillance

Modification and
second life

Product scope, exclusions, core
functionality, important/critical
category and intended use.
Assets, threats, foreseeable use,
controls, residual risk and support
assumptions.

Edition, clauses, OJEU status,
partial application and coverage.

Architecture, components, SBOM,
tests, processes, update solution
and declaration.

New vulnerabilities, VEX, updates,
support changes, incidents and
corrections.

Affected products, timeline, im-
pact, mitigation, corrective mea-
sure and users.

Authority request, evidence release,
audit trail and corrective action.

Changed product, actor, purpose,
composition, risk and conformity
evidence.

Validated source data and
legal analysis.

Requirement-control-
evidence graph and ver-
sioning.

Automated status and
traceability checks.

Integrity, completeness,
subject and freshness vali-
dation.

Event lineage, supersession

and open-finding detection.

Structured evidence pack-
age and communication
targets.

Purpose-bound disclosure
and reproducible evidence
package.

Lineage and responsibility-
transition package.

Scope determination
and legal classifica-
tion.

Adequacy and pro-
portionality of the
assessment.
Whether the chosen
standards sufficiently
cover the product.
Technical truth and
sufficiency of evi-
dence.

Regulatory response
and risk acceptance.

Whether the thresh-
old is met and what
must be reported.
Authority findings
and enforcement deci-
sion.

Whether modification
is substantial and who
becomes manufac-
turer.

Source: Authors' compliance-process mapping based on [1].

4.3.5 Boundary of compliance automation

The architecture can automate verification of syntax, identifiers, signatures, status, clause refer-
ences, evidence freshness, required relationships, and policy rules. It can detect missing, stale,
contradictory, or wrongly scoped evidence. It can calculate affected sets and prepare structured
documentation packages. These functions reduce clerical work and improve auditability.

The architecture must not autonomously assert legal compliance where the decision depends on
interpretation, technical sufficiency, proportionality, independence, or sector-specific judgement.
A policy engine can deny a transaction because mandatory evidence is missing. It cannot
transform complete evidence into a legally binding conformity decision unless the applicable
law assigns that decision to the authorised process and actor represented in the control plane.
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Table 41: Boundary between automated evidence processing and reserved compliance decisions

Decision class Examples

Suitable for deterministic au- Schema and identifier validation; signature and status checks; evidence-hash

tomation verification; source-status tagging; mandatory-field and graph-cardinality
rules; freshness and expiry alerts; affected-version resolution; campaign cover-
age; access enforcement.

Suitable for decision support Risk prioritisation; evidence assurance vector; conflict detection; test-coverage
gaps; substantial-modification fact package; safety-impact screening; draft
report preparation; supplier evidence comparison.

Requires competent human or CRA scope; product core functionality; risk acceptability; sufficiency of con-

legally authorised process trols and tests; substantial-modification conclusion; conformity assessment;
Article 14 threshold; market-surveillance finding; functional-safety acceptance;
liability allocation.

Prohibited presentation A universal green compliance badge; a permanent "CRA compliant" state; an
OJEU presumption based on a draft; an unknown evidence state presented as
not affected; a platform registration presented as product conformity.

Source: Authors' automation-boundary model.

4.4 Business and lifecycle value
4.4.1 Procurement and supplier assurance

A buyer can express evidence requirements as machine-readable procurement conditions rather
than as a general security questionnaire. Examples include support until a defined date, a
release-bound SBOM, current exploitability evidence, a secure-update mechanism, an identi-
fied remote-service dependency, a remediation commitment, and conformity evidence for the
intended deployment. The control plane can verify that the supplier or assessment body is
authorised to issue the requested claims. The evidence plane can disclose a complete artefact
or a bounded proof, depending on purpose and confidentiality.

This supports comparative supplier assurance but does not create a universal product score.
A supplier may provide strong evidence for one release and weak evidence for another. An
independent test can be strong but stale. A complete SBOM can coexist with poor remedi-
ation performance. Procurement rules should therefore apply mandatory gates and explicit
dimensions rather than compress all evidence into one ranking.

4.4.2 Maintenance, service, warranty, and support

Maintenance decisions require the correct product state. A service provider can resolve the
approved replacement component, compatible firmware, security advisory, update package, con-
figuration profile, warranty or support entitlement, and required post-maintenance checks. The
resulting repair or update event is attributed to the service organisation and linked to the af-
fected instance. This reduces the risk that a functionally compatible component silently changes
cybersecurity or safety assumptions.

Support entitlement and regulatory support period must remain distinct. A commercial service
tier can provide faster response, monitoring, or extended support. It cannot reduce the statu-
tory duties that apply to the manufacturer. The passport should expose the actual support
state, responsible provider, covered product and release, and end date without presenting paid
evidence access as a condition for legally required user information.
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4.4.3 Targeted campaigns and customer communication

Product recalls, security campaigns, and service notices are often over-broad because manu-
facturers cannot reliably distinguish affected releases and instances. Subject-specific evidence
permits more precise targeting. A campaign can be limited to a component batch, software
release, configuration, remote-service dependency, or deployed instance set. The manufacturer
can record which recipients received which advisory and which products reached verified closure.

Targeting must not be confused with narrowing legal duties. Where the evidence population is
incomplete, the manufacturer may need to communicate broadly. The DPP makes the limitation
visible by separating confirmed affected, confirmed not affected, and unknown populations.

4.4.4 Residual value, refurbishment, and second life

A used or refurbished product has value only if a buyer can understand its identity, installed
state, remaining support, modifications, reset status, unresolved vulnerabilities, and responsible
economic operator. The DPP lineage can preserve original evidence while adding repair, own-
ership transfer, secure data removal, component replacement, and new support commitments.
This is especially material for long-lived industrial assets, energy systems, building equipment,
and batteries.

The mechanism can support residual-value and insurance decisions, but the evidence should be
treated as an input rather than a valuation or underwriting outcome. A passport cannot prove
physical condition, future exploitability, or absence of undisclosed modifications unless relevant
observation and assessment evidence is provided. Strong business claims require later empirical
validation.

4.4.5 Value conditions and implementation cost

Business value is expected to be highest where product state changes frequently, installed fleets
are large or distributed, multiple organisations contribute evidence, support periods are long,
and the same evidence is reused across procurement, cybersecurity, compliance, maintenance,
and second life. Value is lower for short-lived products with no update path, no remote de-
pendency, one responsible actor, and few downstream decisions. This is a qualitative design
proposition, not a quantified return-on-investment model.

Table 42: Business-value mechanisms, enabling conditions, and principal risks

Process

Value mechanism

Enabling condition

Principal risk

Procurement and
onboarding

Supplier manage-
ment

Maintenance and
field service

Targeted recall or
security campaign

Reusable proof of identity, support,
composition, vulnerability process,
conformity route and deployment
fit.

Component provenance, support
state, advisory quality, update
responsiveness and unresolved
findings.

Correct parts, releases, configu-
ration, work instructions, update
and post-check evidence.

Narrower affected set, better com-
munication and verifiable closure.
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Evidence profiles, supplier
mandates, selective disclo-
sure and current status.

Federated supplier evidence
and product-specific final-
manufacturer analysis.

Instance identity, authorised
service role and lifecycle
event capture.

Current installed-state and
customer /operator relations.

Automating accep-
tance of complete
but weak evidence.

Treating supplier
evidence as transfer
of manufacturer
responsibility.
Unverified observa-
tions or unautho-
rised modification.
False precision
where fleet evidence
is incomplete.



Table 42: Business-value mechanisms, enabling conditions, and principal risks

Process

Value mechanism

Enabling condition

Principal risk

Warranty and sup-
port service

Transparent entitlement, response
level, support end and responsible

provider.

Resale, refurbish-
ment and second
life

Risk transfer and
financing

Remaining support, reset, modifi-
cation, component and vulnerabil-
ity history.

Evidence input for due diligence,
residual risk and control condi-

tions.

Contract and statutory sup-
port states kept separate.

Append-only lineage and
new responsibility evidence.

Independent assessment and
explicit model limitations.

Using commercial
terms to obscure
legal obligations.
Assuming digital his-
tory proves physical
condition.
Presenting a DPP
score as an actuarial
or safety guarantee.

Source: Authors' analytical business-value model. Effects require empirical validation.

Table 43: Principal implementation costs and governance responses

Cost or risk area

Why it arises

Required response

Source-system integra-
tion

Evidence quality

Identity and mandate

governance

Confidentiality and
trade secrets

Operational continuity

Long-term cryptogra-
phy

Governance and liabil-
ity

PLM/ALM, CI/CD, SBOM, vulnerabil-
ity, fleet, service, quality and conformity
systems must expose stable, versioned evi-
dence.

Poor identifiers, incomplete SBOMs, stale
configurations and ambiguous ownership
can undermine the graph.

Cross-company claims require legal-person
identity, roles, delegation, status and sepa-
ration of duties.

Composition, tests, topology and incidents
may be sensitive.

A DPP provider or supplier may cease oper-

ation or withdraw evidence.

Long-lived assets outlast algorithms, certifi-
cates, services and key owners.

More visible evidence can reveal contradic-
tions, delays and responsibility gaps.

Begin with high-value evidence and
preserve authoritative ownership rather
than replicate everything.

Define validation profiles, data-quality
owners, evidence gaps and supplier esca-
lation.

Use verifiable organisational authority
and record reliance decisions.

Separate discovery from disclosure; re-
lease claims, proofs or controlled arte-
facts by purpose.

Provide export, backups, persistent iden-
tifiers, independent verification and
continuity plans.

Maintain crypto agility, timestamping,
re-sealing and evidence-preservation
procedures.

Define correction, dispute, reliance and
escalation rules; do not suppress adverse
evidence.

Source: Authors' implementation analysis.

4.5 Functional safety and essential availability
4.5.1 Cybersecurity evidence as a safety-case dependency

The CRA targets cybersecurity. Functional safety remains governed by sectoral legislation,
safety standards, and competent safety processes. The interaction is nonetheless operationally
unavoidable. Regulation (EU) 2023/1230 requires machinery within both regimes to satisfy
the CRA cybersecurity requirements and the Machinery Regulation essential health and safety
requirements. It also addresses protection against corruption and the safety and reliability of
control systems [47].

A CRA-capable DPP supports co-assurance by binding the safety baseline to the exact hard-
ware, firmware, software, configuration, network component, cryptographic state, and remote
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service on which the safety argument depends. A cybersecurity event can then trigger a safety-
impact review when it changes a referenced subject or assumption. The safety case remains
authoritative within its own lifecycle and access regime.

4.5.2 Cyber-safety update gate

An urgent security update can reduce cyber risk while creating new timing, resource, availability,
diagnostic, or control-path risk. Conversely, deferring an update can preserve a validated safety
baseline while leaving an exploitable interface exposed. The architecture therefore requires an
authorised change gate that evaluates both dimensions and records the decision as approved,
conditionally approved, deferred, or prohibited. EN 304 631 provides a direct standards example
by allowing product-specific limits on automatic updates where essential-function availability
or safety would face unacceptable risk [37]. Figure 8 depicts the resulting cyber-safety decision
and evidence-closure workflow.

Cyber-safety update decision and evidence closure

Security urgency is evaluated together with functional-safety and essential-availability constraints.

Cyber assessment Safety and availability

Controlled execution

Security trigger Authorised change gate
. 5 Affected subjects | severity | Functions | timing | resources | e Change window | update | rollback
CVE | exploit | supplier advisory mitigation fallback Approve | condition | defer | prohibit oS
—
condition / defer . execute
/
/
/
/
/
/
/
Time-bounded exception g Post-change verification
Owner | compensating controls | expiry | review trigger | /1 Installed version | attestation | configuration | safety and service
target state prohibit / decision only e
/
/
/
/
/
/
/
’
/
;
New evidence state
Update receipt + safety decision + residual risk + superseding conformity snapshot

Source: Authors' co-assurance workflow. The DPP links cybersecurity and safety evidence but does not replace a sectoral safety case or decision authority.

Figure 8: Cyber-safety update decision and evidence closure.

Source: Authors' co-assurance workflow informed by [37,38,47].

Table 44: Cybersecurity changes that can invalidate functional-safety or availability assumptions

Cyber event

Potential safety or availability
effect

Required linked evidence

Unauthorised parameter
or configuration change

Security update or library
replacement

Deferred patch

Rollback

Unsafe setpoint, disabled protection,
changed operating envelope.

Changed timing, memory, interfaces,
diagnostics, toolchain or failure be-
haviour.

Known exposure remains because im-
mediate change threatens availability
or validated safety state.

Restores prior function but may rein-
troduce a known vulnerability or in-
compatible service state.
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Approved baseline, actor authority, pa-
rameter diff, safety-function impact and
restoration proof.

Release diff, safety-impact analysis, re-
gression tests, approved deployment and
rollback state.

Exception owner, threat and safety anal-
ysis, compensating controls, expiry and
target release.

Authorised target, anti-rollback decision,
vulnerability status, safety baseline and
post-check.



Table 44: Cybersecurity changes that can invalidate functional-safety or availability assumptions

Potential safety or availability

Cyber event effect Required linked evidence

Remote-service outage or Loss of control, monitoring, authen- Dependency relation, local fallback, recov-

change tication, update, alarm or decision ery test, service compatibility and incident
support. state.

Cryptographic migration Changed boot, communication, key Crypto profile, performance and timing
size, latency, hardware load or trust  tests, dual-operation plan, key and certifi-
anchors. cate lineage.

Sensor, log, or time- Incorrect safety response, missing Authenticated source, time assurance, in-

source compromise event sequence, unreliable forensic tegrity, plausibility checks and contradic-
evidence. tion handling.

Source: Authors' co-assurance analysis; the table does not replace sector-specific hazard analy-
sis.

4.5.3 Time-bounded exceptions and compensating controls

A deferred update is represented as a controlled exception, not as a successful security state.
The exception identifies the responsible authority, affected products and deployments, decision
rationale, threat exposure, safety or availability constraint, compensating controls, monitoring,
expiry, review triggers, and approved target state. The policy engine can prevent the excep-
tion from being silently renewed and can escalate where evidence of the compensating control
becomes stale.

Examples include isolating an industrial controller while a safety-certified release is prepared,
disabling a vulnerable remote interface, restricting operation to a local mode, adding network
monitoring, or scheduling a grid asset update during an approved outage window. The effective-
ness of each control must be verified in the actual deployment. A generic mitigation instruction
is not an operator implementation receipt.

4.5.4 Runtime validation and limitation of the DPP

Post-change evidence should include the installed release, configuration, boot or runtime mea-
surement where appropriate, connectivity, safety function, alarm, recovery, and essential-service
checks. High-assurance deployments may require independent or dual-control approval. Where
the product cannot provide attestation, the observation method and its limitations must be
stated.

The DPP cannot determine that a system is safe merely because the approved versions are
present. Physical degradation, environmental conditions, hidden common-cause failures, sensor
drift, and process hazards remain outside a purely digital evidence graph unless relevant obser-
vations are supplied. The architecture provides traceable configuration and change evidence to
the safety process; it does not replace hazard analysis, validation, certification, or operational
safety management.

4.6 Reusable implementation patterns

The architecture is implemented through recurring patterns rather than one universal passport.
The patterns differ in subject coverage, evidence sources, access needs, and operational deci-
sions. They can coexist for one product ecosystem. A BESS, for example, may use component
passports for security controllers, release passports for firmware, instance passports for devices,
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a system-of-systems passport for the site, a remote-service passport for the energy-management
platform, and modification lineage for second-life conversion.

4.6.1 Software-release passport

The software-release pattern is the minimum implementation for browsers, VPN software, STEM,
operating systems, security tools, and other software products. The primary subject is a signed
release or build. Core evidence includes product identity, intended use, support period, release
manifest, SBOM, build provenance, known-exploitable-vulnerability analysis, update channel,
advisories, conformity mapping, and supersession. A package identifier, repository reference,
API, or signed manifest can replace a physical data carrier.

A release passport cannot establish the state of a customer deployment. Where deployment
assurance is required, the operational pattern adds installed-version and configuration evidence.
The distinction prevents a vendor release claim from being interpreted as proof that every
customer is patched.

4.6.2 Connected-device and fleet passport

This pattern adds a persistent physical or logical instance, installed release, device or man-
agement observation, configuration profile, update receipt, rollback and recovery evidence, and
operator relation. It is suitable for routers, gateways, smart-home devices, wearables, industrial
controllers, scanners, charging equipment, and other managed fleets. Stronger device binding
can use certificates, secure elements, measured boot, or remote attestation where proportionate.

4.6.3 Remote-service passport

A manufacturer-controlled remote service is represented separately where it is necessary for a
product function or materially changes cybersecurity, availability, or compatibility. Evidence
includes service identity, responsible legal person, release or change state, API or protocol ver-
sion, product compatibility, support, incidents, vulnerabilities, and service-to-deployment de-
pendencies. The public view should disclose the dependency and support consequences without
revealing internal cloud topology.

4.6.4 Industrial system-of-systems passport

A system integrator composes component and release evidence into an approved architecture
and deployment. The system passport references controllers, operating systems, network in-
terfaces, security products, applications, sensors, gateways, remote-maintenance services, and
safety systems. It adds the system-level risk assessment, integration tests, approved configura-
tion, operator responsibilities, change process, and combined conformity evidence. Component
passports remain authoritative for their own subjects.

4.6.5 Component and supplier passport

The component pattern supports software libraries, firmware, hardware modules, network in-
terfaces, security chips, operating-system components, and other supplier inputs. It provides
stable component identity, version or revision, supplier, origin, support period, composition or
subcomponent evidence, vulnerabilities, advisories, updates, certification, and status. The final
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manufacturer evaluates the component in product context and does not outsource final-product
responsibility to the supplier credential.

4.6.6 Substantial-modification and second-life passport

This pattern creates a successor product state and, where the legal analysis requires it, a new
responsible manufacturer. It records the original product, changed purpose, components, soft-
ware, configuration, safety and cybersecurity impact, new support commitment, and renewed
conformity evidence. It is suited to remanufacturing, customised machinery, second-life batter-
ies, refurbished connected devices, and major system upgrades. Append-only lineage prevents
the changed product from inheriting claims beyond their valid scope. Figure 9 compares the
evidence subjects required by the principal implementation patterns.

Implementation patterns and required evidence subjects

Different products reuse one architecture but require different combinations of model, release, instance, deployment, service, and lineage evidence.

Evidence subjct o Somesd | Remolesenice ndusiisen - Component modicain

second life
Product model . . . . . .
HW / SW release . . . ' ‘ ‘
Physical or logical instance ‘ O . O ‘
Deployment / configuration O . . . .
Remote processing service O . . . O
Lifecycle / responsibility lineage O . . . . .

@ required subject (O conditional or decision-dependent subject not normally required

Source: Authors’ implementation-pattem synthesis. The pattern does not determine CRA scope or conformity route; those remain product-specific legal decisions.

Figure 9: Implementation patterns and required evidence subjects.

Source: Authors' implementation-pattern synthesis.

Table 45: Comparison of CRA-capable DPP implementation patterns

Dominant evidence

SBOM, build, VEX, up-
date, support, conformity

Pattern Subject coverage Part II profile Typical domains

Core Product Evi-
dence Profile.

Software release ~ Model, release; op-

tional deployment

Enterprise soft-
ware, browsers,

and service.

Connected device
/ fleet

Model, release, in-
stance, deployment,

service, lineage.

Remote-service
product

Model, release, ser-
vice, deployment and

compatibility.

Industrial system
of systems

All five subject layers
plus integration and

safety baseline.

mapping.

Installed state, configura-
tion, update, attestation,
operator events.

Service change, API, de-

pendency, incident, sup-

port and availability.

Component graph, ar-
chitecture, configuration,
integration tests, change
gate.
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Operational Assur-
ance Profile.

Operational Assur-
ance Profile.

High-Assurance
Cyber-Safety Pro-
file.

VPN, OS, SIEM.
Routers, gateways,
smart home, wear-
ables, charging.
Cloud-managed
products, SaaS-
dependent devices,
AT services.
Machinery,
robotics, BESS,
buildings, OT.



Table 45: Comparison of CRA-capable DPP implementation patterns

Pattern Subject coverage Dominant evidence Part II profile Typical domains

Component / Component Composition, provenance, Core or federated Semiconductors,

supplier model/revision, re- support, vulnerability, supplier profile. firmware, libraries,
lease, supplier and update, certification. network modules.
lifecycle.

Modification / Original and succes- Modification, new pur- Operational or Refurbishment,

second life sor subjects, instance, pose, risk, support, reset  High-Assurance remanufacturing,
deployment and re- and conformity evidence. Profile. second-life batter-
sponsibility lineage. ies and machines.

Source: Authors' pattern comparison. Profiles are proposed architecture profiles, not CRA
product classes.

4.6.7 Public, operator, assessor, and authority views

The implementation pattern does not determine disclosure. A consumer-facing view should
answer practical questions: whether the product remains supported, the current supported
release, whether an urgent advisory applies, how to update or reset the product, how to report
a vulnerability, and how to decommission or remove data. Operator views can add composition,
configuration, installed state, VEX, service dependencies, and campaign evidence. Assessors
and authorities can receive the full restricted technical evidence under purpose-bound access.

This multi-view model is necessary for software products with no physical DPP carrier and for
industrial products where the public cannot receive the detailed architecture. The stable product
identifier and resolver connect the views while policies prevent the passport from becoming either
an empty public label or an uncontrolled technical-file publication channel.

4.7 Sector implementation and applicability boundaries
4.7.1 Enterprise software, cloud platforms, and cybersecurity products

This sector has the most direct relationship to the 17 ETSI Public Enquiry drafts. Browsers,
password managers, antimalware, VPN products, network management systems, SIEM, boot
managers, PKI software, operating systems, virtualisation stacks, and firewalls are covered by
product-specific drafts [26-42]. The dominant passport subject is the software release. Com-
position, build provenance, exploitability analysis, update, support, and conformity evidence
therefore form the minimum profile.

Operational value increases when the software is deployed as a managed service or on customer
infrastructure. The deployment profile can identify the installed release, enabled features, plu-
gins, runtime services, orchestration components, remote dependencies, and configuration. For
virtualisation and container stacks, EN 304 635 demonstrates why runtime and orchestration
dependencies are part of the evidence graph rather than an optional appendix [41].

Sensitive content requires strict access control. Password vault content, private keys, detailed
detection logic, exploit instructions, tenant topology, and raw logs remain outside unrestricted
passport data. The DPP exposes claims, capability statements, hashes, and controlled evidence
references.
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4.7.2 Network and telecommunications equipment

Routers, internet modems, switches, network management systems, network interfaces, VPN
products, and general firewalls map directly to the ETSI corpus. The highest operational
value lies in fleet evidence: installed firmware, update checking, configuration profile, remote
controller dependency, support end, and verified remediation. EN 304 627 directly supports the
release-to-installed-version binding [36].

Telecommunications network functions require additional sector mapping. EN 304 642 remained
an early work item at the evidence cut-off and was not included in the clause-level corpus.
Network operators may also be subject to NIS2 risk-management and incident duties. The
CRA-capable DPP can provide product evidence to those operator processes but does not
replace network-level risk assessment, service resilience, or NIS2 reporting [25,48].

4.7.3 Smart homes, connected buildings, toys, and wearables

Smart-home assistants, smart-home security products, internet-connected toys, and specified
personal wearables are important CRA product categories and are covered by EN 304 631-634.
Their implementation requires a dual audience. Consumers and parents need clear support,
update, cloud-dependency, reset, data-removal, and urgent-advisory information. Manufactur-
ers and authorities need restricted composition, vulnerability, logging, harm, recovery, and test
evidence [37-40].

Connected-building systems add an integration layer. A camera, access controller, alarm panel,
gateway, building-management application, and cloud service may be individually assessed but
create new dependencies when integrated. A building-level system passport can record approved
topology, local fallback, service dependencies, recovery tests, and maintenance events while
retaining component passports and responsibilities.

4.7.4 Industrial machinery, robotics, and operational technology

Connected machinery, industrial controllers, engineering software, robot control, gateways,
remote-maintenance products, operating systems, and network interfaces can fall within CRA
scope. Machinery that is also a product with digital elements must meet both the CRA and
Machinery Regulation requirements [1], recital 53; [47]. This makes the industrial system-of-
systems and High-Assurance Cyber-Safety profiles the relevant patterns.

The system integrator needs evidence for component compatibility, approved firmware, net-
work architecture, remote access, safety baseline, change control, and operator configuration.
The product evidence graph can reduce ambiguity between an OEM release, an integrator
configuration, and the state installed at a plant. It also supports maintenance and substantial-
modification analysis when a controller, safety function, or remote service is replaced.

Standards scope must remain explicit. EN 304 636 excludes industrial operational-technology
products and points to prEN 50770-1. A passport must not cite the general firewall draft as
evidence for an OT appliance outside its scope [42]. Sector-specific industrial standards and
assessment methods must be recorded as separate profiles.

4.7.5 Energy systems, batteries, charging, and grid equipment

Potential CRA-relevant products include smart meter gateways, grid and plant gateways,
connected inverters, battery-management systems, energy-management systems, charging
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equipment, heat-pump controllers, flexibility-control platforms, and remote monitoring services.
Smart meter gateways and certain secure cryptoprocessing devices are critical CRA product
categories [1, Annex IV]. Long asset lives, mixed supplier stacks, remote control, and high
availability make support and installed-state evidence material.

The Battery Regulation requires a battery passport from 18 February 2027 for each LMT
battery, each electric-vehicle battery, and each industrial battery with a capacity greater than 2
kWh. The passport contains information concerning the battery model and information specific
to the individual battery [49, Art. 77]. It can share identifiers, lifecycle events, and access
mechanisms with CRA evidence, but it does not by itself demonstrate the cybersecurity of the
battery-management system, inverter, energy-management system, gateway, or remote service.

A BESS therefore requires a hierarchy. Pack, BMS release, inverter, container or system, site
deployment, gateway, energy-management service, and remote-maintenance service remain dis-
tinct subjects. Swapping a pack, replacing a controller, changing grid-service configuration, or
converting a battery to second life creates a new system state and can trigger cybersecurity,
safety, and conformity review. A container- or system-level DPP should reference component
passports rather than erase pack identity and lineage.

4.7.6 Automotive and mobility ecosystems

Products covered by the motor-vehicle type-approval cybersecurity regime under Regulation
(EU) 2019/2144 are excluded from the CRA to the extent specified by Article 2. This exclusion
must be recorded explicitly and must not be inferred for every product used in an automotive
context [1, Art. 2].

EV charging equipment, general fleet software, workshop and diagnostic tools, aftermarket
devices, connected accessories, energy equipment, and enterprise ICT may remain within CRA
scope depending on their own product function and market placement. Battery-passport duties
also continue for qualifying EV batteries. A mobility evidence architecture therefore needs a
regulatory-scope node for each product and must keep vehicle type-approval, battery, CRA, and
operator evidence separate but linkable.

4.7.7 Healthcare, medical, and pharmaceutical operations

Medical devices and in vitro diagnostic medical devices covered by Regulations (EU) 2017/745
and 2017/746 are excluded from the CRA under the specified conditions. General-purpose
operating systems, network products, identity systems, gateways, security software, and building
or logistics equipment used in healthcare can still fall within CRA scope. A hospital deployment
should therefore avoid treating the sector of use as the legal classification of every product [1, Art.
2].

In pharmaceutical manufacturing and distribution, CRA-relevant products can include pack-
aging and inspection machinery, warehouse scanners, cold-chain sensors, industrial gateways,
remote-maintenance software, operating systems, and network-security products. The DPP
can separate regulated process or product-quality evidence from the CRA evidence of the dig-
ital equipment. Shared identifiers can support incident analysis where a cyber event threatens
product integrity, cold-chain continuity, or manufacturing availability.
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4.7.8 Semiconductors, secure elements, and security components

The CRA important and critical categories include security-related microprocessors, microcon-
trollers, ASICs and FPGAs, tamper-resistant processors and controllers, hardware security de-
vices, secure cryptoprocessing products, smartcards, and secure elements. Commission Imple-
menting Regulation (EU) 2025/2392 further defines the technical descriptions of important and
critical categories [50]. Not all categories were represented by a final ETSI Public Enquiry draft
at the evidence cut-off.

A component passport can record hardware revision, firmware, supplier and manufacturing iden-
tity, security functionality, supported cryptographic primitives, vulnerability and advisory state,
update capability, certification, support period, and lifecycle status. The final manufacturer can
reference this evidence in its product risk assessment and composition graph. Device authen-
ticity and hardware-rooted binding can also strengthen instance evidence, but the presence of
a secure element does not prove the security of the complete product.

4.7.9 Al, edge Al, and physical AI

An Al-enabled product can combine an operating system, container runtime, model-serving
software, drivers, accelerator firmware, network interfaces, tools, remote APIs, and a connected
physical device. Each subject can change independently. The architecture therefore keeps the
AT model or model version separate from the product release and deployment. Model cards,
Al-system documentation, and Al Act registration serve different purposes and should not be
relabelled as CRA evidence.

CRA Article 12 creates a regulatory bridge for products with digital elements that are also
high-risk Al systems. Where the CRA conditions are met, the product can be deemed to meet
the AT Act Article 15 cybersecurity requirements to the extent covered by the CRA declaration.
The risk assessment must also consider Al-specific attack paths such as data poisoning and
adversarial manipulation [1], Art. 12; [51], Art. 15.

A CRA-capable DPP can bind the model-serving release, container image, tool connectors,
drivers, accelerator firmware, remote model service, update state, and device attestation to
the deployed AI function. For physical Al, the safety interface also requires authenticated
sensors, secure input/output paths, approved control policies, human hand-back conditions,
and evidence that a software or model change remains within the validated operating envelope.

4.7.10 Logistics, food, agriculture, and retail

Connected scanners, warehouse robots, tracking devices, refrigeration controls, processing and
packaging machinery, edge gateways, point-of-sale systems, farm automation, and remote-
monitoring products can fall within CRA scope according to their own characteristics. These
sectors are not represented by one dedicated ETSI vertical draft, so the manufacturer must use
the horizontal CRA requirements and the applicable product and sector standards.

The main value lies in fleet and system evidence. An operator can identify affected devices,
verify updates, maintain local fallback, and link cybersecurity state to cold-chain, processing,
or logistics continuity. The DPP should not absorb transactional traceability or food-safety
data unless those data are needed for a defined product-security or assurance decision.
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4.7.11 Aerospace, marine, defence, and other scope boundaries

Products certified under the civil-aviation framework and equipment within the Marine Equip-
ment Directive are excluded under CRA Article 2. Products developed or modified exclusively
for national-security or defence purposes, and products specifically designed to process classi-
fied information, are also outside the general regime under the conditions stated by the CRA.
General enterprise ICT, ground systems, logistics products, and non-certified equipment used
by these sectors require separate scope analysis [1, Art. 2].

The evidence architecture remains technically useful in excluded sectors, but the claim must
change. It can be described as a product evidence or cyber-assurance passport, not as proof of
CRA duties that do not apply. Evidence access may also be subject to security classification,
export control, or sector-specific authority. The passport must record the applicable legal basis

and disclosure restriction.

Table 46A: Sector implementation matrix: software, connected products, industry, and energy

Sector

CRA applicability
boundary

Dominant
pattern

High-value evidence

Primary
decisions

Enterprise soft-
ware and cyberse-
curity

Network and tele-
com equipment

Smart home and
connected build-
ings

Toys and wear-
ables

Industrial ma-
chinery and
robotics

Energy and
BESS

Generally CRA in scope
where the product defini-
tion is met; many impor-
tant/Class 11 categories.
Routers, switches, inter-
faces, management, VPN
and firewalls directly cov-
ered; network functions
need further sector map-
ping.

Important categories for
specified assistants and se-
curity products; integrated
building system requires
system analysis.

Specified internet-
connected toys and non-
medical wearables are
important categories.
CRA can apply alongside
Machinery Regulation;
product and integration
scope is case-specific.
Digital controllers, gate-
ways and services can

be in scope; smart me-
ter gateways are critical
category.

Software-release
plus deployment
and service.

Connected fleet and
remote service.

Connected device
and system of sys-
tems.

Connected device
with consumer
view.

High-assurance
system of systems.

System of systems
plus battery and
component pass-
ports.

Release SBOM/VEX,
build, update, support,
conformity mapping.

Installed firmware, config-
uration, controller depen-
dency, patch and support.

Consumer sup-
port/advisory, cloud de-
pendency, fallback, recov-
ery, restricted tests.

Support, update, reset,
data removal, harm-
sensitive evidence and
cloud dependency.
Component graph, ap-
proved configuration,
safety baseline, remote
access, change gate.
BMS/inverter /EMS re-
leases, installed state, site
configuration, support and
second-life lineage.

Vendor, en-
terprise Sec-
Ops, assessor.

Manufacturer
and network
operator.

Consumer,
facility oper-
ator, author-
ity.

Parent /user,
manufacturer,
authority.

OEM, inte-
grator, plant
operator.

OEM, inte-
grator, asset
operator, grid
actor.

Source: Authors' sector mapping based on [1,26-42,47,49].
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Table 46B: Sector implementation matrix: mobility, health, components, Al, logistics,

and excluded

regimes
CRA applicability Dominant Primary
Sector boundary pattern High-value evidence decisions
Automotive and  Type-approved vehicle Scope-aware con- Regulatory scope, charg-  OEM, charg-
mobility products under Regulation nected product and ing or software release, ing operator,
(EU) 2019/2144 excluded; battery linkage. battery identity, support  workshop,
adjacent chargers, tools, and modification. fleet.
aftermarket and ICT as-
sessed separately.
Healthcare and Covered medical de- Release, connected  Scope boundary, updates, Provider,
pharma vices/IVDs excluded; fleet and industrial network dependencies, manufacturer,
general ICT and manufac- system. cold-chain or production  operator.
turing/logistics equipment availability.
can remain in scope.
Semiconductors Important/critical CRA Component and Revision, firmware, secu-  Component

and secure com-
ponents

Al, edge and
physical Al

Logistics, food,
agriculture and
retail

Aerospace, ma-
rine and defence

categories; standards cov-
erage remains incomplete.

CRA applies to qualifying
product with digital ele-
ments; Article 12 bridges
defined high-risk Al cyber-
security requirements.
General CRA scope based
on each connected prod-
uct; no single vertical
ETSI draft.

Specified certified avi-
ation, marine and de-
fence/security products
excluded; adjacent general
ICT analysed separately.

supplier passport.

Deployment plus
service and cyber-
safety profile.

Fleet and industrial
system.

Scope-bound assur-
ance passport.

rity function, certification,
vulnerability, lifecycle and
authenticity.

Runtime, model-serving
release, drivers, tools, re-
mote service, attestation
and Al-specific risks.

Installed state, gate-

way /service dependency,
update, fallback and conti-
nuity evidence.

Legal basis, classification,
product release, restricted
evidence and authority.

supplier and
final manufac-
turer.

AT provider,
product man-
ufacturer,
operator.

Equipment
maker and
operator.

Sector au-
thority, man-
ufacturer,
operator.

Source: Authors' sector mapping based on [1,50,51].

4.8 Cross-sector scenario evaluation

4.8.1 Scenario A: exploitable library in a virtualisation stack

A supplier identifies an actively exploited vulnerability in a runtime library used by a container
execution stack. A static process can correlate the library against vendor SBOMs but may not
know which product builds include the vulnerable function, which clusters run those builds, or
whether an admission controller, plugin, or mitigation changes exposure. The CRA-capable
DPP links the supplier advisory to the release-bound runtime composition required by EN 304
635, records product-specific VEX, and resolves deployed clusters through installed-version and
configuration evidence [41].

The resulting decision episode separates candidate clusters, confirmed affected clusters, miti-
gated clusters, fixed clusters, and unknown clusters. The vendor prepares Article 14 evidence
where the legal threshold is met; operators schedule updates according to service criticality;
installation and post-change evidence close each deployment. The analytical improvement is de-
cisional specificity. It depends on current cluster inventory, configuration evidence, and supplier
participation.
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4.8.2 Scenario B: BESS controller update with safety and grid-availability con-
straints

A BMS or energy-management controller requires an urgent security update. The BESS provides
grid services and cannot be taken offline without an approved operational window. The update
also changes communication and memory behaviour relevant to protection logic. A static battery
passport identifies the battery and sustainability data but cannot establish the controller release,
remote service, site configuration, or safety impact.

The CRA-capable system passport resolves affected BMS instances, related packs and contain-
ers, inverter and gateway dependencies, remote-service compatibility, and the approved safety
baseline. The cyber-safety gate permits a temporary mitigation for a defined period, records
compensating controls, schedules the update, verifies package authenticity and installed state,
runs protection and grid-interface checks, and issues a new evidence snapshot. The improve-
ment is controlled coordination across manufacturer, integrator, operator, and safety authority.
It depends on clear system hierarchy and change authority.

4.8.3 Scenario C: second-life industrial robot cell

A robot cell is removed from one plant, refurbished, fitted with a new controller and gateway,
integrated into a different safety environment, and placed on the market for a second use. Orig-
inal certificates and software records remain available, but they do not cover the new controller,
network architecture, operating environment, or remote-maintenance service. A passport that
overwrites the original record would obscure responsibility and invalidate traceability.

The modification pattern creates a successor product and deployment state. It retains origi-
nal OEM evidence, identifies the refurbisher and integrator, records changed components and
intended use, supports the substantial-modification analysis, links new SBOM and support
commitments, and requires renewed cyber-safety assessment. The improvement is accountable
lineage and evidence reuse without inappropriate inheritance. It depends on access to original
evidence and a competent legal conclusion about manufacturer responsibility.

Table 47: Cross-sector scenario evaluation

Scenario

Core problem

Evidence resolved

Analytical value
mechanism

Critical
dependency

A - Virtualisation
vulnerability

B - BESS con-
troller update

Release and deploy-
ment ambiguity across
runtime, plugins and

Cyber urgency con-
flicts with safety and
grid availability.

Supplier advisory, runtime
SBOM, VEX, installed
cluster state, configuration

and update receipts.

BMS/EMS releases, site
configuration, remote ser-
vices, safety baseline, ex-

Affected-cluster res-
olution and verified
campaign closure.

Time-bounded mit-
igation, authorised
change window and

Stale inventory
or incomplete
transitive com-
position.
Unclear sys-
tem hierarchy
or decision

ception and post-checks. co-assurance closure.  authority.
C - Second-life Original evidence no  Original lineage, modifi- Responsibility tran- Unavailable
robot cell longer covers modified cations, new composition, sition and scoped OEM evidence
product and deploy-  intended use, support, risk evidence reuse. or incorrect
ment. and conformity evidence. substantial-
modification
conclusion.

Source: Authors' scenario evaluation. Products and scenarios are illustrative.
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4.9 Findings and implementation priorities for Part IV
4.9.1 Cross-sector design propositions
The scenario and sector analyses support a set of design propositions. They are propositions for

evaluation, not empirical findings about deployed markets. Part IV tests their legal accuracy,
technical coherence, interoperability, security, scalability, governance requirements, and failure

modes.

Table 48: Design propositions carried into Part IV

Proposition

Claim

Part IV evaluation focus

P1 - Subject separa-
tion

P2 - Temporal evi-
dence

P3 - Authority before
reliance

P4 - Contextual ex-
ploitability

P5 - Verified installa-

tion

P6 - Cyber-safety
gating

P7 - Federated disclo-

sure

P8 - Conditional busi-

ness value

P9 - Bounded automa-
tion

Operational assurance improves when model, release,
instance, deployment and remote-service claims can-
not be silently substituted for one another.
Vulnerability, support and conformity decisions re-
quire valid-time, recorded-time, source cut-off, expiry
and supersession.

Cryptographic integrity is insufficient without legal-
person identity, mandate, role and status.

SBOM correlation becomes actionable only when
combined with product-specific VEX, configuration
and installed state.

Publishing an update is not equivalent to remediat-
ing a fleet.

Safety and essential-availability constraints require
authorised, time-bounded exceptions and post-
change evidence.

Evidence resolution and selective disclosure can pre-
serve authority and confidentiality better than uni-
versal replication.

Value increases with state volatility, fleet scale, actor
distribution, decision criticality, lifecycle duration
and evidence reuse.

Automated validation can support but must not re-
place reserved legal, conformity and safety decisions.

Test query correctness and
false-assurance cases.

Test retrospective incident and
stale-evidence scenarios.

Test forged, expired and over-
broad authority claims.

Test affected-set precision and
unknown-state handling.

Test delivery, installation, at-
testation, rollback and closure
states.

Test urgent patch and deferred-
update scenarios.

Test provider failure, access
policy and independent verifi-
cation.

Test sector patterns and imple-
mentation cost assumptions.

Test policy outputs, human es-
calation and prohibited claims.

Source: Authors' propositions derived from Parts I-I1I.

4.9.2 Phased implementation sequence

The architecture should be implemented incrementally. A manufacturer does not need high-
assurance device attestation, full EBW integration, and sector-wide federation before it can
create value. It does need a stable subject model and governance boundary from the beginning.
Otherwise early identifiers and evidence objects become difficult to reconcile later.

Table 49: Phased implementation sequence for CRA-capable DPP capability

Phase Primary work Minimum output

Phase 0 - Scope and Define products, legal regimes, subject granularity, actors, Approved scope model and

governance evidence owners, disclosure classes and prohibited claims. responsibility matrix.
Phase 1 - Core release Establish model/release identifiers, manufacturer iden- Core Product Evidence
evidence tity, intended use, support, SBOM, advisories, standards Profile.

status and conformity mapping.

Add instance, deployment, installed version, configura-
tion, update, rollback, recovery and remote-service rela-
tions.

Phase 2 - Operational
state

Operational Assurance
Profile and fleet queries.
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Table 49: Phased implementation sequence for CRA-capable DPP capability

Phase Primary work Minimum output
Phase 3 - Cross- Add supplier credentials, legal-person verification, man-  Accountable federated
company control plane dates, status, selective disclosure and decision receipts. evidence exchange.
Phase 4 - High assur- Add attestation, independent assessment, safety-baseline High-Assurance Cyber-
ance and safety links, dual control, exception gates and offline continuity. Safety Profile.
Phase 5 - Continuous Measure evidence coverage, freshness, contradictions, Auditable improvement
evaluation campaign closure, unsupported assets and policy perfor- loop and Part IV valida-
mance. tion data.

Source: Authors' implementation sequence.

4.9.3 Boundary for the governance evaluation

Part IIT demonstrates where the architecture can create operational value and where that value
is conditional. The highest-value cases combine dynamic software state, distributed responsibil-
ity, long support periods, large or safety-relevant fleets, and repeated cross-company decisions.
The same features also create the strongest governance risks: confidential evidence, uncertain
authority, provider dependence, stale observations, inconsistent sector rules, and pressure to
replace scoped judgement with a simple compliance label.

Part IV evaluates those risks directly. It examines legal accuracy, interoperability, scalability,
security of the evidence infrastructure, transparency and trade-secret protection, long-term con-
tinuity, provider dependency, dispute and correction mechanisms, and the limits of automated
conformity claims. The evaluation retains the central boundary established in Part I: the CRA-
capable DPP is a proposed product evidence architecture. It is not a DPP mandate created by
the CRA and is not an autonomous source of legal conformity.

5 Part IV - Evaluation, Governance, and Research Implications

Part IV evaluates the CRA-capable DPP as a legal-technical design artefact. The purpose is
not to certify a product, a DPP platform, or a conformity assessment procedure. The purpose
is to test whether the architecture developed in Part II and applied in Part III is internally
coherent, traceable to the legal and standards corpus, secure against foreseeable failure modes,
interoperable across organisations, and governable over the product lifecycle. The evaluation
therefore answers Research Question 4: under which legal, technical, organisational, and evi-
dentiary conditions can the proposed architecture support reliable decisions without overstating
the legal effect of the underlying evidence?

The evaluation is ex ante and analytical. It combines design-science evaluation, legal consis-
tency analysis, architecture threat analysis, conformance-test design, and falsification-oriented
scenario reasoning [21-23,52]. It does not substitute for field trials, formal security proofs,
notified-body assessment, market-surveillance practice, or judicial interpretation. Four evalua-
tion lenses are used throughout: legal fidelity, technical assurance, governance durability, and
bounded automation. The evidence cut-off is 15 August 2026. At that date, the CRA is binding
law, six DPP standards have been cited in the Official Journal for the ESPR requirements they
cover, 17 ETSI CRA draft standards were available as Final Draft European Standards under
Public Enquiry, and the European Business Wallet remains a legislative proposal [1,3,5,20,24].
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5.1 Evaluation method and validity conditions
5.1.1 Design-science claim ladder

A recurrent weakness in digital-compliance architecture is the compression of distinct claims
into one assertion. The fact that an architecture can represent a legal requirement does not
establish that it improves operational performance. The fact that evidence can be signed does
not establish that it is complete or correct. The fact that a policy engine can return a decision
does not give that decision legal effect. This article therefore evaluates the artefact through a
claim ladder. Each higher claim requires evidence that cannot be inferred from the lower level.

Representation validity is the lowest level. It asks whether the subject model and evidence
graph can express the relevant legal and operational distinctions. Decision-support coherence
asks whether those representations can be resolved into bounded, explainable answers. Secu-
rity and resilience potential asks whether the infrastructure can preserve integrity, availability,
confidentiality, provenance, and continuity under realistic threats. Process performance asks
whether organisations achieve faster, more accurate, or less costly outcomes. Legal effect asks
whether an authorised actor or competent body may rely on the evidence for a specific statu-
tory decision. The present study provides strong analytical support for the first two levels,
conditional support for the third, and testable propositions for the fourth. It expressly does not
establish the fifth.

Table 50: Design-science claim ladder and strength of evaluation

Claim level Evaluation question Evidence available in this study Assessment
1. Representation Can the architecture express the  Normative mapping, standards anal- Analytically
validity required subjects, claims, time ysis, design requirements DR-01 to supported.
states, authorities, and lifecycle DR-22, subject graph, evidence ob-
relations without semantic confla- ject model.
tion?
2. Decision-support Can a verifier derive bounded Resolution sequence, policy model, Supported
coherence and explainable answers from the evidence assurance vector, worked within the
represented evidence? examples, cross-sector scenarios. stated as-
sumptions.
3. Security and re-  Can integrity, authority, confiden- Threat model, control design, Conditionally
silience potential tiality, status, availability, and provider-neutral continuity model, supported;
continuity be protected under negative test cases. implementa-
foreseeable threats? tion assur-
ance remains
necessary.
4. Operational and  Does the architecture improve Causal mechanisms and proposed Plausible
economic perfor- exposure precision, patch closure, measures, but no field dataset or and testable;
mance audit effort, service delivery, or controlled deployment study. not empiri-
residual value? cally estab-
lished.
5. Legal effect and  Does the evidence establish CRA  Legal boundary analysis only. Legal Not estab-
conformity conformity or create a presump-  effect depends on applicable law, lished by the
tion of conformity? assessment route, OJEU status, and  architecture.

accountable decision-maker.

Source: Authors' evaluation framework, informed by [21-23,52].

5.1.2 Hard admissibility gates and gradable assurance

The evaluation distinguishes admissibility from assurance quality. Certain conditions are binary
for a given decision. Evidence about the wrong product release is not made useful by a high-
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quality signature. A claim issued outside the issuer's authority is not repaired by semantic
completeness. A revoked or expired mandate cannot be offset by a favourable vulnerability
score. These conditions form hard gates. For a decision episode d, the minimum admissibility
condition is represented as:

G(d) = L(scope) AS(subject) A A(authority) Al (integrity) AT (time) A P(purpose) A M (minimum)

The terms denote legal-scope compatibility, subject match, issuer authority, cryptographic and
record integrity, temporal validity and status, lawful purpose and access, and the presence of
the minimum evidence required by the applicable policy. Where a mandatory gate fails, the
safe result is denial, isolation, or escalation. A favourable average score must never override a
failed gate.

After admissibility is established, assurance remains multidimensional. The evidence assurance
vector introduced in Part II is retained rather than collapsed into a universal score:

Q(d) = (provenance, freshness, completeness, consistency,

independence, observability, continuity, residual uncertainty)

A relying party may apply purpose-specific thresholds or weights to this vector for triage. The
policy version, weights, thresholds, missing evidence, and residual uncertainty must remain
visible in the decision receipt. This model prevents the term "CRA-compliant score" from being
used as a substitute for legal analysis or conformity assessment.

Table 51: Hard admissibility gates and gradable evidence-assurance dimensions

Gate or Gradable
dimension Question Failure result after gate?
Legal scope Is the product, actor, claim, and in- Reject the claimed legal ef-  No.
tended decision within the relevant legal fect or refer for legal determi-
regime and assessment route? nation.
Subject match Does the evidence identify the exact Reject or resolve the subject No.

model, release, instance, deployment, or mismatch.
remote service at issue?

Issuer authority Was the issuer authorised, competent, Reject, suspend reliance, or  No.
and within mandate scope when the escalate.
claim was issued?
Integrity and prove- Is the artefact intact and cryptographi- Reject as inadmissible. No.
nance cally or procedurally bound to its issuer
and subject?
Time and status Was the claim valid at the relevant event Reject current reliance; re- No.
time and is it not revoked, withdrawn, tain only as historic evi-
or superseded? dence.
Purpose and access Is the requested processing lawful, nec-  Deny or reduce disclosure. No.

essary, and permitted for the requester
and purpose?

Minimum evidence Does the policy-defined minimum set Deny or escalate as incom- No.
exist, including mandatory negative or plete.
exception evidence?

Provenance quality How directly does the evidence originate Lower assurance or require Yes.
from an accountable and authoritative corroboration.

source?
Freshness How recent is the observation relative to Shorten validity, flag stale Yes.
the volatility of the claim? state, or reacquire.
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Table 51: Hard admissibility gates and gradable evidence-assurance dimensions

Gate or Gradable
dimension Question Failure result after gate?

Completeness and  Are required fields and relations present, Reduce assurance or esca- Yes.
consistency and are contradictions resolved or ex- late.

posed?
Independence and  Is the claim corroborated by an inde- Reduce assurance where self- Yes.
observability pendent assessor, device observation, or  declaration is insufficient.

operational receipt?
Continuity and Can the evidence be verified after Apply fallback, archive res-  Yes.
uncertainty provider failure, and what uncertainty olution, or explicit uncer-

remains? tainty.

Source: Authors' evaluation model. The gate logic operationalises DR-01, DR-02, DR-07 to
DR-11, DR-17, DR-20, and DR-21.

5.1.3 Failure-oriented and falsifiable evaluation

The proposed architecture is evaluated by its safe behaviour under adverse conditions, not only
by its nominal functionality. It fails its design objective where model-level evidence is silently
applied to a different installed release; an expired mandate is accepted because the signature
remains valid; stale vulnerability evidence is presented as current; a contradiction is suppressed;
provider failure makes previously issued evidence unverifiable; restricted composition data is
disclosed without a lawful purpose; or an automated policy emits an unqualified statement of
CRA conformity. These are observable failure conditions. They provide a basis for conformance
tests and later empirical evaluation.

This failure-oriented method also constrains claims of novelty. The evidence graph is valuable
only if it preserves differences that conventional document stores or asset inventories tend to
erase. The control plane is valuable only if it can establish accountable authority across or-
ganisational boundaries. Continuous conformity is valuable only if new evidence can change
the operational decision while preserving the historic record. The evaluation therefore treats
ambiguity, stale state, unqualified authority, and hidden uncertainty as first-order defects.

5.2 Legal accuracy and regulatory coherence
5.2.1 CRA-capable does not mean CRA-mandated

The first legal test is terminological. Regulation (EU) 2024/2847 does not require a Digital
Product Passport. It requires manufacturers and other economic operators to meet defined cy-
bersecurity, documentation, conformity, support, vulnerability-handling, corrective-action, and
reporting duties [1]. A DPP may be required under the ESPR, the Battery Regulation, or
future delegated acts for specific product groups. These legal bases remain distinct. The term
CRA-capable DPP is therefore an architectural capability label proposed by this article. It
means that a DPP-compatible evidence service can represent and resolve information relevant
to CRA processes. It does not mean that the CRA mandates that service.

Three statements must remain independent. First, a DPP exists and is registered or accessible
in accordance with the applicable product-passport regime. Second, the DPP infrastructure
satisfies the technical and governance requirements applicable to its own operation. Third, the
product and the manufacturer's processes conform to the CRA. Evidence for the first statement
cannot prove the third. Evidence for the second may improve trust in transmission and per-
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sistence but cannot establish the technical correctness of the product claim. The architecture
therefore prohibits a generic status field that merges these statements.

5.2.2 Presumption of conformity and source-status control

Article 27 CRA links a presumption of conformity to harmonised standards, common specifi-
cations, or European cybersecurity certification schemes under the conditions set by the Reg-
ulation. A candidate standard, a Final Draft European Standard under Public Enquiry, an
adopted EN not yet cited in the Official Journal, and an OJEU-cited harmonised standard
have different legal effects. The 17 ETSI vertical drafts analysed in Part I remain under Public
Enquiry at the evidence cut-off. They are relevant engineering and assessment inputs, but they
do not yet create a CRA presumption of conformity [1,3].

The six DPP standards EN 18216:2026, EN 18219:2026, EN 18220:2026, EN 18221:2026, EN
18222:2026, and EN 18223:2026 have been cited in the Official Journal. Their presumption is
limited to the ESPR Articles 10 and 11 requirements covered by those standards [24]. Their
citation does not confer a CRA presumption on a product whose evidence is exchanged through
a conforming DPP. DR-01 is therefore legally necessary: every requirement-to-evidence relation
must preserve the source, edition, clause or requirement identifier, legal status, OJEU reference
status, date, and scope of the claimed presumption.

5.2.3 Scope, classification, remote services, and substantial modification

The architecture can organise the facts relevant to legal scope, but it cannot autonomously settle
every scope question. Determining whether software is supplied in the course of a commercial
activity, whether a remote data processing solution is part of the product, whether a function
constitutes the core functionality of an important or critical product category, whether a sectoral
exclusion applies, or whether a modification is substantial may require legal interpretation and
fact-sensitive technical assessment [1]. The DPP can provide product purpose, contractual
responsibility, functional dependency, release lineage, modification records, and technical change
evidence. It must not convert those inputs into a legally binding classification unless an actor
authorised for that determination issues the claim.

A safe implementation represents scope and classification as versioned, attributable assertions.
It records who made the determination, the legal basis, the facts considered, the date, the
products and functions covered, the assumptions, and any open issue. A later interpretation
or delegated act may supersede the assertion without rewriting the historic state. The same
approach applies to substantial modification. A lifecycle event can trigger a mandatory review,
but the triggering event and the legal conclusion remain separate objects.

5.2.4 Economic-operator responsibility and evidence reuse

Federated supplier evidence does not transfer the final manufacturer's responsibility for the
product placed on the market. Component suppliers, open-source maintainers, laboratories,
integrators, importers, distributors, operators, and repairers may issue useful evidence. The
manufacturer must still exercise the due diligence and perform the assessment required by its
role [1]. A CRA-capable DPP improves attribution by preserving the issuer, subject, mandate,
method, and evidence boundary of every claim. It should therefore reduce the common error
of treating a supplier certificate or VEX statement as a final-product conformity conclusion.

Hosting or resolving evidence also does not, by itself, make a DPP service provider the man-
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ufacturer, conformity assessment body, or source of the substantive claim. The provider is
accountable for the security, availability, integrity, and contractual performance of its own ser-
vice. The legal person named as issuer remains accountable for the claim, subject to applicable
law and contract. The architecture must preserve this separation even where the provider
supplies user interfaces, validation services, or policy tooling.

5.2.5 Cross-regime evidence without compliance inheritance

Persistent product identifiers and common evidence objects create legitimate opportunities for
reuse across the CRA, ESPR, the Battery Regulation, the Machinery Regulation, the Al Act,
sectoral safety law, procurement, and private assurance schemes. Reuse should occur at the
level of verified facts: product identity, manufacturer identity, component composition, update
history, lifecycle events, test results, or support dates. Legal conclusions must preserve their
own legal basis, scope, assessment route, validity period, decision-maker, and access policy.
Conformity under one regime is inherited by another only where the law explicitly provides

that effect.

Table 52: Legal-facing claims and the boundary of architectural proof

Legal-facing claim

‘What the architecture can
establish

What it cannot establish by
itself

Reserved or
accountable
actor

A DPP is registered

A DPP package is
structurally valid

An issuer signature
is valid

An issuer was autho-
rised

An SBOM is bound
to a release

Requirement evi-
dence is sufficient

A registry record, product iden-
tifier, operator identity, version,
timestamp, and proof of registra-
tion exist.

Schema, identifier, signature, link,
and mandatory-field checks pass for
a named profile version.

The artefact was signed by the
holder of a corresponding key and
has not been altered.

A valid role or mandate credential
covers the action, subject, purpose,
and time.

Manifest hash, build identifier, re-
lease identifier, and provenance
evidence form a verifiable relation.

All policy-required artefacts are
present, current, attributable, and
internally consistent.
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That the underlying product data
are true or that the product con-
forms to CRA or ESPR require-
ments.

Factual correctness, completeness
beyond the profile, or legal suffi-
ciency.

Issuer competence, mandate
scope, or truth of the signed state-
ment.

That the technical assessment
was correct or that no conflict of
interest exists.

That the SBOM is complete, the
build process was uncompromised,
or the deployed instance runs the
release.

The final legal or technical judge-
ment where expert assessment is
reserved.

Economic op-
erator and
competent reg-
istry authority
under the ap-
plicable DPP
regime.

Profile gover-
nor and relying
party; sub-
stantive issuer
remains ac-
countable.
Issuer-
recognition
and mandate
authorities;
relying party.
Mandating le-
gal person, ac-
creditation or
notification au-
thority where
applicable.
Manufacturer/
build authority;
independent
assessor where
required.
Manufacturer,
conformity as-
sessment body,
authority, or
other compe-
tent decision-
maker.



Table 52: Legal-facing claims and the boundary of architectural proof

Reserved or

What the architecture can What it cannot establish by accountable
Legal-facing claim establish itself actor
A standard creates a The exact edition and OJEU refer- That the product applied the Manufacturer
presumption ence can be resolved and related to standard correctly or satisfies and conformity
covered requirements. uncovered requirements. assessment

An EU declaration of
conformity is authen-

tic

A deployed instance

has an acceptable
cyber state

A change is a sub-
stantial modification

The declaration, issuer, product
scope, version, and integrity can be
verified.

Installed release, configuration,
VEX, update receipt, observation
time, and policy result are avail-
able.

The change, lineage, affected func-
tions, components, and risk evi-
dence are recorded and a review is
triggered.

That its substantive conclusion
is legally correct in every circum-
stance.

A permanent or context-free secu-
rity guarantee.

The binding legal characterisation
without an authorised determina-
tion.

route under Ar-
ticle 27 CRA.
Manufacturer
and compe-
tent market-
surveillance or
judicial author-
ity.

Operator and
manufacturer
under the ap-
plicable opera-
tional policy.
Responsible
economic op-
erator, compe-
tent assessor,

authority, or
court.

Source: Authors' legal-technical boundary analysis based on [1,4,5,24].

5.3 Interoperability and semantic governance
5.3.1 Interoperability layers

Interoperability is not achieved by selecting a shared JSON schema. A CRA-capable DPP
crosses at least seven layers: legal scope, organisational governance, semantic meaning, syntactic
representation, cryptographic trust, transport and resolution, and operational decision policy.
Two systems may exchange the same format while disagreeing about the product subject, the
authority of the issuer, the meaning of an exploitability state, the applicable standard edition,
or the validity time. Conversely, different serialisations can remain interoperable where they
map to a common semantic and trust profile.

The evaluation therefore treats interoperability as a governed relation among legal and technical
layers. The upper layers constrain permitted claims and their legal meaning. The middle layers
establish issuer authority and evidence semantics. The lower layers provide exchange, resolution,
status, archival access, and decision receipts. Corrective feedback must flow in the opposite
direction so that disputed, revoked, or superseded evidence changes later decisions. Figure 10
illustrates this layered interoperability model.

Source: Authors' architecture. Legal effect, semantic meaning, cryptographic trust, and opera-
tional use are governed at different layers.

5.3.2 Canonical subject identifiers and equivalence

Subject identity is the first interoperability dependency. The architecture requires stable identi-
fiers for the product model, hardware and software release, physical or logical instance, deploy-
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Layered interoperability and governance for CRA-capable product evidence

Legal effect, semantic meaning, cryptographic trust, and operational use are governed at different layers.

1 Legal and regulatory scope A
CRA duties | ESPR/DPP duties | sector law | exclusions | confidentiality | accountable decision-maker

2 Standards and profile governance

OJEU status | harmonised DPP standards | ETSI candidate CRA standards
Machine-readable requirement identifiers

3 Control-plane trust

Legal-person identity | eIDAS trust services | mandates | role and competence
Credential and key status

4 Evidence semantics

evidence, status
and corrective feedback

Model | release | instance | deployment | remote service
SBOM/HBOM | VEX | updates | conformity | lifecycle

5 Exchange, resolution and continuity

Registries | resolvers | APIs | selective presentations | status services
Provider portability | archives

6 Decision and assurance

Policy evaluation | competent human or authorised service
" Permit | deny | escalate | signed decision receipt

A

Cross-layer conformance tests
Identifiers | schema | graph relations | signatures | status | access policy | export | negative cases

A shared format is insufficient when legal scope, issuer authority, or temporal validity are unresolved.

Figure 10: Layered interoperability and governance for CRA-capable product evidence.

ment or configuration state, and remote service. These identifiers may originate from sector
schemes, manufacturer namespaces, software package systems, device identities, DPP identi-
fiers, or service registries. Interoperability does not require one universal identifier scheme.
It requires explicit typing, governance of the namespace, resolvability or reference data, and
controlled equivalence relations.

An equivalence assertion is itself evidence. A mapping between a manufacturer part number and
an ESPR product identifier, or between a software build digest and a marketed release, must
identify its issuer, scope, method, time, and confidence. Alias resolution must not collapse a
product family into one release or a release into one deployed instance. Decentralised identifiers
may be used for some actors, services, or devices, but the architecture does not depend on DIDs
and does not treat a DID as evidence of legal-person status or authority.

5.3.3 [Evidence profiles and format pluralism

The evidence plane should permit format pluralism within governed profiles. SPDX and Cy-
cloneDX can represent software composition; CSAF and VEX-compatible profiles can express
advisories and product-context exploitability; W3C Verifiable Credentials secured with JOSE or
COSE mechanisms can protect claims; Asset Administration Shells and JSON-LD can provide
industrial and graph-oriented semantics; and the harmonised DPP standards provide protocol,
identifier, carrier, persistence, API, and system-interoperability building blocks [15,16,24,43-45].
None of these formats alone establishes issuer authority or legal effect.

A conformance profile must therefore specify more than a schema. It should define mandatory
subject identifiers, claim types, cardinalities, controlled vocabularies, time semantics, status
mechanisms, signature and key metadata, issuer-role requirements, minimum evidence links,
disclosure rules, validation behaviour, and permitted extension points. Profiles should also
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define how unknown, unavailable, disputed, and contradictory states are represented. Interop-
erability is reduced where absence is silently interpreted as false or where the same label is used
for both candidate vulnerability and product-specific exploitability.

5.3.4 Cross-layer conformance tests

Conformance testing should include positive and negative cases. A positive test demonstrates
that two implementations exchange and verify a valid evidence package. A negative test demon-
strates that they fail safely when a mandatory identifier, authority chain, status record, purpose
restriction, or time condition is invalid. Negative cases are critical because permissive parsing
and silent fallback can create false trust while producing apparently successful interoperability.

Table 53: Cross-layer conformance-test catalogue

Governance
Layer Test object Positive test Negative test owner
Legal status  Law, standard edi- Covered requirements Draft or uncited standard Regulatory

tion, clause, OJEU
citation, and scope
metadata.

and legal status resolve
to the correct date and
jurisdiction.

is rejected as a source of
presumption.

source-status
service and

relying-party
policy owner.

Identifier Typed model, re- Exact subject and per- Family-level or ambiguous Identifier-
lease, instance, de- mitted alias resolve con- identifier is not accepted for scheme owner
ployment, and ser- sistently. an instance-level decision. and profile
vice identifiers. governor.

Schema Evidence envelope Valid object passes the Missing mandatory field, Profile and
and mandatory named schema and pro- unknown critical extension, schema main-
fields. file version. or invalid cardinality fails.  tainer.

Semantic Typed relations and Claim, artefact, require- Invalid relation or semantic Semantic pro-

graph controlled vocabular- ment, and lifecycle rela-  category error is exposed. file governance
ies. tions preserve intended body.

meaning.

Crypto- Signature, hash, Artefact integrity and Altered artefact, unsup- Trust-

graphic in- timestamp, and veri- signer key are verified for ported algorithm, or invalid service and

tegrity fication material. the relevant time. historic key path fails. cryptographic-

profile gover-
nance.

Authority Legal-person iden- Issuer is recognised and  Valid signature with ex- Mandating

and status tity, issuer role, man- mandated for the claim  pired, revoked, or out-of- organisation,
date, credential sta- and subject at issuance scope mandate fails. accreditation
tus. time. or notifica-

Access and

Purpose, requester

Only the minimum per-

Enumeration, overbroad

tion authority,
trust-list gover-
nor.

Data con-

disclosure role, data tier, selec- mitted claims are dis- request, or unauthorised troller, evi-
tive presentation. closed and logged. onward use is denied. dence issuer,
and ecosystem
policy owner.
Portability Export package, Independent verifier re-  Provider-specific export DPP provider,

and continu-
ity

resolver mapping,
status history, valida-
tion data.

produces the decision

after provider migration.

without schemas or historic
validation data fails.

manufacturer,
and continuity
auditor.

Temporal Valid time, transac- Historic and current Stale or superseded evi- Issuer and
behaviour tion time, freshness, queries return the cor- dence is not presented as status-service
supersession. rect state. current. operator.
Decision Policy version, ev- Decision can be repro- Unversioned policy or Relying-party
receipt idence snapshot, duced or its change ex- missing evidence snapshot  policy owner

result, actor, uncer-
tainty.

plained.

blocks high-impact reliance.

and audit func-
tion.
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Source: Authors' conformance-test design. The tests operationalise DR-01 to DR-03, DR-07 to
DR-11, DR-~17, DR-19 to DR-21.

5.3.5 Profile versioning and change governance

Profiles will change as CRA guidance, ETSI standards, DPP delegated acts, sector vocabularies,
cryptographic recommendations, and implementation experience mature. A profile update must
not silently reinterpret old evidence. Every claim and decision receipt should reference the profile
and policy version used. Governance should publish release notes, deprecation dates, migration
rules, test vectors, semantic crosswalks, and compatibility statements. Breaking changes should
create new versions rather than modify the historic meaning of an identifier or status value.

The DPP registry provides important infrastructure for identifiers, registration, semantic re-
sources, and interoperability. It does not by itself govern the complete semantics of CRA ev-
idence, issuer competence, exploitability assessment, cyber-safety exceptions, or relying-party
decisions [5]. A coordinated profile-governance function is therefore required. It may be sec-
toral or cross-sectoral, but it must remain transparent, versioned, contestable, and aligned with
authoritative legal sources.

5.4 Scalability, performance, and proportionality
5.4.1 Workload model

The scale problem is not equivalent to the number of DPP records. A single product model may
have many releases, millions of deployed instances, multiple configuration profiles, and several
remote services. A new vulnerability can generate a burst of resolution, correlation, notification,
and update events across the fleet. The operational workload can be represented at a high level
as:

A = N()A(r) + NG + N M) + N(s)A(s) + N(0)A()

N(r), N(i), N(d), and N(s) denote the numbers of releases, instances, deployments, and remote
services, respectively. N(v) denotes vulnerability, incident, update, and status events. The
corresponding A terms represent average query or event rates. The model is intentionally simple.
Its main implication is that instance and event workloads can dominate model-level registration.
A design optimised only for publishing one passport per marketed model will not support large
patch campaigns or high-frequency cloud-service state.

5.4.2 Federation instead of universal replication

The architecture should avoid a universal evidence lake. Authoritative artefacts can remain with
the manufacturer, supplier, assessor, operator, or regulated archive. The graph stores typed
references, hashes, status metadata, and the minimum information needed for discovery and
policy evaluation. Evidence is retrieved or selectively presented when needed. Frequently used
public data may be cached. Restricted evidence should be disclosed by policy and purpose. This
federated pattern reduces unnecessary duplication and limits the consequences of one repository
breach.

Federation introduces its own costs: resolver latency, inconsistent service levels, dependency on
status endpoints, and the risk that evidence disappears. The architecture therefore requires
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explicit availability classes, signed snapshots for defined decisions, provider-independent valida-
tion material, and continuity paths. It is not sufficient to keep a URL in the evidence graph.
The system must know who is responsible for the referenced artefact and what happens when
that source cannot be reached.

5.4.3 Operational service levels and measures

Scalability should be evaluated against decision-specific service levels rather than aggregate
transaction counts. A market-surveillance request, an actively exploited vulnerability, a routine
procurement check, and a ten-year archive verification have different latency, availability, and
completeness needs. The architecture should expose measurable service characteristics but
should not claim universal numerical thresholds without sector evidence.

Table 54: Proposed performance and assurance measures for operational evaluation

Function Proposed metric Measurement rule Risk if missed
Subject resolu-  Identifier resolution Measure end-to-end resolution and Evidence may be applied
tion latency and ambiguity the share of requests returning more to the wrong product or

rate. than one unresolved subject. arrive too late for response.

Evidence re- Required-evidence com- Compare retrieved objects with the  False assurance, manual re-

trieval pleteness at decision minimum set in the versioned policy. work, or unsafe automatic
time. action.

Verification Cryptographic and Measure valid, invalid, and indetermi- Backlogs can convert ur-
semantic verification nate results separately under normal gent exposure analysis into
throughput. and burst load. stale evidence.

Freshness Source-to-decision evi- Measure from authoritative obser- New vulnerabilities, re-
dence lag. vation or issuance time to policy vocations, or updates are

evaluation. missed.

Status propaga- Revocation and super- Measure time until independent ver- Compromised or with-

tion session propagation ifiers reject or downgrade the prior drawn evidence remains
delay. claim. relied upon.

Availability Resolver and status- Measure primary and alternate paths, Evidence becomes a single
service availability by  including degraded and offline opera- point of operational failure.
evidence class. tion.

Contradiction Unresolved contradic-  Count material conflicting claims and Policy output may hide

control tion rate and age. time to disposition. uncertainty or choose evi-

dence arbitrarily.

Patch closure Verified affected- Measure from advisory to verified Published fixes are mis-

instance closure time. install, compensating control, retire- taken for fleet remediation.
ment, or accepted exception.

Audit repro- Decision reproduction = Re-evaluate archived evidence snap-  Historic decisions cannot
ducibility success rate. shot and policy version with retained be defended or corrected.
validation data.
Archive recover- Independent restora- Periodic recovery exercise from ex- Long-term legal and opera-
ability tion and verification port and archive packages without tional evidence is lost.
success. the primary provider.

Source: Authors' proposed empirical measurement framework. No numerical service-level ob-
jective is asserted without sector-specific validation.

5.4.4 Offline and partitioned operation

Industrial sites, vehicles, remote infrastructure, crisis environments, and regulated networks
may be intermittently connected. A verifier should be able to use a signed evidence snapshot,
retained trust and status material, and a defined policy for offline operation. The output must
state the snapshot time, the maximum permitted age, the unavailable sources, and the residual
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uncertainty. Once connectivity returns, the decision should be reconciled against current status
and any newly available evidence.

Offline evidence must not be displayed as live evidence. A policy may permit a bounded
action under crisis conditions where availability is essential, but the exception must be explicit,
time-limited, attributable, and followed by review. In this way, resilience is not confused with
permanent bypass of the control plane or evidence freshness requirements.

5.4.5 Proportionality and adoption by smaller economic operators

A high-assurance instance-attestation architecture is not proportionate for every product. The
phased profiles defined in Part II remain important. A core profile can provide typed product
and release identity, a version-bound SBOM, support information, public advisories, source-
status metadata, and evidence portability. An operational profile adds installed state, configu-
ration, update receipts, and remote-service relations. A high-assurance profile adds hardware-
rooted evidence, independent assessment, cyber-safety gates, and stronger continuity controls.

Managed services may lower implementation costs for small and medium-sized enterprises, but
accountability cannot be outsourced by interface design. The manufacturer should be able to
export, inspect, correct, and independently verify its evidence. Contracts should define service
levels, subcontractors, security controls, continuity, exit rights, and incident responsibilities.
Proportionality concerns the depth and automation of assurance, not the removal of statutory
duties.

5.5 Security and resilience of the evidence infrastructure
5.5.1 The DPP evidence service as a protected system

A CRA-capable DPP becomes security-relevant infrastructure. Attackers could manipulate
product identity, suppress an advisory, substitute an SBOM, forge an update receipt, revoke a
valid mandate, expose confidential architecture, or deny evidence during an incident. Depend-
ing on how it is supplied and whether it performs product functions, the DPP software or a
connected remote service may itself require a CRA scope assessment. Irrespective of that clas-
sification, the service should apply secure development, vulnerability handling, secure updates,
access control, tenant isolation, monitored administration, backup, and incident response [1,53].

The security objective is not merely tamper-evident storage. It includes end-to-end correctness
from issuance to decision. A valid signature on a poisoned build manifest remains a false claim.
A secure registry can still resolve an identifier to a compromised issuer endpoint. A policy engine
can correctly evaluate a maliciously changed policy. Defence must therefore cover evidence pro-
duction, subject binding, issuer authority, transport, resolution, status, policy administration,
user interfaces, automation, and archival validation.

5.5.2 Threats, controls, and residual risk
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Table 55: Threat model and required controls for the CRA-capable DPP evidence infrastructure

Threat

Failure mode

Required controls

Residual risk and
monitoring

Issuer-key com-
promise

Mandate escala-
tion

Replay or stale
evidence

Resolver or reg-
istry hijack

Evidence-graph
poisoning

Equivocation

Schema or se-
mantic confu-
sion

Policy manipula-
tion

Confidentiality
or inference
attack

Denial of service
or ransomware
Time-source
compromise

Cryptographic
obsolescence

Automated-
agent abuse

Attacker issues appar-
ently valid SBOM, VEX,
conformity, or update
claims.

Employee, service, or
agent signs outside its
organisational authority.
Old favourable state is

reused after vulnerability,

revocation, or modifica-
tion.

Identifier is redirected
to an attacker-controlled
evidence source.

False nodes or relations
bind a component, re-
lease, or assessment to
the wrong subject.
Issuer presents inconsis-
tent evidence to different
relying parties.

Parser accepts unknown
critical fields or maps
one state to a different
meaning.

Attacker changes thresh-
olds, weights, permitted
actions, or escalation
rules.

SBOM, supplier, fleet,
vulnerability, or oper-
ational details are ex-
posed.

Evidence, status, or pol-
icy services are unavail-
able during an incident.

False timestamps change
validity, order, or fresh-
ness decisions.
Algorithm, key length,
implementation, or trust
anchor becomes unsafe
before evidence retention
ends.

Agent gathers excess ev-
idence or performs an
unsafe update or compli-
ance action.

Hardware-backed or strongly protected
keys; scoped keys; rapid suspension;
historic validation data; reissuance and
compromise notices.

Machine-readable mandate scope; least
privilege; separation of duties; status
checks; approval thresholds.

Valid time, transaction time, freshness
rules, nonce or audience binding where
relevant, supersession status.

Authenticated resolution; signed map-
pings; DNS and transport protection;
alternate resolvers; consistency moni-
toring.

Authoritative relation issuers; schema
and graph constraints; provenance;
independent corroboration for high-
impact edges.

Signed transparency receipts, version
identifiers, witness or log mechanisms,
challenge process.

Version-pinned profiles; strict valida-
tion; controlled vocabularies; critical-
extension rules; test vectors.

Signed and versioned policy; change
approval; segregation of duties; policy-
as-code tests; immutable decision re-
ceipt.

Purpose limitation; selective disclo-
sure; query controls; encryption; anti-
enumeration; aggregation thresholds.

Federation; offline snapshots; im-
mutable backup; alternate providers;
recovery exercises; minimum local con-
trols.

Trusted timestamping; multiple time
sources; monotonic device evidence;
tolerance policy; anomaly detection.
Algorithm metadata; crypto agility;
resealing; archived validation data;
transition plans; hybrid methods where
justified.

Bounded mandate; tool and data lim-
its; human escalation; action receipts;
runtime monitoring; revocable work-
load identity.

Compromise before
detection; monitor
anomalous issuance
and key use.

Incorrect mandate
issuance; audit cross-
role anomalies.

Offline windows and
delayed sources; expose
age and uncertainty.

Governance compro-
mise; compare indepen-
dent resolution paths.

Trusted insider or up-
stream false statement;
contradiction detec-
tion.

Confidential claims
limit public compari-
son; monitor disclosed
hashes and status.
Implementation de-
fects; continuous inter-
operability testing.

Authorised but unsafe
change; independent
governance review.

Inference from re-
peated lawful queries;
monitor query pat-
terns.

Correlated provider
and customer attack;
measure degraded oper-
ation.

Long partition or his-
toric clock error; retain
uncertainty.

Unknown future at-
tacks and stranded
devices; periodic cryp-
tographic review.

Prompt or tool-chain
compromise; monitor
anomalous action pat-
terns.

Source: Authors' threat analysis, extending Table 31 and the zero-trust principles in [18].
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5.5.3 Zero-trust control and segregation of duties

Zero trust requires every decision to verify identity, device or workload state where relevant,
mandate, purpose, policy, evidence status, and context. Membership in the manufacturer's
domain, a trusted provider network, or a sector data space is not sufficient [18]. Administrative
access to a DPP platform should not confer the authority to issue product evidence. The
roles that create a build, approve an SBOM, assess exploitability, approve an update, sign a
conformity statement, change a policy, and administer keys should be separated in proportion
to risk.

High-impact actions can require dual control or independent approval. Examples include chang-
ing the release-to-SBOM binding, withdrawing a critical advisory, accepting a safety-relevant
update exception, changing the issuer recognition policy, or issuing a final conformity assertion.
The evidence graph should record both the substantive decision and the authorisation chain
that permitted it.

5.5.4 Auditability, transparency, and no distributed-ledger dependency

Append-only histories, signed receipts, cryptographic commitments, and witnessed logs can
make equivocation and unauthorised change easier to detect. A distributed ledger is one pos-
sible implementation for selected shared events. It is not an architectural requirement. Many
evidence objects contain confidential or personal data that should not be replicated on a public
or consortium ledger. The required property is independently verifiable history with governed
correction and status, not a specific consensus technology.

Audit evidence should be proportionate and purposeful. Every read event need not become a
permanent cross-sector record. High-impact issuance, status, policy, disclosure, update, and
decision events should have attributable receipts. Audit data itself requires retention, access
control, integrity protection, and minimisation.

5.5.5 Long-term cryptographic verifiability

CRA evidence may need to remain verifiable for at least ten years after placement on the market
or for the support period, whichever is longer. Long-lived industrial products may require
substantially longer operational evidence. A signature that is valid today may be unverifiable
or insecure at the end of that period if trust anchors, status services, algorithms, or software
disappear. Fach secured claim should therefore carry algorithm and key identifiers, issuance
and validation time, certificate or credential path where applicable, status evidence, and links
to archival validation material.

Crypto agility should permit algorithm phase-in and phase-out without changing the semantic
identity of the claim. Periodic resealing or preservation signatures can extend archival assurance.
Hybrid or multi-hybrid signatures may be justified during post-quantum transitions for high-
value and long-lived evidence, but the architecture does not mandate one primitive. Governance
must define selection criteria, overlap periods, downgrade resistance, key recovery limits, and
evidence for the algorithm transition.

5.5.6 Incident response for the evidence infrastructure

An incident affecting the evidence infrastructure requires its own response playbook. The
organisation must be able to suspend an issuer, revoke or qualify claims, disable a resolver,
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invoke an alternate status service, notify relying parties, preserve forensic evidence, restore
from a known state, and reissue affected records. Recovery should preserve the distinction
between claims that were false, claims whose integrity is uncertain, and claims that remain
valid but temporarily unavailable.

Evidence-infrastructure incidents can also affect product incident response. A compromised
update-status service, for example, may prevent reliable fleet closure. The decision policy
must then represent the infrastructure failure as evidence uncertainty rather than infer that
no affected product exists. Incident exercises should combine product security, DPP service,
identity and key services, conformity evidence, and provider continuity.

5.6 Transparency, confidentiality, data protection, and trade secrets
5.6.1 Lawful transparency and protected evidence

Transparency under the CRA and DPP legislation is purpose-specific. Users need accessible
support information, security advisories, update instructions, manufacturer contact data, and
conformity information. Market-surveillance authorities may require technical documentation.
Operators and integrators may need detailed composition and configuration evidence. The
public is not automatically entitled to the complete SBOM, internal risk assessment, attack
surface, raw security logs, or confidential supplier data. Article 63 CRA protects confidential
information and trade secrets obtained in the application of the Regulation, subject to the
applicable legal conditions [1]. The Trade Secrets Directive and the GDPR remain relevant
[54,55].

The architectural consequence is a layered disclosure model rather than a public or private
binary. Public evidence should communicate what users need to act. Operator evidence should
support secure deployment and maintenance. Assessor and authority evidence may include
the complete technical file. Supplier evidence may remain federated and selectively disclosed.
Every access path should preserve purpose, requester, scope, retention, onward-use rules, and
an auditable decision.

5.6.2 Purpose-bound disclosure test

Table 56: Purpose-bound disclosure test for CRA-capable product evidence

Safe failure

Decision question Required control state
Is there a legal or contractual basis Reference the applicable duty, permission, consent, Deny or seek a
for the disclosure? or contract and its jurisdictional scope. valid basis.
Who is requesting the evidence? Verify legal-person, natural-person, device, or work-  Deny anony-
load identity as appropriate. mous or unre-
solved high-risk
access.
What role and mandate does the Validate role, organisation, competence where rele- Reduce disclo-
requester hold? vant, subject scope, purpose, and validity time. sure or escalate.
What decision purpose is declared? Bind the request and presentation to a defined pur-  Deny broad,
pose and relying party. reusable, or un-
specified collec-
tion.
What is the minimum necessary Apply data-tier and claim-level minimisation; dis- Return an
evidence? close hashes or derived claims where sufficient. insufficient-

evidence result
rather than ex-
cess data.
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Table 56: Purpose-bound disclosure test for CRA-capable product evidence

Decision question

Required control

Safe failure
state

Does the evidence contain trade
secrets or security-sensitive informa-
tion?

Does the evidence contain personal
data?

How long may access remain valid?

May the recipient redistribute or
train systems on the evidence?

How is emergency access governed?

How is the disclosure audited and
contested?

Apply sensitivity labels, contractual controls, secure
channel, and onward-use restrictions.

Apply GDPR role, purpose, minimisation, retention,
and rights analysis.

Use expiry, one-time presentation, time-limited to-
ken, or re-authorisation.

Express machine-readable onward-use and model-
training restrictions where lawful and enforceable.

Require a defined emergency role, reason, scope, log-
ging, expiry, and post-event review.

Record requester, purpose, evidence set, policy ver-
sion, outcome, and correction path.

Withhold or pro-
vide a restricted
alternative.
Remove or
pseudonymise
personal data;
deny where no
lawful basis ex-
ists.

Expire access
and require a
new policy deci-
sion.

Prohibit onward
use or provide
an aggregate
result.

Deny unquali-
fied break-glass
access.

Treat the dis-
closure as non-

auditable and
block high-
impact use.

Source: Authors' access-control evaluation, informed by [1,4, 54, 55].

5.6.3 Selective disclosure and proof techniques

Verifiable presentations can disclose a subset of signed claims, and some cryptographic tech-
niques can prove a predicate without disclosing all source attributes [15,16]. A supplier might
prove that a component has a valid support date beyond a threshold without revealing a full
contract. An operator might prove that an installed release is within an approved range without
disclosing its entire configuration. These mechanisms can reduce disclosure, but they do not
remove the need for semantic and policy governance.

Zero-knowledge proofs are not a universal solution. They can increase implementation complex-
ity, constrain later audit, and obscure the source evidence where the predicate is poorly defined.
A proof that a numeric score exceeds a threshold is only as meaningful as the score model.
Selective disclosure should therefore be used for narrow, well-governed predicates. High-impact
conformity or safety decisions may still require access to the underlying technical evidence by
an authorised assessor or authority.

5.6.4 Personal data and operational telemetry

Product evidence can become personal data where device identifiers, operator actions, location,
maintenance history, or usage patterns relate to an identifiable person. The control plane
should prefer organisational roles and workload identifiers where a named individual is not
necessary. Human identity should be disclosed only to the extent required for accountability,
competence, approval, or legal process. Device identifiers require contextual analysis rather
than an assumption that they are always non-personal.
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Raw operational telemetry should not be placed in a general passport. The DPP can store an
observation result, signed attestation, test outcome, or hash and controlled pointer to the source
record. This reduces privacy and security exposure while preserving verifiability. Retention rules
should distinguish long-term conformity evidence from short-lived operational logs.

5.6.5 Inference and aggregation risk

Even correctly authorised individual disclosures can create risk when combined. Repeated
SBOM queries may reveal supplier strategy. Instance-resolution queries may expose fleet size or
location. Vulnerability-status requests can identify an unpatched population. The access-control
system should therefore consider query rate, aggregation, enumeration, correlated purposes, and
unusual access patterns. Controls can include throttling, aggregation thresholds, delayed public
release, query budgets, secure data rooms, and independent oversight for sensitive ecosystem
analytics.

5.7 Provider dependency, portability, and long-term continuity
5.7.1 Provider-neutral source of truth

A DPP provider may store, index, resolve, validate, and present evidence. It should not become
the only source of the product claim. The accountable issuer signs or otherwise attests the
evidence, and the subject identifier remains stable across providers. A manufacturer, authority,
or successor provider should be able to verify the evidence without trusting the former provider's
database. This is the practical meaning of provider neutrality.

Provider neutrality does not imply that all evidence is public or copied to every participant. It
requires portability of identifiers, signed artefacts, schemas, status history, access policies, and
validation material. Restricted evidence can remain encrypted and governed during migration.
The new provider must not be able to reinterpret the old claims or silently discard negative and
superseded states.

5.7.2 Minimum exit and continuity package

Table 57: Minimum exit and continuity package for provider-neutral evidence

Must not
contain or
Package element Required content Why it is needed imply
Subject identifiers  Typed model, release, instance, de- Preserves subject resolution Unverified equiv-
and mappings ployment, service identifiers; names- and prevents provider-specific alence or silent
paces; governed aliases. relabelling. merging of sub-

ject layers.
Signed claims and  Claims, SBOM/HBOM, VEX, ad- Allows independent integrity =~ Provider-

core artefacts visories, update records, conformity = and provenance verification. generated claims
evidence, hashes, and attachments as presented as
permitted. issuer claims.
Schema and vocab- Profile versions, schemas, controlled  Preserves the meaning of his- A current
ulary package vocabularies, semantic contexts, ex-  toric evidence. schema applied
tension definitions, migration notes. retroactively
without version
control.
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Table 57: Minimum exit and continuity package for provider-neutral evidence

Package element

Required content

Why it is needed

Must not
contain or
imply

Issuer and mandate

chain
Status and supers-
ession history

Historic validation
material

Access and disclo-
sure policy

Audit and decision
receipts

Storage and replica-

tion manifest

Legal-person identifiers, issuer cre-
dentials, mandates, recognition rules,
accreditation or notification refer-
ences.

Revocation, suspension, withdrawal,
correction, challenge, and superses-
sion records with event time.
Certificates or credentials, trust an-
chors, timestamps, algorithm meta-
data, validation receipts, retained
status evidence.

Evidence sensitivity, permitted roles
and purposes, retention, onward-
use rules, emergency access, policy
versions.

Material issuance, access, policy, cor-
rection, and reliance receipts with
evidence snapshots.

Object inventory, locations, check-
sums, encryption state, backup

Allows historic verification of
authority and scope.

Prevents invalid claims from
appearing current after migra-
tion.

Supports verification after
keys, providers, and algo-
rithms change.

Preserves confidentiality and
lawful access after migration.

Supports accountability, re-
construction, and dispute han-
dling.

Makes completeness and recov-
erability testable.

Private signing
keys or broad
reusable adminis-
trator secrets.
Only the latest
favourable state.

An assumption
that live end-
points will exist
for the full reten-
tion period.
Plaintext export
of restricted
evidence without
key and policy
migration.

Raw personal or
security logs be-
yond the defined
purpose.

A database
dump with un-

known semantics
or unverifiable
completeness.
Export of issuer
private keys as a
normal portabil-
ity requirement.

copies, restore procedure, missing
items.

Prevents data loss and unau-
thorised access during trans-
fer.

Re-encryption, key rotation, escrow
or recovery roles where lawful, de-
struction evidence, continuity of
trust.

Key and secret
migration plan

Source: Authors' continuity specification, implementing DR-19 and extending the persistence
principles in [4,5].

Figure 11 illustrates the provider-neutral continuity and independent-verification model.

Source: Authors' architecture. The provider stores and resolves evidence; the accountable issuer
remains the source of the claim.

5.7.3 Failure scenarios and recovery

Continuity planning should cover provider outage, insolvency, acquisition, contractual termina-
tion, manufacturer cessation, domain-name loss, key compromise, schema deprecation, network
partition, and loss of a component supplier. Different failures require different recovery paths. A
temporary outage may be handled by cached status and signed snapshots. Insolvency requires
export, alternate resolution, and possibly an escrow or regulated continuity arrangement. Key
compromise requires suspension, historic validation analysis, reissuance, and targeted notifica-
tion. Manufacturer cessation requires preservation of public support and safety information and
a defined responsibility path for remaining obligations.

Recovery exercises should demonstrate that an independent verifier can resolve the subject,
verify the issuer and historic mandate, validate the artefact and status at the relevant time,
apply the correct schema and policy, and reproduce a prior decision. A successful database
import is not sufficient. The test must include loss of the primary provider.
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Provider-neutral evidence continuity and independent verification

The provider stores and resolves evidence; the accountable issuer remains the source of the claim.

( Persistent identifier and resolver layer J
[
~
Manufacturer vid
Release | support | conformity P o o
(& J
. unavailable or untrusted
s N Portable evidence package
Supplier / assessor Subject identifiers ( h Netiflen/fatthorty
Component and test evidence Signed claims and hashes Provider B Resolve subject
Mandate and issuer chain ) Verify issuer and mandate
- J s e (D CUEETED Independent replica / successor Check status and time
Schema / profile version § ) Apply policy
Retain decision receipt
Operator / device
Configuration and observed state B
Offline or regulated archive
Validation data and snapshots

Minimum exit package

Identifiers and mappings | signed artefacts | schema and vocabulary
Status history | validation material | access policy | audit receipts | storage manifest

Continuity requires alternate resolution and retained validation evidence, not merely a database export

Figure 11: Provider-neutral evidence continuity and independent verification.

5.7.4 Retention beyond support and market entry

The CRA requires technical documentation, the EU declaration of conformity, and user informa-
tion to remain available for at least ten years after the product is placed on the market or for the
support period, whichever is longer. Security updates made available during the support period
must remain available for at least ten years after issuance or for the remainder of the support
period, whichever is longer [1]. These periods create a minimum continuity requirement for the
evidence needed to identify the product, explain its support state, verify relevant updates, and
reconstruct conformity evidence.

Operational needs may continue beyond the statutory support period. Industrial machinery,
building systems, energy assets, and second-life products may remain in service. The DPP
should distinguish legal retention, active support, extended commercial support, archive-only
availability, and unsupported operation. Historic evidence must remain verifiable without im-
plying that the manufacturer continues to provide security support.

5.7.5 Provider qualification and concentration risk

Provider selection should assess security engineering, key management, tenant separation, ser-
vice continuity, subcontractors, data location, interoperability, export quality, incident response,
financial stability, and independent audit. Concentration risk arises where many manufacturers
depend on one resolver, cloud service, semantic repository, credential-status service, or policy
provider. Federation reduces but does not eliminate this risk. Shared dependencies should be
identified and exercised under failure.

Registration in a DPP registry, successful API conformance, or use of a qualified trust service
establishes only the properties covered by the relevant legal and technical scheme. It does not
prove that the provider's entire evidence service is secure, that the product claims are true, or
that every continuity requirement is satisfied. Qualification claims must remain scoped.
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5.8 Governance and accountability model
5.8.1 Multi-layer governance

The architecture requires governance at several levels. Legal and regulatory governance defines
duties, competent authorities, confidentiality, conformity routes, and legal effect. Standards
and profile governance defines requirements, identifiers, semantics, test suites, and versions.
Trust-infrastructure governance defines recognised issuers, trust services, credentials, status,
and cryptographic policy. Sector and ecosystem governance defines roles, evidence profiles, ac-
cess purposes, service levels, and dispute processes. Enterprise governance defines mandates,
segregation of duties, product ownership, risk acceptance, and evidence quality. Runtime gov-
ernance defines the policy that permits, denies, or escalates a concrete action.

These layers should be connected but not merged. A sector consortium cannot change the
legal effect of an OJEU citation. A cryptographic trust service cannot determine whether a
vulnerability is exploitable. A manufacturer cannot self-assign the status of a notified body.
A policy engine cannot expand its own mandate. The evidence graph must identify which
governance layer authorised each assertion and which actor remains accountable.

5.8.2 Governance functions and owners

Table 58: Governance functions, accountable owners, and required outputs

Governance
function

Primary owner

Required output

Oversight or
control

Legal source and
status

Standard and pro-
file

Identifier scheme

Issuer recognition

Organisational
mandate

Evidence issuance

DPP service opera-
tion

Reliance policy

Dispute and correc-
tion

EU or national legisla-
tor, Commission, com-

petent authority, official

publication service.
European standards or-

ganisation, sector profile

body, semantic gover-
nance group.
DPP registry, sector

identifier authority, man-

ufacturer namespace
owner.

Regulator, accreditation
or notification authority,

trust-list or ecosystem
governor.

Accountable legal per-
son.

Manufacturer, supplier,
assessor, operator, de-
vice, service, or author-
ity within role.

DPP provider and con-

tracting economic opera-

tor.
Relying organisation

and accountable process

owner.
Issuer, relying party,

ecosystem dispute body,

competent authority as
applicable.

Authoritative law, implementing act,
guidance, OJEU citation, effective
date, scope.

Versioned standard, profile, vocabulary,
mappings, test suite, migration policy.

Typed identifier rules, namespace gov-
ernance, resolution, alias and depreca-
tion policy.

Recognised role, competence or trust
status, scope, validity, suspension and
revocation.

Authorised actor or workload, actions,
subjects, purpose, limits, expiry, ap-
proval chain.

Signed and scoped claim with subject,
method, evidence, time, status, and
confidentiality.

Secure storage, resolution, access en-
forcement, portability, continuity, logs,
incident response.

Versioned minimum evidence, gates,
thresholds, actions, exceptions, escala-
tion, receipt.

Challenge status, evidence preserva-
tion, correction, supersession, notifica-
tion, appeal.
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Legal review and
source-status change
control.

Open review, ap-
peal, interoperability
testing, conflict-of-
interest controls.
Uniqueness tests,
misuse handling,
continuity plan.

Independent assess-
ment and status pub-
lication.

Least privilege, seg-
regation of duties,
periodic review.
Quality management,
technical review,
audit, correction
process.

Contract, audit, test-
ing, concentration-
risk review.

Risk and legal ap-
proval; policy-as-code
tests.

Due process, non-
retaliation, indepen-
dent escalation.



Table 58: Governance functions, accountable owners, and required outputs

Governance Oversight or
function Primary owner Required output control
Cyber-safety Manufacturer, opera- Impact assessment, approved baseline, Functional-safety
change tor, safety authority, restrictions, rollback, compensating process and change
independent assessor as  controls, closure. authority.
required.
Incident and vul- Manufacturer, Affected subjects, timeline, mitigation, Statutory dead-
nerability response CSIRT/SOC, ENISA reporting package, user communica- lines, exercises, post-
or CSIRT reporting tion, closure evidence. incident review.
channel, operator.
Audit and assur- Internal audit, confor- Scope, evidence sample, findings, lim- Independence, com-
ance mity assessment body, itations, corrective action, retained petence, records,
authority, independent  report. regulatory oversight.

assurance provider.

Source: Authors' governance model. Legal roles remain determined by applicable Union and
sector law.

5.8.3 eIDAS trust services and the prospective European Business Wallet control
plane

The European Digital Identity Framework and eIDAS trust services provide legally recognised
mechanisms for electronic signatures, seals, timestamps, registered delivery, website authentica-
tion, and electronic attestations of attributes [19]. These mechanisms can support legal-person
identity, claim integrity, time evidence, and status. They do not automatically prove technical
competence, product responsibility, or mandate scope. Those properties require appropriate
attribute issuers, recognition rules, and organisational governance.

The proposed European Business Wallet would provide a more direct control-plane instrument
for economic operators, organisational representatives, mandates, documents, and machine inter-
action [20]. At the evidence cut-off it remains a proposal and must not be treated as applicable
law. The architecture is therefore technology-neutral: an EBW may carry or present legal-
person and mandate evidence once the legal and technical framework is adopted, while other
conformant identity and authorisation mechanisms may provide the same logical functions.

A wallet proves only the claims and trust properties within its scheme. A valid business identity
does not establish that the company manufactures the product. A valid employee credential
does not establish that the employee may approve a safety-relevant update. A mandate must
bind the legal person, actor or workload, action, product subjects, purpose, limits, and validity.
The verifier must check the mandate and credential status at decision time.

5.8.4 Correction, contradiction, and dispute

A product evidence system must support disagreement. A supplier and manufacturer may issue
different exploitability assessments. An operator observation may conflict with a manufacturer-
declared installed version. A laboratory may challenge a test result. An authority may require
correction. The graph should preserve competing claims, their provenance, and their status
rather than overwrite the less favourable statement. A challenged claim can be marked as
disputed while remaining available for audit.

Correction should occur through a new version or superseding claim. The correction record
should identify the original claim, reason, authorising actor, affected relying parties, effective
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time, and whether prior decisions must be reviewed. Material corrections should trigger notifi-
cation. Where a decision affects market access, safety, or legal rights, the process should provide
escalation and appeal consistent with the applicable governance scheme.

5.8.5 Accountability and liability boundary

The decision receipt supports accountability by recording the evidence snapshot, policy version,
actor or workload, outcome, exception, and residual uncertainty. It does not transfer the under-
lying statutory duty to the platform. The manufacturer remains responsible for manufacturer
obligations. An operator remains responsible for its operational decisions. A conformity assess-
ment body remains responsible for the assessment within its notified scope. A DPP provider
remains responsible for its service. Contract may allocate operational tasks and liability, but
the interface should not obscure legal roles.

The DPP provider is not a conformity assessment body by default. A validation service that
checks signatures, schema, required fields, and status should describe its output as structural
or evidentiary validation. It should not label that output as a certification unless the provider

is legally authorised and has performed the required assessment. This boundary is central to
DR-20 and DR-22.

5.9 Limits of automated conformity and proof-graph evidence scoring
5.9.1 Validation ladder

Automation is useful when its output is precisely named. The architecture distinguishes seven
validation levels. Syntax validation checks representation. Cryptographic validation checks
integrity and signer control. Status and authority validation checks recognition and mandate.
Semantic validation checks subject, relation, time, and controlled meaning. Evidence-sufficiency
validation checks whether a policy-defined set is present. Technical assessment judges whether
controls and evidence satisfy a technical requirement. Legal or safety determination assigns the
effect reserved by law, conformity procedure, or safety governance. Success at one level does
not imply success at the next.

Table 59: Validation ladder and limits of automated output

Validation Degree of Human or Prohibited
level automation competent-body role Permitted output output
1. Syntax and  High for machine-  Defines and governs schema Valid or invalid rep- Statement that
schema readable profiles. and critical extensions. resentation for profile  the data are
version. true or suffi-
cient.
2. Crypto- High where algo- Governs trust anchors, algo- Signature, hash, times- Statement that
graphic integrity rithms and vali- rithms, historic validation, tamp, or proof valid, the signer was
dation data are and exceptions. invalid, or indetermi- authorised or
supported. nate. truthful.
3. Status and High where recog-  Establishes recognition and Issuer recognised and  Technical cor-
authority nised roles, man- mandate rules; handles action within mandate rectness or le-
dates, and sta- exceptional cases. at a stated time. gal conformity.
tus are machine-
readable.
4. Semantic and Medium to high for Resolves ambiguous iden- Evidence applies, does Assumption
temporal match governed identifiers tity, scope, and semantic not apply, or is indeter- that a model
and vocabularies. disputes. minate for the named  claim applies to
subject and time. every instance.
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Table 59: Validation ladder and limits of automated output

Validation Degree of Human or Prohibited
level automation competent-body role Permitted output output
5. Evidence High for an explicit Defines minimum evidence Complete, incomplete, Substantive as-
sufficiency versioned policy. and acceptable uncertainty. contradictory, stale, sessment where
or escalated evidence  judgement is
package. reserved.
6. Technical Mixed; some tests =~ Competent engineer, lab- Requirement-specific Unqualified
requirement and rules can be oratory, manufacturer, or assessment with scope, legal presump-
assessment automated. assessor interprets risk, test method, limits, and tion or CE
quality, and residual find- result. decision.
ings.
7. Legal, confor- Automation may Manufacturer, notified Scoped decision, dec- Self-authorising
mity, or safety  support but should body, authority, safety au- laration, certificate, platform de-
determination remain bounded. thority, or court as legally = approval, restriction, or cision outside
assigned. enforcement action. legal compe-
tence.

Source: Authors' boundary model, extending Table 40 and 41. The permitted legal effect
depends on applicable law and actor competence.

5.9.2 Proof-graph evidence scoring

This article proposes proof-graph evidence scoring as a discipline for evaluating the readiness
and assurance of a specific evidence path. The term proof graph does not imply mathematical
proof of legal conformity. It denotes a graph in which each material decision can be traced
from requirement and context through claims, artefacts, provenance, issuer authority, temporal
status, validation results, and policy to an outcome. The score concerns the quality of that
path, not the abstract security of the product.

Hard admissibility gates are evaluated first. After the gates pass, the evidence assurance vector
may support ranking, triage, or escalation. A purpose-specific scalar may be computed for
operational convenience, but its weights, thresholds, profile, and limitations must be disclosed.
Different purposes require different models. Freshness may dominate an incident-response de-
cision, while independence and completeness may dominate a conformity review. No scalar
should be labelled a universal CRA-compliance score.

5.9.3 AI agents and machine-to-machine action

AT agents can resolve evidence, correlate vulnerabilities, prepare Article 14 reporting pack-
ages, propose an update campaign, or monitor support obligations. Their authority should be
bounded through the control plane. The mandate should identify the legal person, agent or
workload, permitted tools, data sources, product scope, actions, financial or safety limits, valid-
ity period, and required escalation. The agent must not create or expand its own authority.

For a high-impact action, the evidence plane should provide a signed and reproducible decision
context. The policy engine may permit, deny, or escalate. The action service should verify the
decision receipt before acting and issue an action receipt afterwards. Human approval remains
necessary where legal, conformity, safety, or organisational policy reserves the decision. This
separates technical authentication from authority and authority from sufficient evidence.
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5.9.4 Contestability and explanation

An automated result must be contestable. The relying party should be able to inspect the subject
resolved, evidence snapshot, issuer and mandate chain, policy version, failed or passed gates,
assurance dimensions, contradictions, missing evidence, and reason for the outcome. Where
evidence cannot be disclosed, the system should provide the minimum explanation consistent
with confidentiality and identify a review path. A later correction should identify which prior
decisions were affected.

Explanation is not generated prose alone. It is a structured relation between the decision and
its evidence. A natural-language summary may aid users, but the authoritative record is the
signed decision receipt and linked evidence. This protects against persuasive explanations that
are not grounded in the actual policy evaluation.

5.9.5 Automation bias and interface controls

User interfaces should make unknown, stale, disputed, and inapplicable states visible. A green
badge derived from a partial SBOM, an old VEX statement, or a structurally valid DPP can
create more risk than no badge. The interface should state the subject and time of the result,
the decision purpose, the evidence scope, the legal status of standards, and residual uncertainty.
High-impact users should be able to inspect the evidence path rather than rely on colour alone.
Figure 12 summarises the boundary between automated validation, proof-graph scoring, and
reserved human decisions.

Bounded automation and proof-graph evidence scoring

Automation may validate and prioritise evidence. It does not create an unqualified CRA-conformity decision

Permit bounded action
Control-plane context Evidence assurance vector
Legal person | role | mandate | status PeEErEs || s
I\ Y, Completeness | consistency
o all mandatory gates pass Independence | observability
Hard admissibility gates Continuity | residual uncertainty

Low residual risk

Legal scope Conditional permit
Evidence-plane context Sublect match Controls and expiry
. X Issuer authority
Subject | claim | provenance | time Cryptographic integrity
Status and temporal validity
Lawful access and minimum evidence

il

Versioned policy evaluation Human /

Purpose-specific weights and thresholds competent-body
escalation

Decision context
Intended use | deployment | risk | purpose

Deny / isolate

Gate fails

DENY or ESCALATE Prohibited state
record every automated outcome

L

Signed decision receipt Reserved legal, conformity or functional-safety decision

Evidence snapshot | policy version | outcome | actor | uncertainty A competent actor retains responsibility and records reasons

No scalar “CRA-compliant” score. Evidence readiness may be ranked only after mandatory gates are satisfied.

Figure 12: Bounded automation and proof-graph evidence scoring.

Source: Authors' architecture. Automation may validate and prioritise evidence but does not
create an unqualified CRA-conformity decision.
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5.10 Integrated evaluation of propositions and design requirements

5.10.1 Evaluation of the Part III propositions

Part III formulated nine propositions for evaluation. The analytic result is stated below with
its strongest support and the empirical test still required. "Supported" denotes coherence with
the legal-technical analysis and the worked scenarios. It does not denote statistically validated
operational performance.

Table 60: Evaluation of the nine design propositions from Part ITI

Analytic
Proposition result Strongest support Remaining empirical test
P1. Subject separa-  Supported. The five-subject model prevents model, Measure affected-instance
tion release, instance, deployment, and precision and false decisions
service evidence from being silently against conventional asset
conflated. and document systems.
P2. Temporal evi- Supported. Bitemporal validity, status, superses- Test status propagation, stale-
dence sion, and snapshots preserve historic evidence detection, and audit
and current state. reconstruction at scale.
P3. Authority before Supported. The control plane distinguishes signa-  Pilot cross-company man-
reliance ture validity from legal-person identity, date issuance, revocation,
competence, and mandate. and automated verification,
including prospective EBW
integration.
P4. Contextual ex- Conditionally SBOM, dependency path, configura- Benchmark exploitability
ploitability supported. tion, VEX| and observation time re- classification accuracy and
duce component-match ambiguity. false-positive reduction in real
product fleets.
P5. Verified installa- Supported. Release publication, delivery, installa- Measure patch-closure time
tion tion, observation, rollback, and recov- and the share of apparent
ery are separate events. closures not supported by
instance evidence.
P6. Cyber-safety Conditionally The architecture binds security change Evaluate with certified safety
gating supported. evidence to a sector safety and avail- processes and quantify up-
ability decision process. date delay, exception quality,
and unsafe change prevention.
P7. Federated disclo- Conditionally Purpose-bound access and selective Test interoperability, avail-
sure supported. presentation can preserve distributed ability, inference risk, and

P8&. Conditional busi-

ness value

P9. Bounded au-
tomation

Plausible but
unresolved.

Supported as
a normative
safeguard.

authoritative sources and confidential-
ity.

Causal mechanisms exist for procure-
ment, maintenance, targeted cam-
paigns, support, and residual value.

The validation ladder, hard gates, de-
cision receipts, and reserved decisions
prevent semantic overreach.

user burden across indepen-
dent providers.

Measure costs, avoided losses,
adoption incentives, and value
distribution across supply-
chain roles.

Test human-agent interaction,
automation bias, escalation
quality, and policy error re-
covery.

Source: Authors' integrated analytic evaluation. Results remain subject to the limitations in

Section 5.11.

5.10.2 Evaluation of DR-01 to DR-22

The design requirements derived in Part I remain the primary traceability baseline. The eval-
uation confirms that all 22 requirements are represented in the architecture. The result is not
uniform. Some requirements are directly satisfied by data and trust structures. Others depend
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on external governance, operational services, or sector processes that the DPP can support but

cannot supply alone.

Table 61: Integrated evaluation of design requirements DR-01 to DR-22

Requirement group

Evaluation result

Principal architecture evidence

Residual issue

DR-01 to DR-03: legal
status, subject layers,
persistent identifiers

DR-04 to DR-06: com-
position binding, state
separation, remote ser-
vices

DR-07 to DR-11: legal
person, mandate, prove-
nance, status, time

DR-12 to DR-16: vul-
nerability, updates,
conformity, support,
lifecycle

DR-17 to DR-19: dis-
closure, cyber-safety
gate, continuity

DR-20 to DR-22: vali-
dation layers, explicit
reliance policy, no bi-
nary compliance flag

Satisfied at design
level.

Satisfied at design
level.

Satisfied logi-
cally; governance-
dependent.

Satisfied at design
level.

Conditionally satis-
fied.

Satisfied and re-
inforced by Part
IV.

Source-status object; five-subject
model; typed identifiers and map-

pings.

Release-bound SBOM/HBOM,;
declared/observed /configured/
assessed evidence classes; service
subject.

Control plane; claim envelope; sta-
tus and supersession; bitemporal
model.

VEX state model; update event
chain; conformity snapshots; sup-
port state; append-only lineage.

Evidence tiers; purpose policy;
cyber-safety change gate; exit and
continuity package.

Validation ladder; hard gates; ver-
sioned policy and receipt; prohib-
ited unqualified status.

Authoritative source
updates, sector identifier
governance, and alias
disputes require external
governance.
Completeness and trust-
worthy device or service
observation require imple-
mentation assurance.
Cross-border role recogni-
tion, competence, historic
validation, and mandate
adoption need opera-
tional trust frameworks.
Supplier evidence quality,
fleet observability, legal
classification, and timely
update practices remain
external.

Sector safety authority,
inference risk, provider
service levels, and long-
term archival operations
need empirical validation.
User-interface discipline
and organisational resis-
tance to oversimplified
badges require gover-
nance and testing.

Source: Authors' traceability evaluation against Table 12A, 12B, and 33.

5.10.3 Falsification cases

The following cases define observable behaviour that would falsify the safety and assurance
claims of the architecture. They should be implemented as negative conformance tests and
exercised in pilots.

Table 62: Falsification cases for the CRA-capable DPP architecture

Unsafe behaviour that falsifies

Failure test Expected safe behaviour the design

Wrong-release evi- Reject or mark inapplicable; require a verified  Accept model or family evidence

dence release or instance relation. as proof for a different installed
release.

Expired or revoked Reject the action or escalate, even where the Treat signature validity as sufficient

mandate signature remains cryptographically valid. authority.

Stale VEX or vulnera-
bility source
Conflicting assertions

Expose cutoff time and freshness; reacquire or  Display "not affected" without time
downgrade before reliance. and source scope.
Preserve both claims, identify provenance, ap-  Select the favourable claim silently

ply conflict policy, and escalate where material. or overwrite the adverse claim.
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Table 62: Falsification cases for the CRA-capable DPP architecture

Unsafe behaviour that falsifies

Failure test Expected safe behaviour the design

Primary provider out- Use alternate resolver, signed snapshot, or Return no evidence as proof of no

age archive; state degraded assurance and reconcile vulnerability or make historic evi-
later. dence unverifiable.

Safety-relevant emer-  Apply cyber-safety gate, documented excep- Deploy automatically on cybersecu-

gency update tion, bounded compensating control, and post- rity severity alone without safety or
event review. availability assessment.

Request for confiden-  Verify requester, mandate, purpose, minimum  Publish the full composition be-

tial SBOM need, and disclosure tier; provide a restricted cause a DPP is presumed public.

result where sufficient.
Automated conformity Return scoped evidence readiness, requirement- Emit an unqualified "CRA compli-

badge specific result, or escalation with legal status ant" status from schema, signature,
visible. or evidence-score success.

Provider migration Independent verifier reproduces subject, status, Only current records migrate, or
authority, and decision from the continuity verification requires the former
package. provider's proprietary service.

Source: Authors' negative-test specification.

5.10.4 Design-science assessment

The architecture is internally coherent with the normative and standards analysis. It preserves
legal status, separates product subjects, distinguishes declared and observed state, binds evi-
dence to issuers and mandates, supports time and supersession, and provides a bounded path
from evidence to decision. The cross-sector scenarios show that the same logical model can be
instantiated for software releases, connected devices, remote services, industrial systems, and
modified or second-life products without asserting that one assurance profile fits every domain.

The evaluation also identifies conditions that the architecture cannot satisfy alone. It depends
on accurate issuer evidence, product and fleet observability, recognised roles, robust status
services, secure implementation, profile governance, provider continuity, and competent legal
and safety decisions. Operational efficacy, cost, regulatory acceptance, and usability therefore
remain empirical questions. The principal design result is not a claim that the DPP automates
conformity. It is a specification for making the evidence and authority behind a decision explicit,
verifiable, and contestable.

5.11 Limitations
5.11.1 Regulatory and standards volatility

The legal and standards environment is changing. The analysis uses an evidence cut-off of 15
August 2026. The 17 ETSI product documents are Final Draft European Standards under
Public Enquiry and may change before adoption and OJEU citation. Additional horizontal
standards, common specifications, delegated acts, guidance, product-category descriptions, sec-
tor rules, or judicial interpretations may alter the mapping. The European Business Wallet
remains a proposal. Every implementation must therefore resolve authoritative and current
sources rather than embed the paper's cut-off state as permanent law.
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5.11.2 Analytical rather than empirical evaluation

The study does not report a controlled field deployment, statistically evaluated operational
dataset, economic impact study, or user trial. The operational and business mechanisms are
analytically plausible but unquantified. No claim is made about actual false-positive reduction,
patch-closure acceleration, audit-cost savings, or provider performance. The proposed metrics
and falsification cases define how such claims should be tested.

5.11.3 Scope and sector heterogeneity

The paper analyses the CRA, selected adjacent legislation, 17 ETSI vertical drafts, DPP infras-
tructure, and illustrative sectors. It is not an exhaustive analysis of every standard requested
under M/606, every sector exclusion, national market-surveillance practice, procurement rule,
safety standard, certification scheme, or product configuration. Sector-specific legal advice and
engineering assessment remain necessary. The architecture is a reference model, not a ready-
made conformity profile.

5.11.4 Evidence quality and incentive assumptions

Cryptographic verification cannot correct false source data, an incomplete SBOM, poor testing,
or a deliberately narrow VEX assessment. The architecture assumes that accountable actors can
be identified and that governance creates incentives to issue, correct, and maintain evidence.
Commercial confidentiality, liability concerns, supplier power, and unequal digital capability
may reduce evidence availability. These political-economic factors require empirical study and
contractual or regulatory responses.

5.11.5 Cryptographic, privacy, and safety abstraction

The paper specifies cryptographic and privacy properties at architecture level. It does not
provide formal protocol verification, algorithm profiles, key ceremonies, side-channel analysis, or
a complete data-protection impact assessment. It identifies the interface between cybersecurity
evidence and functional-safety change control but does not perform a safety assessment under a
sector standard. The proposed evidence assurance vector and proof-graph scoring model require
calibration and governance before operational use.

5.11.6 Legal character of the article
This article is an academic legal-technical design study. It is not legal advice, a conformity
assessment, a harmonised standard, a common specification, or an official interpretation by the

European Commission, ENISA, a market-surveillance authority, or a court. The term CRA-
capable DPP has no independent legal status.

5.12 Research, standards, and implementation implications
5.12.1 Standards and regulatory implementation
CRA and DPP implementation would benefit from machine-readable requirement identifiers,

explicit standard and OJEU status metadata, normative evidence templates, temporal validity
rules, and conformance tests for negative states. Product standards should identify the subject

115



level to which an assessment applies and the evidence required to bind a tested release to a
marketed product. DPP profiles should support release, instance, deployment, and remote
service relations even where the statutory passport is registered at model, batch, or item level.

Standards should also distinguish structural validation, cryptographic verification, issuer author-
ity, technical assessment, and legal effect. This would reduce the risk that a successful registry
check or schema validation is presented as substantive product conformity. Public test suites
should include stale status, wrong-subject, out-of-scope mandate, conflicting claim, provider
failure, and confidentiality cases.

5.12.2 European trust infrastructure

European trust infrastructure should support legal-person identity, organisational represen-
tation, scoped mandates, service and workload identity, revocation, historic validation, and
machine-readable recognition. eIDAS trust services provide important building blocks. A fu-
ture European Business Wallet could make organisational authority portable across B2B and
B2G processes, provided that the final framework defines machine-verifiable mandates and does
not reduce business identity to a generic company credential.

The control plane should be interoperable with product evidence without becoming product-
specific. One legal person may issue evidence for many products, and one product graph may
contain claims from many legal persons. Recognition rules should express which actor may issue
which claim for which product subject and purpose. Workload credentials and action receipts
are required where agents and automated services act on behalf of organisations.

5.12.3 Industrial implementation sequence

Early implementations should prioritise evidence that improves both compliance readiness and
operational security: typed product and release identity, version-bound SBOMs, support period,
security contact, standard-edition and OJEU status, advisories, VEX, and update-package in-
tegrity. The next step is to connect deployed instances, configuration profiles, remote services,
and installation receipts. Cross-company control-plane mandates, selective disclosure, cyber-
safety gates, and high-assurance attestation can then be added where the risk and value justify
them.

Implementation should begin with a bounded decision episode rather than an attempt to digitise
the entire technical file. Examples include identifying affected router instances, verifying BESS
controller update closure, or assessing a second-life robot-cell modification. The pilot should
specify its legal boundary, subjects, evidence minimum, authority model, failure cases, metrics,
and exit package before technology selection.

5.12.4 Empirical research agenda
The next research phase should test the architecture across technical, legal, organisational, and

economic dimensions. Multi-organisation pilots are required because the claimed value arises
at supply-chain and lifecycle boundaries rather than within one database.
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Table 63: Empirical research agenda for CRA-capable Digital Product Passports

Research question

Suggested method

Primary measures

Suitable
domain

Does subject separation
improve exposure preci-
sion?

Does verified installation
improve patch closure?

Does the dynamic
technical-file index reduce
audit effort?

Can evidence re-
main portable across
providers?

Does the cyber-safety
gate improve update deci-
sions?

Can proof-graph evidence
scoring be calibrated?

Can organisational man-
dates support safe au-
tomation?

Is the architecture pro-
portionate for SMEs?

How should long-term
crypto agility be gov-
erned?

How do users understand
bounded assurance out-
puts?

Compare conventional inventory
and document workflows with
evidence-graph resolution for
known vulnerability events.

Prospective patch campaign with
release, delivery, installation, ob-
servation, rollback, and recovery
receipts.

Parallel conformity or market-
surveillance exercise using conven-
tional and graph-indexed evidence.

Planned provider migration and de-
structive recovery exercise without
the primary service.

Controlled tabletop and field exer-
cises with cybersecurity urgency,
safety impact, availability con-
straints, and rollback.
Expert-labelled case set and
prospective triage study using hard
gates and multidimensional assur-
ance.

Cross-company pilot using current
eIDAS mechanisms and, when avail-
able, EBW-compatible credentials
and workload identities.

Longitudinal implementation and
cost study across core, operational,
and high-assurance profiles.

Migration experiment with archived
claims, resealing, algorithm tran-
sition, compromised-key scenario,
and offline verification.
Human-factors study comparing
binary badges, evidence vectors,
conflict displays, and structured
explanations.

Precision, recall, unre-
solved identity rate, time
to affected-instance set,
analyst effort.

Verified closure time,
false closure rate, ex-
ception age, recovery
success.

Evidence retrieval time,
missing evidence, assessor
rework, reproducibility,
dispute rate.

Export completeness, in-
dependent verification
rate, resolution conti-
nuity, historic decision
reproduction.

Decision time, unsafe ac-
tion prevention, exception
quality, service interrup-
tion, post-event closure.
Calibration, inter-rater
agreement, escalation
quality, automation bias,
error severity.
Authorisation success, re-
vocation propagation,
least-privilege viola-
tions, manual fallback,
auditability.
Implementation cost, re-
curring effort, provider
dependency, compliance
readiness, business bene-
fit distribution.
Verification survival,
downgrade resistance,
migration effort, stranded
evidence, recovery time.
Decision accuracy, over-
reliance, comprehension,
time, trust calibration,
escalation behaviour.

Routers, oper-
ating systems,
virtualisation,
industrial gate-
ways.

Enterprise fleets,
smart-home hubs,
industrial con-
trollers.

CRA important
products and
machinery inte-
grations.
Cross-sector
DPP service
providers.

BESS, robotics,
building controls,
transport infras-
tructure.
Vulnerability re-
sponse and com-
pliance evidence
review.

Data spaces,
supplier assur-
ance, agentic
procurement and
maintenance.
Component sup-
pliers, software
SMESs, connected-
product manufac-
turers.

Industrial and en-
ergy assets with
long lifetimes.

Procurement, op-
erators, assessors,
market surveil-
lance.

Source: Authors' proposed research programme.

This agenda establishes a validation path from analytic design to deployed evidence infrastruc-
ture. The key test is not whether organisations can publish more product data. It is whether
independent actors can resolve the correct product subject, verify who had authority to make
a claim, determine the evidence state at the relevant time, preserve legitimate confidentiality,
survive provider and cryptographic change, and make a bounded decision whose basis can be
reproduced and contested.
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6 Conclusion

6.1 Synthesis of findings

This article has examined how Digital Product Passport mechanisms can be extended into a
CRA-capable product evidence architecture. The central conclusion is that the Cyber Resilience
Act does not mandate a Digital Product Passport, yet many of its lifecycle obligations generate
information, traceability, and evidence needs that are difficult to satisfy efficiently through
static files, isolated portals, or disconnected product records alone [1,2]. A CRA-capable DPP
is therefore best understood not as a new legal artefact, but as a technical and governance
architecture through which regulatory evidence can be structured, cryptographically bound,
disclosed in a controlled manner, and maintained over time.

The normative analysis showed that the CRA is, in substance, a lifecycle evidence regime. Its
obligations reach beyond the pre-market moment of initial conformity and continue through
support, vulnerability handling, security updates, incident and vulnerability reporting, user
communication, and product change. The analysis also showed that candidate ETSI standards,
while still under Public Enquiry at the evidence cut-off of this study, already point toward a
richer evidence model than is usually assumed in DPP discussions. In particular, version-specific
SBOMs, product-context vulnerability evaluation, update and rollback evidence, component-to-
instance traceability, and support-state signalling recur across several draft standards. These
requirements do not merely call for more product data; they call for structured and verifiable
product evidence.

The design-science contribution of the paper is the definition of the CRA-capable DPP as a
distributed, versioned, and access-controlled evidence graph. Its decisive architectural move
is the separation of five evidence subjects: product model, release or build, product instance,
deployment or configuration state, and remote service. This separation prevents one of the
most common compliance errors in digital-product governance: the implicit assumption that
a model-level conformity claim automatically describes the security state of every installed in-
stance and all service dependencies. By introducing a dual-plane architecture, the paper further
separates organisational authority, mandate, and policy control from product evidence, status,
and lifecycle claims. This control-plane/evidence-plane distinction is necessary for accountable
machine-readable trust.

The cross-sector evaluation demonstrated that the value of such an architecture is not confined
to one product class. It is directly relevant to software-only products, connected devices, network
equipment, industrial control environments, energy systems, batteries and battery-management
components, smart-home products, wearables, and second-life or substantially modified prod-
ucts. Across these domains, the strongest benefits arise where the security state changes over
time, where products depend on upstream or remote components, where vulnerability status
must be assessed in context, and where several accountable organisations contribute evidence
across the supply chain.

At the same time, the article identified clear boundaries. A CRA-capable DPP cannot create
legal conformity by itself. It cannot substitute secure development, vulnerability testing, inci-
dent response, formal conformity assessment, or safety engineering. It cannot compensate for
incomplete SBOMSs, poor source evidence, weak governance, or false issuer claims. Its value
lies elsewhere: in binding claims to the correct subjects, preserving evidence provenance and
time context, making disclosure role-sensitive, supporting continuous conformity operations,
and reducing the gap between legal obligations and operational product reality.

Taken together, these findings support a precise final proposition. For CRA-relevant products,
the most promising role of a Digital Product Passport is to function as reusable evidence in-
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frastructure: a structured and governable layer that links legal requirements, technical controls,
assessed artefacts, operational state, lifecycle changes, and accountable issuers across the prod-
uct support period. In this sense, the CRA-capable DPP is not a compliance label. It is
a persistent assurance substrate for cybersecurity, compliance, functional safety coordination,
and product lifecycle governance.

6.2 CRA requirements heat map and final interpretation

Figure 13 synthesises the article's central evaluative insight in a two-dimensional heat map.
The vertical axis groups major CRA requirement clusters. The horizontal axis groups the
main evidence and governance capabilities of a CRA-capable DPP. The chart does not show
whether the CRA requires a DPP, nor does it indicate automatic conformity. It shows where a
CRA-capable DPP contributes most strongly as an evidence architecture and where its role is
necessarily indirect or limited.

CRA requirements x CRA-capable DPP capabilities

Support intensity indicates evidence and governance value; it does not indicate legal conformity by itself.

Configuration VEX and
and vulnerability
deployed state evidence

Identity and SBOM /
scope HBOM

Update and Conformity Lifecycle Authority and

CRA requirement cluster support state evidence lineage access control

Product and manufacturer
identification

Cybersecurity
risk assessment

Secure design and
default configuration

No known exploitable
vulnerabilities

Access control,
confidentiality and integrity

Logging, monitoring
and traceability

Security updates,
rollback and recovery

Vulnerability handling,
CVD and reporting

Technical documentation
and conformity evidence

Support period and
user information

Secure removal, transfer
and decommissioning

Substantial modification
and post-market lifecycle

- H Strong support: direct, high-value evidence linkage - M Material support: meaningful evidence and tr.

L Limited support: indirect documentation or contextual contribution — No material direct DPP contribution

Interpretation: the DPP is strongest where CRA duties depend on identity, evidence continuity, version-aware traceability, and lifecycle state.

Figure 13: CRA requirements heat map: where a CRA-capable DPP provides the strongest support.

Source: Authors' evaluative synthesis based on CRA requirements, ETSI draft standards, and
the reference architecture developed in this article. The heat map shows support intensity as
an evidence architecture, not legal sufficiency or presumption of conformity.

The heat map highlights four areas of particularly strong contribution. First, the DPP provides
high support for product and manufacturer identification once identity, scope binding, and issuer
authority are treated as first-class evidence objects. Secondly, the DPP strongly supports the
CRA objective of addressing known exploitable vulnerabilities when version-bound SBOM or
HBOM evidence is combined with product-context vulnerability analysis and VEX statements.
Thirdly, it contributes strongly to security-update governance, support-state management, and
user communication when update status, rollback, recovery, and end-of-support events are rep-
resented as versioned lifecycle evidence. Fourthly, it provides very strong support for technical
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documentation, conformity traceability, and substantial-modification lineage, because these do-
mains depend heavily on structured provenance, subject separation, and append-only change
history.

The heat map also makes visible the limits of DPP support. Requirements such as secure
design, secure-by-default implementation, access control, confidentiality, integrity, or incident-
preventive technical measures are only partially assisted by a DPP. In these areas, the passport
can document assessed configuration baselines, declared controls, test results, and deployed
state, but it does not itself implement the control. The architecture is therefore most valu-
able where CRA duties depend on evidence continuity, cross-organisational accountability, and
version-aware traceability. It is less determinative where security quality depends primarily on
product-internal engineering properties.

The final implication is therefore clear. A CRA-capable DPP should be pursued as a Euro-
pean product assurance infrastructure, especially where products are software-intensive, con-
nected, remotely dependent, safety-relevant, long-lived, or subject to supply-chain modification.
Its strategic value lies in enabling continuous conformity rather than static documentation,
machine-readable accountability rather than isolated declarations, and evidence-based lifecycle
governance rather than episodic compliance exercises. Future work should now move from design
to deployment, including sector pilots, provider-neutral interoperability testing, and empirical
measurement of compliance and security effects under real operational conditions [21, 22].

A Requirements-to-evidence matrix and versioned source reg-
ister

This appendix clarifies the research-control artefacts referred to in Sections 1.7 and 1.9. The
requirements-to-evidence matrix is a structured mapping from a legal or standards requirement
to the evidence needed to interpret, assess, or operate that requirement. The source register
records the legal status and exact version of each source used in the mapping. Together, these
artefacts prevent a later draft, harmonised standard, implementing act, or legislative amendment
from silently replacing the basis of an earlier finding. The complete clause-level extraction
register is a working research dataset; the schema and representative records are provided here
to make the method transparent and reproducible.

A.1 Matrix and source-register schema

Table A1l: Fields used in the requirements-to-evidence matrix and source register

Field Required content Change-control function

Record identifier Stable identifier for the mapping record. Preserves references to the record
across revisions.
Source category and Binding Union law, OJEU-cited harmonised stan- Prevents sources with different legal

legal status dard, draft standard, legislative proposal, guid- effects from being conflated.
ance, contract, or authors' design.

Source identifier Instrument, standard, work item, or document Enables unambiguous retrieval of
identifier. the authoritative source.

Edition and date Consolidated legal version, standards edition, pub- Permits later editions to supersede,
lication date, and evidence cut-off status. rather than overwrite, earlier map-

pings.

Article, annex, Precise normative or assessment reference. Supports clause-level traceability

clause, or require- and partial application.

ment ID
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Field

Required content

Change-control function

OJEU and confor-
mity status

Product scope and
exclusions
Requirement sum-
mary

Evidence object

Product subject

Issuer and responsi-
ble actor

Assessment or obser-
vation method
Temporal and status
metadata

Access and retention
class

Predecessor, succes-
sor, and supersession
Verification note

OJEU citation status, covered requirements,
common-specification status, or absence of legal
presumption.

Product category, intended use, deployment pro-
file, jurisdiction, exclusions, and assumptions.
Concise interpretation of the duty or assessment
expectation.

Document, manifest, test result, observation, at-
testation, status record, or lifecycle event.

Model, release or build, instance, deployment or
configuration, remote service, actor, component,
or event.

Issuer role, accountable legal person, competence,
and mandate.

Inspection, test, analysis, scan, attestation, opera-
tional observation, or review procedure.

Issuance, observation, validity, review, source
cutoff, revocation, withdrawal, and support state.
Public, customer or operator, conformity-
assessment, authority, or restricted; retention and
export rules.

Links to corrected, replaced, or later records and
the reason for change.

Known limitations, unresolved questions, indepen-
dent checks, and validation status.

Prevents a draft or unrelated har-
monised standard from being pre-
sented as CRA presumption of con-
formity.

Constrains the mapping to the con-
text actually assessed.

Provides a readable statement while
preserving the exact source refer-
ence.

Connects the requirement to evi-
dence that can be represented or
resolved.

Prevents evidence for one subject
from being applied to another.

Preserves claim provenance without
transferring the manufacturer's legal
responsibility.

Makes evidentiary sufficiency and
reproducibility assessable.

Prevents stale or superseded evi-
dence from remaining current.
Separates necessary evidence reten-
tion from unrestricted disclosure.

Creates an auditable version history
rather than silent replacement.
Makes uncertainty and incomplete
verification visible.

Source: Authors' methodological schema. The fields operationalise the source-status, evidence,
and subject tests defined in Part 1.

A.2 Representative versioned records

Table A2 illustrates how the schema is applied. The records are representative rather than ex-
haustive. A production register would include each relevant legal provision and each applicable
standard requirement at clause level.

Table A2: Illustrative requirements-to-evidence records

Record and source
status

Evidence, subject, and

Requirement and scope issuer

Versioning and
verification

RTE-CRA-0138
Binding Union law:
Regulation (EU)
2024/2847, Article
13(8)-(9).

Determine and document the
support period; make issued
security updates available

for at least ten years after is-
suance or for the remainder of
the support period, whichever manufacturer.
is longer.
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Support-period determination,
update-availability record, and
end-of-support notice. Primary
subjects: product model and

release family. Principal issuer:

Versioned on a
change to expected
use, component sup-
port, operating en-
vironment, or legal
requirements. Public
support status may
reference a restricted
rationale.



Record and source
status

Requirement and scope

Evidence, subject, and
issuer

Versioning and
verification

RTE-ETSI-0627-KEV-
01

Candidate harmonised
standard: ETSI EN
304 627 V1.0.1, Public
Enquiry draft at 15
August 2026.

Selected draft requirement
REQ-KEV-1-01: maintain
a machine-readable SBOM
for each product version and
assess the relation between
the declared and installed

Release-bound SBOM, SBOM
hash, installed-version obser-
vation, assessment result, and
mismatch finding. Subjects:
release and device instance.
Issuers: manufacturer and au-
thorised observation source.

No CRA presumption
of conformity at the
evidence cut-off. A
later ETSI edition or
OJEU citation creates
a successor record;
the draft record re-
mains available for
reconstruction.

Source: Authors' illustrative application of the schema. The second record reproduces the draft
identifier verbatim; its legal status is explicitly limited to the evidence cut-off.
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